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ABSTRACT

Sneak Analysis is aimed at identifying designed-in conditions that could
inhibit desired system functions or produce undesired system functions which 2
could adversely affect crew safety or mission equipment. The Sneak AnalysisApplication Guidelines effort established the technique as a cost-effectiveanalysis tool which can be scheduled in reliability program plans specified in

MIL-STD-7858. The analysis technique differs from other systems analysis
techniques in that it is based on identifying designed in inadvertent modes of
operation and is not based on failed equipment or software. Sneak Analysis can
be effectively blended with fault related analyses to identify design and fault
related problems in a cust-effective manner. The analysis produces excellent I
results in early program development phases, and can be used effectively to
identify late development phase problems missed by testing and other analyses.
System reliability is improved by the resolution of the Sneak Analysis identified
problems.
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SECTION 1

1. !NTRODUCTION

Sneak Analysis is an engineering analysis tool which can be used for hardware
and software systems to identify latent paths which cause concurrent unwanted
functions or inhibit desired functions, assuming all components and codes are
functioning properly. The objective of this analysis tool is the prediction of
these problems before they occur in test or operation. If these problems are
identified early in a program, the cost of modifications and redesign should be
reduced and the reliability and safety of the system should increase. MIL-STD-785B
(Reliability Program for System and Equipments Development and Production,
15 September 1980) has a task (#205) which, if specified, will require Sneak
Analysis on new efforts. The number of dollars that can be allocated for relia-
bility program tasks is limited for equipments and systems that are procured with
fixed or constrained budgets. Therefore, it was necessary to determine whether
Sneak Analysis was both effective and had estimable costs before inclusion as a
program requirement. Sneak Analysis data have been collected and analyzed to
provide proper visibility of costs and effectiveness. This effort resulted in
the collection of these data, analysis in detail of the cost and problem identi-
fication effectiveness of Sneak Analysis, and development of guidelines for ap-
pliration of Sneak Analysis requirements.

1.1 Objective. The objective of this effort was to develop guidelines for
applying and structuring Sneak Analysis based on the type of equipment or soft-
ware, complexity, development phase and program dollars. These guidelines define
Sneak Analysis program requirements, monitoring criteria and cost effectiveness
parameters. These guidelines can be used to tailor requirements for Sneak
Analysis to the needs of each individual program.

1.2 Aproach. The approach for this effort was based on an in-depth study
of 102 completed7Sneak Analysis projects (out of a total of 111 projects) for
various systems, equipment, software codes, and project environments. The study
compared methods of analysis, cost of analysis, size and complexity of equipments,
type of equipment, phase of development and effectiveness of the an3lysis. Based
on these results, guidelines were developed for specifying, applying, and monitor-
ing Sneak Analysis requirements. In addition, a feasibility study was performed
for developing simplified Sneak Analysis techniques for small-scale hardware
applications.

1.3 Problems. The acquisition of data associated with real program system
change costs was very limited and difficult to obtain. There was little, if any,
composite data at the program level which identified engineering, equipment, test,
documentation and retrofit costs for approved changes. The statistical validity
of program savings associated with correcting Sneak Analysis identified system
problems is based on derived "average" project change costs. These change costs
can vary significantly from project to project and have a resultant effect on
postulated program savings.
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1.4 Factor Index Guide. The major document topics are outlined in
Table 1-1 according to primary and secondary references. The table should be
of value to the reader in locating particular subject matter because of the
document structure and size. The document structure is organized by the six
tasks described in Section 2. The structure is based on the step-by-step
Statement of Work tasks and the resulting engineering analysis effort. The size
of the document is due in part to the extensive effort devoted to identifying
Sneak Analysis effectiveness based on the actual project results, as presented
in Appendix A.

TABLE 1-1. FACTOR INDEX.GUIDE

PRIMARY FACTOR SECONDARY FACTOR
TOPICS REFERENCE SECTIONS REFERENCE SECTIONS

APPLICATION GUIDELINES 3.5.6

MONITORING GUIDELINES 3.4.4 3.4.2.1, 3.4.2.2

RISK ASSESSMENTS 3.5.1. 3.5.2. 3.5.4

CONTRACTING PRACTICES 3.4.2.3 3.4.4.1, APPENDICES
C-H

SPECIFICATION REQUIREMENTS 3.4.1 APPENDIX I

TAILORING PROCESS 3.4.3.1 3.5.5, 3.4.2.1
REQUEST FOR PROPOSAL 3.4.2.1
CONSIDERATIONS

EVALUATION CRITERIA 3.4.2.2
CONSIDERATIONS
QUALITY ASSURANCE 3.4.1.7 3.5.1, 3.4.4.4
HARDWARE ANALYSES 3.3.1. 3.3.2 3.4.3.1

SOFTWARE ANALYSES 3.3.3, 3.3.4
PROBLEM IDENTIFICATION 3.2.1.2, 3.2.2.7, 2.2, 3.4.4.5,
EFFECTIVENESS 3.2.3. 3.2.4.4 3.6.2.1. 3.6.2.2
COST EFFECTIVENESS 3.2.2.7, 3.2.3, 2.2.2. 3.2.2.1,

3.5.3 3.2.2.2. 3.2.2.3.3.2.2.4. 3.2.2.5,
3.2.2.6

COST COMPARISONS 3.2.2.1. 3.2.2.2,
3.2.2.3, 3.2.2.4,
3.2.2.5, 3.2.2.6,
3.2.2.7. 3.2.3

COST ESTIMATING APPENDIX B, 3.5.6 3.4.3.1, 3.5.6,
3.6.1

PROJECT PHASING 3.2.1.1. 3.2.1.2 3.5.2, 3.5.3, 3.5.4
3.2.1.3, 3.2.1.4,
3.2.2.2

EQUIPMENT SELECTION 3.2.1.3, 3.2.1.4, 3.5.5
3.2.2.4, 3.2.2.6,
3.2.4 (ALL)

SYSTEM CRITICALITY 3.2.1.4, 3.2.2.5,
3.2.4 (ALL)

PROJECT DURATION 3.2.2.3 2.2.3

FEASIBILITY STUDY 3.5
PROJECT HISTORY TABLES APPENDIX A
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2. SNEAK ANALYSIS APPLICATION SUMMARY

This section contains a summary presentation of the task flow, analysis
trends based on actual project results, analysis technique comparisons, Sneak
Analysis Application Guidelines, tailoring requirements, cost estimation tech-
niques, and overall project conclusions. The detailed presentation of task
material is presented in Section 3.

2.1 Task Flow. The Sneak Analysis Application Guidelines task flow Is
shown in Figure 2-1.

SCA I SSA
HISTORICAL

DATA

SSA DATA
COLLECTIONJ

AND ANALYSIS
•TASK I SAS A-

EFFCTIVENESS J IAPPLICAT ION PEiASISM ITY
ANALYSIS GUIDLINES STUDY

TAS TAK5TS
fi SA " • TASK

SAS TAS 4

Figure 2-1. Task Flow

Task I required the collection of historical data for a statistically sig-
nificant number of hardware and software Sneak Analysis projects. The informa-
tion gathered represented the complete data base for one contractor acting In
the role of an independent analyst. The 111 projects were sufficient for this
project application and were the basis for the subsequent application guidelines
effort. The importance of Task 1 is depicted in Figure 2-1 as it provides
direct input to three tasks. The detailed historical data are presented In
Appendix A. Task 1 results are presented in Section 3.1.

Task 2 required a detailed analysis of the historical data for relevant
trends in terms of cost, technique effectiveness, project phasing, and typ's
of equipment/software analyzed. This was the major task element of the total
effort since the tables were to be used as the basis for any assertions or claims
concerning Sneak Analysis. Task 2 results are presented in Section 3.2.
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Task 3 resulted in an examination of various analysis techniques for com-
monalities and differences in an attempt to determine the most applicable tools
for project use. Twelve hardware techniques and five software techniques were
included in the study. Task 3 results are presented in Section 3.3.

Task 4 provided the Sneak Analysis requirements, specifications, sample
Statements of Work, Request for Proposal requirements, evaluation criteria, and
decision making processes. An additional task effort addressed the description
of guidelines and roles of the procuring activity'in Sneak Analysis projects.
Task 4 results are presented in Section 3.4.

Task 5 resulted in the development of guidelines for the application of the
Sneak Analysis tool. The task addressed cost, schedule, equipment, risk, and
analysis effectiveness. This task, along with Tasks 3 and 4, provides the primary
user output to be considered in the Sneak Analysis selection process. Task 5
results are presented in Section 3.5.

Task 6 producei the feasibility study results which addressed the develop-
ment of Sneak Analysis capability for small-scale system applications. The
feasibility study resulted in the conclusion that an automated Sneak Analysis
program system could be developed ,which provides limited Sneak Analysis capa-
bility for small-scale systems. General system requirements are provided for
this computerized system. Task 6 results are presented in Section 3.6.

2.2 Effectiveness Measures. Sneak Analysis has been used effectively in
virtually all types of electrical and electronic systems and recently in soft-
ware systems. Table 2-1 presents an abbreviated list of the Appendix A project
systems and subsystems where hardware and software Sneak Analyses have been
implemented.

TABLE ?-I. SNEAK ANALYSIS EQUIPMENT/SOFTWARE APPLICATIONS

SNEAK ANALYSIS EOUIPMENT/SOFTWARE APPLICATIONS

ELECTRICAL POWER GENERATION CAUTION/WARNING SYSTEM
ELECTRICAL POWER DISTRIBUTION MONITOR/CONTROL SYSTEM
ELECTRICAL POWER CONTROL INSTRUMENTATION SYSTEM
ELECTRICAL SUPPORT EOUIPMENT DATA ACOUISITION AND PROCESSING
FLIGHT/LAUNCH SEQUENCER TELEMETRY/SIGNAL CONDITIONING
FLIGHT CONTROL SYSTEM DATA RECORDER
GUIDANCE/NAVIGATION SYSTEM COUNIERMEASURE/DISPENSER SYSTEM
LANDING SYSTEM LASER SEEKER SYSTEM
ATTITUDE CONTROL SYSTEM ENlVIRONMENTAL CONTROL SYSTEM
ANGLE-OF-ATTACK TRANSMITTER EJECTION SEAT SEOUENCER
PROPULSION SYSTEM DIAGNOSTIC SYSTEM
ENGINE CONTROL SYSTEM LIGHTING SYSTEM
THRUST REVERSER/ FULL CONTROL SAFETY SYSTEM
AVIONICS SYSTEM TRANSPORTATION SYSTEM
THERMAL CONTROL EXPERIMENT SYSTEM
ORDNANCE/PYROTECHNIC SYSTEM COMPUTER DATA LINK CONTROLLER
ARMING AND FUSING SYSTEM SHOP TEST EQUIPMENT
WEAPON CONTROL SYSTEM BLOWOUT PROTECTION SYSTEM
FIRE CONTROL RADAR SYSTEM TOWER LOWERING SYSTEM
DETECTOR SYSTEM ON-BOARD SOFTWARE
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The project applications have included the Space, Airborne, and Ground/
Water environments. The applications have spanned from a total electrical
system analysis to analysis of selected functions within a single system.
Projects have been performed for mature technology systems to the more recent
state-of-the-art systems. The applications have included complex system
designs, extensively redesigned systems, systems with unresolved test problems
and systems with field related problems. Table 2-1 represents a minimum listing
of systems which can be considered candidates for tuture analysis, either
separately or in combination.

In general, the larger the system(s), the more numerous are the equipment/
software interfaces and the greater the number of problems identified in the
areas included in the Sneak Analysis project. Size of system to be analyzed and
cost of analysis are related since the cost for Sneak Analysis is based on tfhe
number of components for hardware systems and executable instructicns for software
systems. Analysis results are also highly influenced by program development phase
and criticality of the system(s) analyzed.

2.2.1 Program phase. Tn order to determine the most effective develop-
ment phase to implement Sneak Analysis, the relative program costs required to
correct system problems by phase were developed and presented in Section 3.5.2.
This information is essential to adequately develop the reliability program plan
referenced in MIL-STD-785B. Sneak Analysis cost by phase and, more importantly,
the postulated cost to modify equipment/software design can be predicted. This
endbles an orderly reliability program plan development, analysis tool planning
and selection, and resource estimation and allocation. Figure 2-2 presents the
change cost trendlines for hardware and software systems. Note the especially
high relative program cost for changes in the late development phases.
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Figure 2-2. Developilent Phase Change Cost
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The earlier the program development phase that a problem is identified and
corrected, the lower the overall program cost. In Figure 2-2, the ideal analysis

a start times are the Conceptual (CON), Validation (VAL), Full-Scale Engineering
Development (FSED), and Full-Scale Prototype Development (FSPD) phases. Since
Sneak Analysis is based on detailed system drawings and computer program instruc-
tions, the most likely early phases for implementation would be the Full-Scale
Engineering Development and Full-Scale Prototype Development nhases. The costs
associated with correcting problems in the latter two phases, Pilot Production (PP)
and Unlimited Production (UNP), are significantly higher than the preceding four
development phases. Change costs in the latter two phases can range from 10 to
100 times those of the earlier development phases. As such, the implementation
of an analysis tool such as Sneak Analysis should be planned in the early develop-
ment phases when the design is still reasonably fluid and can be changed in a
cost-effective manner. Cost savings for early identification of problems appears
to be potentially greater for software systems than for hardware systems.

One of the primary report findings resulting from the detailed study of
Sneak Analysis effectiveness is that significant levels of equipment/software
problems are present in systems, regardless of the program development phase.
If these problems are not identified and corrected, ooerational reliability will
be adversely affected. The definitive trend of analysis technique effectiveness
in terms of the number of problem reports released is presented in Figures 2-3
and 2-4.
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The hardware project report averages presented in Figure 2-3 illustrate the
relative effectiveness of the Sneak Analysis technique in identifying system
problems. The level of problem identification is very pronounced during the
early development phases when it is most cost-effective to implement design
changes. Although the report level declines in later development phases, it is
very important to note that even mature and mass produced or one-of-a-kind
systems still contain a sufficient level of embedded problems to justify per-
forming the analysis. Projects in the Unlimited Production phase especially have
been analyzed by other techniques, and thoroughly tested, and yet problems are
still identified by the Sneak Analysis technique.

Figure 2-4 illustrates the corresponding effectiveness of Sneak Analysis in

identifying software problems. The trendline shows a pronounced report level in
the Pilot Production phase. The results are heavily influenced by application of
Sneak Analysis on complete and delivered software, as opposed to analysis imple-
mentation during the earlier design phases. Based on actual project data, the
greatest number of software problems are identified when the ertire software code
is integrated for test and operational usage (equivalent to the latter stages of
verification and validation). As Software Sneak Analysis is implemented on future
projects and if it becomes an accepted tool in verification and validation efforts,
the effectiveness trendline should shift from the later development phases to the
earlier development phases and thereby resemble the Figure 2-3 trendline. The
identification and correction of only one serious hardware or software problem
can offset the cost of Sneak Analysis. If the problem is found in an earlier
development phase such as FSED or FSPD there can be an actual program cost savings.
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2.2.2 Analysis cost. The volume and type of Sneak Analysis reports have a
close correlation to contract value. Figure 2-5 illustrates the increasirng report
levels associated with the Sneak Analysis project values for hardware and software
systems.
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Figure 2-5. Project Value Report Levels

The cost of the analysis for hardware systems is based on the type
(complexity) and number of electrical components, while software systems are
based on the type (complexity) of computer prugram language and number of
executable statements. The cost per component and program instruction is pre-
sented in Appendix B. The higher Sneak Analysis project values involved a
larger number of systems as well as larger systems, that is, a larger number
of components and computer instructions. Report levels and types of reports
appear to be greatest for the higher contract value projects when large or
complete systems are included in the task scope. The higher the contract value,
the greater the number of systems (components and instructions) included in the
analysis, and consequently the greater the report level. Report levels are
significant, however, in the lower contract value range, which accounts for75% of the historical Sneak Analysis projects.

Average cost for a Sneak Analysis project presented in Appendix A was
0.06% of the overall program cost. The highest percentage of Sneak Analysis
cost to program cost was 0.4%, and the lowest was 0.0001%. While the level of
problem reporting is dependent oil, analysis contract value, overall cost at the
program level appears to have little if any predictable effect on the number of
reports generated in a prnject analysis effort. More problems are typically
embedded in large systems, but the scoping of a majority of the Sneak Analysistasks to portions of these large systems obscures any definable program level

trends.
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2.2.3 Period of performance. The period of performance for a Sneak
Analysis project to some extent is determined by the project value. Based
on past performances, the trendline for Sneak Analysis project duration is
as shown in Figure 2-6, which is based on the average project duration in
each cost range.
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The project duration for small applications is proportionately greater
than large applications because of the required task eteps involved, which
are discussed in Section 3.4.2.2. Data acquisition a,,J network tree prepara-
tion are the two main required task elements which influence small project
duration, followed by system partitioning, encoding and data processing. For
large projects, the trendline follows an apparent linear relationship.

2.2.4 Equipment classifications. The predominant types of equipment in-
cluded in hardware Sneak Analysis projects are relay logic and digital systems,
as shown in Figure 2-7. The relay classification includes resistors, capacitors,
single load devices, diodes and switches. The digital classification includes
discrete digital devices and complex integrated circuit devices. The analog
classification includes ampliTiers, inverters, converters, and feedback systems.
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Figure 2-7. Sneak Analysis Equipment/Software Project Distribution

The majority of early Sneak Analysis projects were relay logic hardware
systems. Current trends indicate a decided shift of analysis projects to
systems involving digital, analog and microprocessor based systems for hard-
ware. The early digital Sneak Analysis projects were for systems involving
discrete devices, while the current trend is towerd systems composed of one or
more integrated circuits. Software projects are predominantly assembly language
applications, but high order language projects are increasing. While Figure 2-7
might indicate the division of Sneak Analysis projects into single equipment/
software type categories, the typical project is composed of a blend of equip-
mpnt types.

In one-third of the hardware Sneak Analysis projects, the contracted effort
involved a blending of two or more analysis techniques to focus on the orderly
identification of system problems inherent in the design and also produced by
equipment faults or failures. These analyses were conducted in a complementary
manner. Sneak Analysis produced the system circuit diagrams and identified non-
failure related conditions designed into the system. The associated fault

10
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analyses were then based on an evaluation of critical paths and functions Identi-
fied by vhe Sneak Analysis task. Very favorable results were produced in the
combined analysis projects, including lower project costs.

The relative effectiveness of the Sneak Analysis technique with regard to
the equipment/software criticality also displays a very significant trend, as
shown in Figure 2-8, Projects involving man-in-the-loop (Criticality I) systems
have much higher report averages than projects rated as mission critical
(Criticality II) or systems that can cause mission degradation (Criticality 11).
These projects typically include a larger number of systems, including a greater
number of equipment interfaces. The trend is very pronounced in hardware systems
and moderate in software systems. Although the report averages are higher for
Criticality I systems, significant report levels are present in Criticality II
and III systems. It should be noted that tne analyst performs the same analysis
steps at the same depth regardless of the system criticality.
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2.3 Analysis Technique Comparison. Sneak Analy-is is a unique analysis
technique used to systematically identify component and software problems.
Sneak Analysis has certain similarities to other analysis techniques and distinct
differences to these same analysis techniques. A brief summary of the similari-
ties and differences between Sneak Circuit Analysis and other hardware analysis
techniques is presented in Table 2-2, while an equivalent comparison is presented
in Table 2-3 between Software Sneak Analysis and software analysis techniques.
Section 3.3 presents descriptions for each of the techniques contained in the
two tables.

2.4 Application Guidelines. This section summarizes the Siteak Analysis
Application Guidelines. The primary guidelines include:

1. Establishing need for Sneak Analysis

a. Reliability improvements in the overall program result from the
identification and resolution of system problems.

b. Independent analysis is currently the only established approach
for the analysis.

c. Problem detection to eliminate the need for costly retrofits
or redesigns and possible loss of irreplaceable systems such
as spacecrafts or particular airborne equipment are immediate
considerations for performing the analysis.

d. High criticality systems (crew and mission critical) also warrant
the analysis. Low critichlity systems may be eliminated from
consideration as long as no active control functions are per-
formed in these systems.

e. Unresolved system problems that have not been found by other

analyses or tests are also good candidates for Sneak Analysis.

f. A high change rate in the baseline design can also be used to
justify the analysiF.

g. Sneak Analysis is a cost-effective tool in all phases of program
development, but the analysis results exhibit a pronounced
effectiveness in early development phases, and particularly
in the Full-Scale Engineering Development Phase.

2. Determining applicable systems

a. Systems which perform active functions are the primary candidates
for Sneak Analysis. Electrical power, distribution and controls
have traditionally been the main areas for hardware analysis.
Computer programs which actively control and sequence system
functions are good software candidates.

12



TABLE 2-2. HARDWARE ANALYSIS COMPARISON MATRIX
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TABLE 2-3. SOFTWARE ANALYSIS COMPARISON MATRIX
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I
b. Passive systems that do not affect the overall program operationcan be omitted from analysis consideration.

c. Sneak Analysis can and has been successfully implemented on complete
vehicle or program applications, as well as limited subsystem or
functional applications. The analysis is best performed on con-

figurations involving numerous system interfaces and large size
systems.

d. The applicable systems should be completely specified by component
or instruction level documentation in the form of schematics,
drawings, wire lists and source computer program code so that
the analysis can be conducted at the "as-built" and "as-coded"
levels, respectively.

e. Detailed analysis of critical systems can be performed by blending
various analysis techniques which bring to bear the best features
of each analysis in identifying design and fault related problems.

3. Scheduling requirements

a. Sneak Analysis should be scheduled so that final project results
are obtained and can be adequately evaluated by the procuring
activity and equipment manufacturers prior to the end of the
Full-Scale Prototype Development Phase.

b. The preferred start time is prior to CDR in the Full-Scale Engineer- J
ing Development phase. Optional change analysis should be con-
sidered to track the resulting system changes brought about by CDR.

c. Timely results can be obtained for all scheduled Sneak Analysis
projects and also for those projects which are intended to
identify a single test, operational or fleet problem. For single
problem oriented Sneak Analyses, limited system scoping and
available documentation can provide project results as soon as
one to two months into the project schedule.

d. Orderly scheduling of Sneak Analysis can be based on the average
four to six month project duration.

2.5 Tailoring Requirements. This section contains brief descriptions of
the Sneak Analysis tailoring process, RFP and SOW considerations, and guidelines
for monitoring task activities. The items are:

1. Tailoring process - When cost and schedule considerations effectively
constrain a broad system application of Sneak Analysis, the procuring
activity may reduce the scope of the effort to a smaller number of
systems, components and functions. The tailoring process will reduce
the quantity of hardware components and software instructions, but
this should not affect the depth of the analysis. Particular care
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must be exercised to ensure that the desired functions identified as
in-scope are complete and adequately documented. Sneak Analysis can
also be combined with other analyses to achieve an even greater
reduction in overall cost for required analyses.

2. Proposal considerations

a. Sneak Analysis Specification requirements (hardware and software) " '

are presented in Section 3.4.1 and Appendix I. The specifica-
tions are developed for performing Sneak Analysis at the detailed
component and program instruction level. 1;

b. Request for proposal considerations referenced in Section 3.4.2.1
have been developed, which identify and describe the various tasks
involved in the Sneak Analysis process. These items are intended
to provide the procuring activity with necessary and sufficient
project requirements, competitive and sole-source considerations,
and the fundamental analysis approach. Table 2-4 presents the
outline for the RFP and evaluation criteria.

TABLE 2-4. OUTLINE OF A SNEAK ANALYSIS REQUEST FOR PROPOSAL
AND EVALUATION CRITERIA

REQUEST FUR PROPOSAL (RIP) OUTLINE

1. PROGRAM NAME 8. DATA REQUIREMENTS
2. PURPOSE OF RFP 9. TASK DESCRIPTIONS
3. SCOPE OF EFFORT 10. DELIVERABLES
4. APPLICABLE SUBSYSTEMS 11. MISCELLANEOUS
5. ANALYSIS DEPTH 12. FACILITIES & SECURITY I:
6. CHANGE ANALYSIS OPTION 13. COST
7. ADDITIONAL ANALYSES 14. TIME REQUIREMENTS

EVALUATION CRITERIA (EC)

1. UNDERSTANDING PROBLEM 4. COST
2. RELEVANT PAST PERFORMANCE 5. SCHEDULE
3. CAPABILITY TO PERFORM



c. Evaluation criteria are provided in Section 3.4.2.2, which
will aid the procuring activity in evaluating contractor
responses to the RFP's and selecting the contractor to
perform the analysis. Important criteria are applicable
contractor experience, intended approach, eepth of analysis,
and cost.

d. A majority (84%) of the Sneak Analysis projects have been
awarded as sole source Firm Fixed Price contracts. Cost-
Plus-Fixed-Fee contracts are awarded for long duration
Sneak Analysis projects, large system analyses, and thuse
projects with optional change analysis.

3. Statement of Work requests - Example SOW's and associated instruments
have been developed and are presented in Appendices C through H.
The information includes:

a. Hardware Sneak Analysis
b. Software Sneak Analysis
c. Integrated Hardware/Software Sneak Analysis
d. Data Item Description
e. Third Party (Proprietary) Data Working Agreement
f. Project Schedule
g. Combining Sneak Analysis with Other Analyses

4. Procuring activity monitoring guidelines

a. Data acquisition has customarily been assigned to the procuring I

activity, otherwise extra cost is incurred. Proprietary data
from vendors and contractors typically requires data agreements
which may require significant time to acquire.

b. Sneak Analysis report evaluation and coordination at problem
review boards and engineering change boards are an important
procuring activity function.

c. Liaison, contract monitoring, contract modification and project
closeout are the remaining procuring activity functions.

2.6 Cost Estimation Techniques. This section provides a brief method to
estimate cost for Sneak Analysis projects and also provides several indicators
which relate project cost to program level cost. The calculation of project
cost and allocation of program budget considerations are as follows: I

a. The cost Qofrieak Analysis is computed on the basis of the number and
type ofi'hardware components and the number and type of computer
program language instructions. Table 2-5 is used in cost computa-
tions and assumes the performance of a detailed hardware Sneak
Analysis for all of the components in the estimate. Table 2-6
provides an example calculation of project cost for a typical
system. Software Sneak Analysis cost is approximately $10 per
assembly language instruction.

17
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TABLE 2-5. COST FACTORS FOR DIFFERENT PART TYPES

WEIgHTING WEIGHTING FACTOR PERCENT
PART TYPE FACTOR TOLERANCE TOLERANCE

$/PART $/PART

RESISTORS, CAPAC-
ITORS, COILS 29 -8 -28%

RELAYS, TRANSIS-
TORS, SWITCHES 79 i11 -14%

SMALL-SCALE
INTEGRATED
CIRCUITS (SSI) 164 -14 - 9%

MEDIUM-SCALE +
CIRCUITS (MSI) 284 -14 - 4%

LARGE-SCALEINTEGRATED+

CIRCUITS (LSI) 468 -25  - 5%

GENERALIZED COM-
PONENT MIX (USED
WHEN ACTUAL COM-
PONENT MIX IS +
NOT KNOWN) 94 -19 -20%

TABLE 2-6. SAMPLE CALCULATIONS

NUMBER WEIGHTING COMPONENT COST
OF PARTS FACTOR COST TOLERANCE

RESISTORS, CAPAC- 400 X 29/PART = 2$,600 -3200ITORS, COILS .•t
RELAYS, TRANSIS- 200 X 7..V/iKRT 1 5,800 tZ2200
TORS, SWITCHES
SSI I5f X 164/PART = 24,600 t- 2200

mSI 100 X 284/PART 28,400 ±1400

LSI 50 X 468/PART = 23,400 -±1200

T1

TOTALS 1,000 $103,800 in-*1O,2......I0I0_



b. Sneak Analysis can be scoped'to individual.systems, subsystems, and
functions. Excessive scoping, however, could limit the analysis
effectiveness by eliminating the detailed function tracking which
is typically developed across system boundaries.

c. Sneak Analysis can be contracted for on an incremental basis on one or
more of the higher criticality systems for which documentation is
readily available, and concluding with the additional systems as data
for these systems become available.

d. The procuring activity can expect annual program costs for Sneak
Analysis and problem resolution to range from 0.1% in the early
developmen-tphases to approximately 5% in the later phases. There
are significant cost and risk penalties associated with late identi-
fication and resolution of system problems.

e. The ratio of Sneak Analysis cost to total change cost ranges from
approximately 50% in the Concept phase to 0.5% in the Unlimited
Production phase.

f. The percentage of Sneak Analysis cost for the entire program duration
averages approximately 0.06% for the Space, Airborne and Ground/Water
environments, with the Pighest level at 0.4% and the lowest level
at 0.0001%.

g. Space Ehvironment correction costs are the highest overall for the
three environments, while the Ground/Water Environment has the
highest single phase correction cost during Unlimited Production.

h. Program budget for the analysis should be allocated in the formulation
of the reliability program plan and maintained throughout the

r •evelopment cycle for the desired schedule start time.

i. Since Sneak Analysis can be effectively blended with other analyses,
reduced project costs for the combined analyses can be achieved.

1 2.7 Conclusions. Guidelines for application of Sneak Analysis have been
developed and presented throughout this document with the aim of informing
prospective and current project procuring activities about the nature, function,
and roles of Sneak Analysis, which is Task 205 in MIL-STD-785B. The guidelines
present pre-contract considerations, contracting methods, analysis scheduling,
cost estimation, system applicability, expected results, and task monitoring
activities. A thorough reading of the document will provide the procuring
activity with the knowledge to effectively contract and manage a Sneak Analysis
effort.
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SECTION 3

3. TASK DETAILS

This section contains the detailed task requirements and results. The task
requirements are reproduced from the SCA Application Guidelines Statement of Work.
The task results presented are the detailed text materials, charts, figures, and
tables generated during the course of this effort. The material included is in-
tended to show the basis of the trends, requirements and descriptions for Sneak
Analysis Applications.

The first five tasks represent the Application Gu.,I•lines effort while the
sixth and final task represents a feasibility study effort.

3.1 Task I - SCA Data Cullection and Analysis. Task I - Collect and
analyze data on previously performed Sneak Circuit Analyses for hardware and,
if possible, software efforts. The data to be collected shall include: the
system/equipment nomenclature, the program contract dollar value, the phase of
development, the sneak circuit requirements, the Sneak Circuit Analysis costs,
the Sneak Circuit Analysis results and effectiveness, the types and complexity
of equipments or systems to which the analysis was applied, and the criticality
of the mission of the equipment or system. The data shall be collected for a
statistically significant number of equipments for ground, airborne, and space
environments. This does not preclude the use of engineering design judgment
relative to equipment types not included in the available Sneak Circuit Analysis
data base. These equipments shall be selected to be representative of current
design technology.

This task required the collection of pertinent data on the 111 Sneak
Analysis projects performed by The Boeing Company from 1967 through March 1981.
The information is included in tabular form in Appendix A of this report. The
projects have been chronologically divided within four main program environments
including:

1. Space
2. Airborne
3. Ground/Water
4. Exclusions

The report formats for the Project History Tables contain the following
category descriptions:

1. Project. The vehicle or project name for the Sneak Analysis task.
When designated portions of the vehicle or project were analyzed,
the subsystems were identified in the Equipment/Subsystem
Requirements category.

2. Program Contract Value. This is the overall contract dollar level
for the program or vehicle, not the designated subsystems. Program
contract values were extracted from various sources, including:

iI

20

!A



a. 1980 DMS Market Intelligence Reports
b. U. S. Military Aircraft Data Book, 1978
c. U. S. Missile Data Book, 1980

The contract value is a rough indicator of program cost which includes
research, development, test and procurement. The contract values
presented are applicable as of the date of award of the Sneak
Analysis contract.

In some instances the cost shown is for an entire line of equipment
because the cost for the single configuration being analyzed could
not be determined from the total. Where project costs could not be
determined, an estimation of cost is provided and is flagged by an
asterisk (*).

3. Equipment/Subsystem Requirements. This category contains the systems
or subsystems, equipment interfaces, software, experiments, test equip-
ment and other miscellaneous boundaries that are considered to be with-
in scope of the Sneak Analysis task. Only the primary areas of the
analysis are identified.

4. Equipment Criticality. Numerical values which indicate the criticality
of the system/subsystem analysis. The values are:

a. I - Loss of Life
b. II - Loss of Mission
c. III - Mission Degradation

5. Equipment Classification. The C3 designation which provides a high
level indication of system function:

a. Command
b. Control
c. Communication

6. Equipment Type. This is a broad categorization of the equipment or
software under analysis. For hardware systems, the entries were:

a. Relay logic. Circuitry composed of relays (inductive loads
with accompanying switch contacts). This category of
equipment also includes display panels with manually
operated switches and operator display devices.

b. Digital. This involves two-state discrete and integrated
circuit components.

c. Analog. Circuitry which processes continuous functions
for varying voltages and currents.

d. Microprocessor. Typically a digital system which controls the
operation and timing of a system based on input software.

For software systems the entries were:

a. High-Order Language. A programming language whose statements
are translated into more than one machine language instruc-
tion. Examples are FORTRAN, COBOL and PLI.
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b. Assembly Language. A symbolic form of machine language with
instruction mnemonics and operands. In general, one state-
ment in assembly language corresponds to and is translated
into one machine language instruction.

7. Development Phase. This is the phase of the project development or pro-
duction at the time of the Sneak Analysis procurement. The development
phases may be referenced in Figure 3-1, which depicts the DoD Acquisi-
tion Phasing. Two abbreviations used are FSED (Full-Scale Engineering
Development) and FSPD (Full-Scale Prototype Development).

C A I FULL SCALE DEVELOPMENT PRODUCTION I DEPLOYMIENTACOUJI•TION PHASE$ CONCEPTUAL VALJDATK)N
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ooo (MIS) (osAC 1) (OSARC 2) (DSARC 2) (DSARC 31
PROGnAM - APPROVAL APPROVAL TO APPROVAL FOR APPROVAL FOR PRODUCTION

M.LESTONE$ OF MISSION DEMONSTRATE FULL-SCALE LIMITED RELEASE
NEO AND SELECTED ENGINEERING PRODUCTION APPR9VAL FOR
PROGRAM ALTERNATIVES DEVELiENT F(R OT & SERVICE

INITIATION I a USE (ASO)
DEPARTMENT OF DEFENSE DIRECTIVES 5000.1, 5000.2 1

PRELIMINARY CRITICA PREPRODUCTION FIRST
DESIGN DESIGN RELIABILITY ARTICLE
RrVIEW REVIEW DESIGN CONFIGURATION

REVIEW INSPECTIf

/I
Figure 3-1. DoD Acquisition Phasing

8. Type of Analysis. This is an identification of the analyses performed.
Many of the analyses shown are single functions, such as hardware or
software Sneak Analysis. Some Sneak Analysis projects, hawever, involve
a blend of analyses types, including Failure Modes and Effects Analysis
(FMEA), Fault Tree Analysis (FTA), Common Cause Failure Analysis (CCFA),
Fault Hazard Analysis (FHA), and Preliminary Hazard Analysis (PHA),
also referred to as a Gross Hazard Analysis (GHA). Interface Analysis
between hardware and software systems is also included.

9. Sneak Analysis Contract Dollars. This is the total contract value for
the performance of the analysis effort. If the type of analysis
category indicates multiple hardware analysis techniques, the listed
cost is for all of the analyses combined.

10. Reports. Included in this category are the numbers and types of reports
issued during the Sneak Analysis effort. The reports are the primary
outputs of the analysis effort. The acronyms used for this category are:

a. SCR - Sneak Circuit Report
b. DCR - Design Concern Report
c. DER - Drawing Error Report
d. SSR - Sneak Software Report
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e. SDCR - Software Design Concern Report
4. SDER - Software Drawing Error Report

The first three acronyms are for hardware related equipment or documenta-
tiorn, while the last three acronyms are related to software or software
documentation.

The SCR's and SSR's are conditions identified in the system (hardware/
software) which will inhibit the occurrence of a desired function or
will generate the occurrence of an undesired function, without regard
to equipment or software failure.

The DCR's and SDCR's are conditions identified in the system which could
affect performance and reliability, or where undesirable design prac-
tices have been found.

The DER's and SDER's are conditions identified within the documentation
(e.g., schematics, wire lists, procedures, listings) supplied by the
building contractors or agencies.

11. Dates and Period of Performance. The year(s) and number of calendar
months denoting the period of performance are included in this category.
The contract initiation year is important to the Program Contract Value
category and to tne Development Phase category.

3.2 Task 2 - Detailed Study of SCA Effectiveness. Task 2 - Perform a de-
tailed study using the data collected to determine the overall effectiveness of
a Sneak Circuit Analysis considering cost of performing the analysis, the type,
complexity, mission criticality, phase of development, and envir(.nment of the
equipments or systems.

Analyses shall be performed to equate effectiveness (number of sneak paths,
timing errors, druwing errors, etc. discovered) uf the analyses to depth, com-
plexity and costs of the analysis required. All assumptions used in this analysis
shall be defined and justified.

Information in the Appendix A Project History Tables has been organized
chronologically by the application environments of the hardware and/or software
projects. The hardware/software composition of the projects, including the
program environments, is displayed in Figure 3-2.

The total sample of this analysis effort consisted of 111 Sneak Analysis
projects. Nine of these projects are listed in the Project History Table under
the heading of Exclusions. These projects are either classified, proprietary
or contain written agreeinents which limit distribution of results. There are
a total of 102 Sneak Analysis projects which are distributed and reported in the
remaining Project Tables. The distribution and categorization of projects are
as follows:

1. 87 Hardwarc Projects
2. 7 Hardware/Software Projects
3. 8 Software Projects
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Figure 3-2. Sneak Analysis Project Summary

Because of the small number of software projects, each of the combined
hardware/software projects was split and counted as a single hardware project
and a single software project. The number of projects was then revised to 109
and redistributed and recategorized as follows:

1. 94 Hardware Projects
2. 15 Software Projects

The composition of the 94 hardware projects was broken down one step further
and categorized as follows:

1. 61 projects were for hardware SCA only
2. 33 projects involved a blending of hardware SCA with additional analyses

These additional analyses involve one or more of the following:
a. Change Analysis
b. Procedure Analysis
c. Mission Support and Analysis
d. Preliminary Hazard Analysis
e. Fault Tree Analysis
f. Failure Mode and Effects Analysis and Criticality Analysis
g. Common Cause Failure Analysis
h. Power and Load Analysis
i. Worst Case Analysis
j. Accident Analysis
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k. Grounding Analysis
1. Fault Hazard Analysis
m. Mean-Time-Between-Failure Analysis
n. Load Switching Analysis

The composition of the 15 software projects can be broken down into two
categories, as follows:

a. 13 Assembly Language Projects
b. 2 Combined Assembly Language and High Order Language (HOL) Projects

On the basis of the 109 separate hardware and software projects, 86% of the
projects are hardware related, while 14% of the projects are software related.
In general, the beginning of the hardware Sneak Analysis capability can be traced
to the 1967 time period, and software Sneak Analysis can be traced to the 1973
time period. Hardware technique development and limited usage of the technique
can be considered to have begun in 1967. Software technique development began
in 1973 and was further developed in study contracts in the 1975 and 1976 time
period. Software analysis application projects began in 1977. Thus, the number
of software Project History Table entries is low because the technique implementa-
tion has its origin in the 1977 time period, a ten year lag behind the hardware' technique.

The Project History Table entries are categorized by the following three
Mission Environments and grouped by hardware and software, as follows:

1. Space Environment
a. 18 Hardware Projects
b. 0 Software Projects

2. Airborne Environmenta. 52 Hardware Projects

b. 9 Software Projects
3. Ground/Water Environment

a. 24 Hardware Projects
b. 6 Software Projects

The number of projects performed in any one environment is highest in
Airborne, followed by Ground/Water and lowest in Space. While the number o•
actual projects performed in the Space Environment is lowest, this environment
accounts for the longest average project duration and the largest average
project funding.

The following subsections of Section 3.2 contain a summarized collection
of tabular data. Some of the tables represent a particular data arrangement
of the entire Appendix A Project Tables, while others are separate tables for
the Space, Airborne and Ground/Water Environments. Numerous tables have been
omitted from this report because no clear trends were identified in the data.
This approach provides an in-depth insight into the relevant Project Historydata. The major areas of study are:
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1. Sneak Analysis Project Phasing
2. Sneak Analysis Project Costing
3. Program Costing
4. Sneak Analysis Project Equipment

3.2.1 Sneak Analysis project phasing. A detailed study of Sneak Analysis
project phasing has been performed which examined various parameters in relation
to the overall program development phases. Each Sneak Analysis project was
categorized into one of the following program development phases:

1. Conceptual (CON)
2. Validation (VALID)
3. Full Scale Engineering Development (FSED)
4. Full Scale Prototype Development (FSPD)
5. Pilot Production (PP)
6. Unlimited Production (UNP) I
Detailed tabular data are presented for the following item comparisons:

1. Phasing/Number of Sneak Analysis Projects
2. Phasing/Number of Sneak Analysis Reports
3. Phasing/Equipment Type
4. Phasing/Equipment Criticality
5. Phasing/Equipment Classification

3.2.1.1 Phasing/number of Sneak Analysis projects: With the exception of
one Ground/Water Environment project, all Sneak Analysis projects have occurred
in the last four program development phases, as shown in Tables 3-1, 3-2 and 3-3.

The tables illustrate the distribution of hardware and software Sneak
Analysis projects keyed to initiation of the analysis in the various program
development phases. Hardware in this context refers to a hardware Sneak
Analysis, which may include additional hardware analyses and may also be combined
with a software analysis.

The largest number of projects are hardware types, accounting for 86% of the
samples, while software occurs in 14% of the samples. No software projects have
been performed for the Space Environment nur for two program phases of the
Ground/Water Environment. Virtually no hardware or software projects have been
performed in the conceptual or validation phases. Sneak Analysis could have
utility in support of PDR at the validation phase, but no projects have been
undertaken to do so. Performing the analysis earlier in the development cycle
should save program dollars since changes increase in cost as the program matures.

As a composite, the ranking of projects by phase is as follows:

1. Unlimited Production - 35%
2. Full Scale Engineering Development - 26%
3. Full Scale Prototype Development - 21%
4. Pilot Production - 17%
5. Validation - 1%
6. Conceptual - 0%
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TABLE 3-1 PROJECT PHASING/PROJECT TYPE, SPACE ENVIRONMENT

DEVELOPMENT ----

ftOJ~i~fASE ~ VAIDATON IED IPO PRODUCTIION PRDU TION A.

SOFTWARE 0 0 0 0 0 0 0

TOTALS _0 0 1 6 1 4 7 1

TABLE 3-2 PROJECT PHASING/PROJECT TYPE, AIRBORNE ENVIRONMENT

DEVELOPMENT _____ - ~
PROJECT PHASE COCP AIAIN pl- FPD PILOT UN LIMITED TTL

TPCE' COCP AIDTO IDROO4JCTION PRODUCTION TTL

HARDWARE 0 0 8 19 5 20 52

SOPTWAKfi 0 0 12 4 2 9

LTOTALS 0 0 9 21 9 22 6

TABLE 3-3 PROJECT PHASING/PROJECT TYPE, GROUND/WATER ENVIRONMENT

DEVELOPMENT __________

PRJET PHSEIPILOT UNLIMITEDTVCjCONCEPT VALIDATION PSED FP tPRODUCTION PRODUCTION TTL

HARDWARE j 0 1913 10 24
SOPTWARE 0 0 4 0 J 0
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As a composite, the ranking of projects by Environment is as follows:

1. Airborne - 55%
2. Ground/Water - 28%
3. Space - 17%

The projects occurring at FSED were generally undertaken to support program
CDR, and are most notable (percentage wise) in the Space and Ground/Water
Environments. The projects occurring at FSPD are predominantly for the Airborne
Environment. This program phase supports the equipment/software assembly effort
prior to DSARC 2, approval for operational test and evaluation. Pilot Produc-
tion projects are equally distributed between the three environments on a percent-
age basis. This phase supports the DSARC III milestone, which is approval for
full-scale production. The last program phase is Unlimited Production and repret
sents the largest occurrence of Sneak Analysis projects. Many of these projects
were undertaken to identify problems encountered in fielded systems or when
modifications were made to fielded systems.

3.2.1.2 Phasing/number of Sneak Analysis reports: The following tables
contain a cross-section of hardware and software Sneak Analyses reports by
program development phases. The hardware report types are:

a. Sneak Circuit Reports (SCR's)
L Design Concern Reports (DCR's)
c. Drawing Error Reports (DER's)

The software report types are:

a. Software Sneak Reports (SSR's)I
b. Software Design Concern Reports (SDCR's)
c. Software Drawing Error Reports (SDER's)

The SCR's and SSR's are conditions identified in the system (hardware/soft-
ware) which will inhibit the occurrence of a desired function or will generate
the occurrence of an undesired function, without regard to equipment or software
failure.

The DCR's and SDCR's are conditions identified in the system which could
affect performence and reliability, or where undesirable design practices have
been found.

The DER's and SDER's are conditions identified within the documentation
(e.g., schematics, wire lists, procedures, listings) supplied by the manufacturing
contractors or agencies.

Table 3-4 represents the composite environment report averages of all
Sneak Analysis projects, while Tables 3-5, 3-6, and 3-7 represent the report
averages for Space, Airborne and Ground/' 4ater Environments.
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TABLE 3-4. PROJECT PHASING/REPORT AVERAGES, COMPOSITE

a OW~ip' VAUbA, ION PSIEO PEP •SJC* L•OUUCI' "

sm's 0 0 36 11 10 7 is
0 0 17 12 11 a 11 1

Do' 0 0 140 29 26 22 52

SU1OAL_ 0 0 193 51 47 37 79
Somast

smm 0 3 3 18 7 10

s% 0 0 12 9 23 12 1i

OnS 0 0 4 13 37 24 21

0 0 19 as 78 43 47

Table 3-4 illustrates a definite trend in average number of hardware reports
released by program phases, The trend indicates that the earlier in the program
development cycle, the greater the number of reports released. This same trend
is also present within each of the three report types. This appears to be an
expected result. In the FSED phase, the design is primarily a paper design, with
little hardware equipment. Design oversights and problems with merging of various
technologies into meaningful systems and functions occur at this phase. The FSPD
phase involves the fabrication and limited subsystem testing which eliminates some
of the more obvious equipment problems, Pilot production brings all of the systems
together for a complete article which can be used for operational evaluation. At
this phase, many of the true sneak conditions emerge that were not detected and
corrected in the design phases. The Unlimited Production Phase shows the overall
lowest average number of reports. This should also be an expected result, since
many of the sneak conditions should have been found in prior reviews, tests, and
evaluations. There are, however, still a significant number of reports released
in this phase which identify conditions embedded in the equipment. Additional
reviews and more extensive testing may bring the number of conditions down, but
there appears to be a threshold level of conditions which are not adaptable to or
identifiable by other analyses.

Table 3-4 illustrates a different trend for software report averages,
possibly due to the limited number of projects. The curve rises slowly in the
FSED and FSPD phases, peaks in the Pilot Production Phase, and declines slowly
in the Unlimited Production Phase. Since software Sneak Analysis has been used
primarily with completed software system code, the predominant phases of project
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performance are understandably in the Pilot and Unlimited Production Phases.
Detailed design, but little or no complete software code, is available at FSED.
FSPD results in some code development, primarily in the form of modules or sub-
routines, however, no composite code is available. The interconnecting module
linkages are still design concepts, and are implemented in the latter stage of
this phase. When the entire software code is integrated together at the Pilot
Production Phase for test, evaluation, and operational usage (equivalent to the
latter stages of verification and validation), the greatest number of software
problems a-e identified. This also includes the Unlimited Production Phase,
where field experience problems and system modifications are the principal areas
of the analysis.

Table 3-4 is built from actual project data but it may provide a misleading

trend. The trend apparently Indicates a greater problem finding capability in
the latter development phases when the cost to the procuring activity for cor-
recting problems is highest. This is a fundamental error in approach. In a
well organized development plan, analyses should be scheduled early enough in
the program development cycle to identify and correct design and operating prob-
lems in a cost effective manner. The trend results, however, are heavily skewed
by actual results, which theoretically will change as additional projects are
performed in Sneak Analysis. The most important element which will cause this
software report trend to change will be the acceptance and use of software Sneak
Analysis in software verification and validation efforts. Analysis will then be
directed to detailed system design and discrete program modules in earlier ii
development phases. Analysis can then be performed on sections of code and
design before the complete software package is available. The anticipated problem
report levels of software Sneak Analysis in the earlier development phases should
then be roughly equivalent to those for hardware Sneak Analysis. Table 3-4 would
then contain similar trends for hardware and software projects. The high software
report averages in the last two phases may also indicate a higher number of
reportable conditions for software than for hardware.

Tables 3-5 through 3-7 illustrate the project Sneak Analysis Report
averages for the Space, Airborne and Ground/Water Environments. These tables
show (individually) some differences from the trends identified in Table 3-4. 11

TABLE 3-5. PROJECT PHASING/REPORT AVERAGES, SPACE ENVIRONMENT

ANALYSIS CO"a.T VAUDATION pus FN [ I.27 1 UNUMITSO

NARDAIIA
WcA' 0 0 99 55 20 7 43
OCRs 0 0 la 0 21 a 14

Dt 0 0 431 67 60 14 166

SUrlOTALS 0 0 548 122 101 29 223
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The Space Environment appears to follow the composite ends in Table 3-4
most closely. This environment also illustrates the highest a0 es--per project;
this is due to the fact that three of the FSED projects are Apollo/ASTP, Skylab
and Shuttle, which are long duration and high funding projects. Even with these
projects removed, the nverall trend of a declining nuimber of reports by phase and
beginning at FSED is still present. A minor "glitch" occurs at FSPD since this
contains a single project result, and represents an early analysis project when
emphasis was on Sneak Circuit Reports, not on Design Concern Reports. No software
projects were performed in the Space Environment.

TABLE 3-6. PROJECT PHASING/REPORT AVERAGES, AIRBORNE ENVIRONMENT

OnLIIOPM|N
APAS1PLOT UNII AEAS

ALNYCElPT VAUIOATION P1110 PIIP pItOUCTION pCaMuc ibOA

HAR0VAIIII

scRIS 0 0 20 a 6 5 9

OCRIS 0 0 is 12 5 7 10

0013 0 0 45 27 12 22 26

SUMroTALS 0 0 80 47 23 34 45

SOmPAtlS

"s.As 0 0 2 3 17 7 10

OCR's 0 0 8 9 20 12 14 11
0 0 2 13 32 24 23

SUSTOTALS 0 0 12 25 69 43 47

TABLE 3-7. PROJECT PHASING/REPORT AVERAGES, GROUND/WATER ENVIRONMENT

6VELOPMGIMT

ANALYSIS ýNRP AUOATION PID FP) PLT uNuMIUAVOm G

aw=1a 0 0 8 14 4 11 9

oc411 0 0 18 13 8 9 12

0 0 31 18 6 26 24

suITOAL 0 0 57 45 1S 46 45
SO 'I WARtE

0 0 4 0 31 0 18
Ilc's 0 0 13 0 30 0 10
sdmS 0 0 5 0 48 0 19

SUMnMJ 47,
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Tables 3-6 and 3-7 show similar trends for th, hardware and software projects.
The overall number and types of reports are virtually identical for hardware and
are similar for software. The only deviations occur in hardware for two distinct
phases, most notably in the Pilot Production Phase and then in the FSED Phase.
The hardware report levels in the Pilot Production Phase are somewhat below the
composite trendline and may be due to the limited number of projects (12) in this
category. The Ground/Water Environment, while following the overall trend, is
low in the average number of SCR's released.

The software curve is predominantly influenced by the Airborne Environment
projects, and appears to be repeated in the Ground/Water Environment, where only
two phases are represented.

The averages (mean) for Tables 3-4 through 3-7 are presented in the right-
hand position of each table. Standard deviations and variances within and across

phases apparently show no correlation because of the range of data.

3.2.1.3 Phasing/equipment type: Each of the Sneak Analysis projects has
been categorized by one or more equipment type names. The equipment type names
describe the type of hardware and/or software that are predominant in the Sneak
Analysis project. Selecting these names is more a function of the specific sub-
systems analyzed than that of the overall program. For example, the system
analyzed may be an Automated Flight Control System with a high digital composition
placed inside a Vintage airplane that is predominantly analog or relay driven.
The categorization for this project would then be digital, even though the air-
plane circuitry is predominantly relay logic. Up to six equipment type names
could be applied to describe any single project. As such, the multiple typing
of some projects results in a total of 167 equipment type names.

Table 3-8 illustrates the equipment composition of all 109 Sneak Analysis
projects.

TABLE 3-8 PROJECT PHASING/EQUIPMENT TYPE, COMPOSITE

MRCAIWWIT-

5QWUIScoP VAUOATIN PRODCION P TI TOTALS

RELAY 0 1 14 a 6 27 56

DIGITAL a Q 14 17 10 13 54

ANALOG 0 1 7 10 7 7 32

MICROPROCESSOR 0 a 1 4 1 2 a
ASSEMBLY 0 a 5 2 6 2 is
HOL 0a 0 1 0 2

TOTALS 0 2 42 4! 31 S1 167
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Relay logic and digital logic systems account for 66% of the equipment
composition for Sneak Analysis projects shown in Table 3-8. The Sneak Analysis
technique was developed originally to handle relay logic, which in many ways is
similar to the two state logic of digital equipment. Analog equipment accounts
for 19% of the overall totals, followed by assembly languages at 9% and micro-
processors and High Order Languages for the remaining 6%.

This table does not illustrate a definite trend ar- appears to indicate that
equipment types analyzed as a function of development pnase are not correlatable.
Overall totals in Table 3-8 indicate a relatively flat or equal occurrence of
equipment types by phase. However, the Space Environment has a higher average
rate of combined equipment projects (1.8), than either the Airborne Environment
(1.6) of the Ground/Water Environment (1.4). The overall average is 1.6 equip-
ment types per project.

The overall table is composed of approximately 50% single equipment type
projects and 50% multiple equipment type projects. By eliminating development
phase and substituting time in yearly increments beginning with 1967, it can be
shown that a majority of single equipment analysis projects occurred in the early
historical phase (prior to 1976), while the more recent projects (1976 to present)
have been blends of two or more equipment types.

3.2.1.4 Phasing/equipment criticality: The following tables contain a
cross-section of hardware and software criticality rankings by program develop-
ment phases. The descriptions of criticality are basically:

a. Criticality I - Loss of Life
b. Criticality II - Loss of Mission
c. Criticality III - Mission Degradation

An additional criticality level of rank 4 was included in the original
criteria, but based on an analysis of the projects, no entries were made and
this category was removed from the tables.

TABLE 3-9. PROJECT PHASING/CRITICALITY RANKING, SPACE ENVIRONMENT

- - - - PR, OTVAU I t TIOU •.ROOC CYIOt4 "0 AL-:

""ROWAARI - -

I 0 0 3 0 6 3 5
I 0 0 3 1 4 4 12
m 0 0 0 0 0 a 0

0. S1OfAL 0 0 6 1 4 7 18
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TABLE 3-10. PROJECT PHASING/CRITICALITY RANKING, AIRBORNE ENVIRONMENT

. • VPILtOT UNL"•'tm
CIMI1CNWI, ¶AUDAThON PS IONPRODUCTION TOTALSj

Sa 0 2 6 8 16

0 0 0 4 9 2 7 22

"l a 0 2 4 3 5 14

SU3•OAL 0 a 8 19 5 20 52

0 0 0 1 1 a 2

i 0 0 0 0 1. 2 3

i 0 0 1 1 2 0 4

SUhVTrALU 0 0 1 2 4 2 2

_.I
TOTMAL 0 0 2 21 2 22 61

TABLE 3-11. PROJECT PHASING/CRITICALITY RANKING, GROUND/WATER ENVIRONMEN*

•r o*irVUOATIOP I pw SPo mUoT uO~IUTI TOTAL.S-
PRODUCTION PhODUCTON1

i 0 0 2 1 1 7

" 0 1 4 0 2 5 12
111 0 0 3 0 0 2 5

SUSTOTALS 0 1 9 1 3 10 24

1 0 0 0 0 2 0
"to 0 0 3 0 0 0 3
M 0 0 1 0 0 0 1

S%14oTALS 0 0 4 0 zr 0 6

ýTTAALS 13 1 s 10 3o

3
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The majority of Sneak Analysis projects has been confined to the man or
mission critical subsystems, Criticalities I and II, respectively. For hard-
ware systems, 80% of the projects are in these two categories, while software
systems occupy 67% of these categories.

The Airborne Environment Table 3-10 accounts for approximately half of the
Sneak Analysis projects and shows pronounced peaks in the hardware FSPD and Un-
limited Production Phases. The distribution of Airborne rankings by Program
Phase is highest for Criticality II projects, as Is the case with the remaining
tables.

Software shows no definable trends and contains too small a sample to
analyze in these tables.

An additional analysis of equipment composition is provided in Table 3-12,
which represents the ranking of equipment classification to program phase for
the composite environments. The predominant program phases are the Full-Scale
Engineering Development and Unlimited Production phases. The predominant equip-

ment classification is the Control system for both hardware and software. The
Command classification is the next most populous category, since it includes a

high user interface and contains documented procedure checklists. The Communi-
cation classification is the lowest category of Sneak Analysis applications.
The relative ranking of the categories is: Control ( 60%), Command ( 30%),
and Communication ( 10%).

TABLE 3-12 PROJECT PHASING/EQUIPMENT CLASSIFICATION, COMPOSITE

HAROWARKI

OMANo 0 1 11 8 6 18 3

CONTROL a 1 23 61 1Z 36 93

COMMUNICATION 0 1 5 21 I
SUMrrTAL.X 0 3 4, 34 Z0 - 9

a:1H• 04 I 1 :3 1. 9.

OOUIAIN 0

SUNOTALS 1 0J 1 *oi4 9 3 26
L OTALS Ia 13 52 FZ Il A ¶9_W1
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The Space Environment results for the Sneak Analysis projects are the most
balanced of the three environments, with a relatively high occurrence of projects
in the Communication category. Several of the projects in this sample involved
analysis of spacecraft telemetry systems. Approximately half of the projects
occur in the Control category, which is the lowest percentage level of the
three environments.

The Airborne Environment results illustrate the highest average Control
category level, with approximately two-thirds of the samples in this category.
The Communication category results are the lowest of the entire sample, even
considering that the Airborne Environment represents the largest population of
the three environments.

The Ground/Water Environment contains the highest occurrence of the Command
category in the three environments. The Ground/Water Environment is composed of
many projects which included.,•irborne and missile ground test equipment, nuclear
systems, and drilling equipment. This equipment was designed for extensive
operator interaction. This factor plus the performance of Failure Mode and
Effects Analyses, Fault Tree Analyses, and Common Cause Failure Analyses con-
tributed to the high level (one-third of the samples) for the Command category.

3.2.2 Sneak Analysis project costing. The Appendix A-Project History
Tables were analyzed for Sneak Analysis cost patterns in relation to various
parameters. The parameters desired were:

1. Sneak Analysis Cost/Program Cost
2. Sneak Analysis Cost/Development Phase
3. Sneak Analysis Cost/Period of Performance
4. Sneak Analysis Cost/Equipment Type
5. Sneak Analysis Cost/Equipment Criticality
6. Sneak Analysis Cost/Equipment Classification
7. Sneak Analysis Cost/Number of Reports

The category distributions of Sneak Analysis dollar costs were selected in
$100,000 increments to provide a meaningful sample. The costs are raw costs,
unadjusted for inflation. Approximately 75% of the overall Sneak Analysis costs
are under the $100,000 level.

3.2.2.1 Sneak Analysis cost/program cost: Table 3-13 was compiled to
determine the relationship between program development cost and Sneak Analysis
cost,

Table 3-13 illustrates 75% of Sneak Analysis projects are under $100,000,
89% under $200,000, and 95% under $300,000. One-third of the hardware projects
are for programs under $100 million, and one-third are for programs over
$1 billion. The remaining one-third of the hardware projects are for programs
between $100 million and $1 billion, with a majority of these programs under
$500 million. 40% of the software projects are for programs under $100 million
and 27% are for programs over $1 billion. The remaining one-third of the
software projects are for programs between $100 million and $1 billion, virtually
the same trend as the hardware projects.
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TABLE 3-13. SNEAK ANALYSIS COST/PROGRAM COST, COMPOSITE

SI "
va to Of o

30400. 0•l 1 1 a
4111 0 t * a

o~w
. 3o

Wt 1 4 3 4 36

•aa~~u 7 0 l& 4 I 4 4

t-o - - - -

M - 100' 4o3 0 0 0 3Im l00 0l 0 0 0 0
an -Q No I ,N.4o 0 0 0 0 0 0u.-mo o o a o o

700-tO0 0 0 0 0 0'so 016lo
No.70 0 0 0 0 0 0
1WNO -0O 0 0 0 0 6

t5 3 0 1 0 0 4

it 0 0 is

"T0s 1011.

A greater percentage (50%) of Space Environment hardware Sneak Analysis
projects occur with costs greater than $100,000. The majority of projects
in excess of $100,000 is in this environment and represents the Apollo/ASTP,
Skylab and Shuttle projects. The program cost levels under $100 million and
greater than $1 billion account for the majority of hardware Sneak Analysis
projects.

'irborne Environment hardware projects are more polarized than the other
r' ,ments, with 31% of the projects under the $100 million level and 46%

over the $1 billion level. Software projects exhibit the same polarization.

Ground/Water Environment hardware projects illustrate the same polarization,
but a reversal of the endpclnts with the majority of the projects (46%) in the
$100 million range and 25% in the $1 billion range. Software projects are
limi.- o under $200 million programs.
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3.2.2.2 Sneak Analysis cost/development phase: Table 3-14 was compiled to
determine the relationship between program development phases and the distribution
of Sneak Analysis costs.

TABLE 3-14. SNEAK ANALYSIS COST/DEVELOPMENT PHASING, COMPOSITE

ANAL ________

0N= = -to Itm-r Mrnoa 3t - M r 1080 TOAL

NARDWARF~
CONCEPT 0 0 0 0 0 0
VALID 1 0 0 0 0 1
FSED 18 1 0 1 3 23
FSPO 16 3 1 0 1 21
PP 9 1 2 0 0 12
UNP 26 9 1 1 0 37

SUM TOTALS 70 14 4 2 4 94

SOFTWARE
CONCEPT 0 0 0 0 0 0
VALID 0 0 0 0 0 0
FSED 4 1 0 0 0 5
FSPO 2 0 0 0 0 2
PP 5 0 1 0 0 6
UNP 1 0 1 0 0 2

I TOTALS 12 1 2 0 5
TOTAL 82 is 4 109 •

Table 3-14 illustrates the same basic project distribution trends as pre-
sented in Section 3.2.2.1. The largest development phase is Unlimited Production,
for 36% of the projects, while the largest Sneak Analysis cost category is under
$100,000, which occurs for 75% of the projects.

By using this table as a base and summing the overall project costs by
development phase, an average cost for Sneak Analysis projects was determined.
The figures used are raw dollar entries and include all projects, including the
three large Space Environment projects. Table 3-15 illustrates the average
project costs per development phase. The double entry numbers appearing in the
last two columns of the table are averages for projects with and without the
three large Space Environment projects.

The overall project cost is $163,000, while the hardware average is $177,000,
and the software average is $75,000. However, the three large Space Environment
projects greatly influence these averages. Removing these three entries from the
tables results in an overall project cost of $75,000, with hardware and software
projects at equal $75,000 levels. In Section 3.2 it was noted that one-third of
the hardware projects were blended tasks involving Sneak Analysis and one or more
related analyses. Since the cost averages shown include the entire hardware anal-
ysis set, the true cost for a hardware Sneak Analysis project is less than $75,000.
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TABLE 3-15. SNEAK ANALYSIS AVERAGE COST/DEVELOPMENT PHASE, COMPOSITE

i- - - - m m

HARDWARE
CONCEPT 0 0 (1 0 0 0 '
VALID 72 0 0 0 0 72
FSEO 34 160 0 .i 32"/0 47858

19PO 52 13 20 0 46 0
Pp 40 131 279 0 0 14LNP 32 139 206 367 0 71

A MAU•4. 32 13 2S 379 _•li410 177/75

SOFlTWARE
CONCEPT 0 a 0 0 0 0
VALID a 0 0 0 0 0
FSLPD 12 200 a 0 0 5S
FSPO 16 a a 0 0 16
pp 43 0 300 0 .o 66
UI 41 a 255 0 0 148

aa•A ,fAU~ 30 200 276 0 0 75

vMaW -7 142 .t. '379 2 64/0 163175

The following distribution of costs within hardware projects was noted:

1. $ 0 - $100,000, average $ 39,000, Deviation t $26,000
2. $100,000 - $200,000, average $138,000, Deviation + $22,000
3. $200,000 - $300,000, average $255,000, Deviation + $36,000
4. $300,000 - $400,000, average $379,000, Deviation ± 112,000
5. $400,000 - Up , average $2,564,000, Deviation $1,810,000

The following distribution of costs within software projects was noted

and subject to a limited number of projects:
1. $ 0 - $100,000: average $ 39,000, Deviation t $21,000

2. $100,000 - $200,000, average $200,000, Single Project
3. $200,000 - $300,000, average $278,000, Two Projects
4. $300,000 - Up 30No Projects

Standard deviation calculations were performed for each development phase

in the tables, but no real correlation existed.
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3.2.2.3 Sneak Analysis cost/period of performance: The period of per-
formance (number of calendar months for Sneak Analysis) was examined in relation
to the project cost to determine relevant trends, if any. Table 3-16 provides
the distribution of Sneak Analysis projects as a function of period of performance.

TABLE 3-16. SNEAK ANALYSIS COST/PERIOD OF PERFORMANCE, COMPOSITE i
SIO * -10 14 0 I -M Mi •Ime TOTAiWI

- .l

0-3 19 0 0 0 19
3-6 33 3 0 0 0 36
6-9 11 S 1 1 0 18
9-12 5 1 0 1 1 8
'12 2 4 4 0 3 13

SUB TOTALS 70 13 5 2 4 94

SOFMME
0-3 3 0 C 0 0 3
3-6 6 0 0 0 0 6 I
6-9 3 1 1 0 0 5
9-12 0 0 0 0 0 0 I12 0 0 1 0 0 1

SW?*TAUs 12 1 2 0 0 1s

TOTALS 82 ,.14 7 2 ..10.

From an overall hardware project perspective, the following distributions
were determined for Sneak Analysis project duration:

1. 0 - 3 Months, 20% of Projects
2. 3 - 6 Months, 38% of Projects
3. 6 - 9 Months, 19% of Projects
4. 9 - 12 Months, 9% of Projects
5. > 12 Months, 14% of Projects

Three-fourths of the projects were under nine months in duration and ap-
proximately 60% of the projects were under six months in duration.

From an overall software project perspective, the following distributions
were determined for Sneak Analysis project duration:

1 . 0 - 3 Months, 20%
2. 3 - 6 Months, 40%

3. 6 - 9 Months, 33%
4. 9 - 12 Months, 0%
5. > 12 Months, 7%
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The trend for software projects appears to correlate with the hardware and
is, in fact, heavily influenced by the method of dividing combined hardware/
software Sneak Analysis tasks referred to in Section 3.2.

The Space Environment has the highest average project duration of 20 months,
the Airborne Environment project duration is 6.5 monthe, and the Ground/Water
Environment project duration is 6 months.

3.2.2.4 Sneak Analysis cost/equipment type: Table 3-17 was compiled to
determine the relationship between Sneak Analysis cost and type of equipment in-
cluded in the analysis.

TABLE 3-17. SNEAK ANALYSIS COST/EQUIPMENT TYPE, COMPOSITE

-T(KI - -
4- - Its - too - M M - WA >,, - TO

RELAY 40 9 3 1 3 6
DIGITAL 44 S 4 0 2 35
ANALOG 24 1 3 1 2 31
MICROPROCESSOR 5 0 1 0 2 8
ASSEMBLY 12 0 3 0 0 is
HIGH ORDER 0 0 2 0 0 2

TTAL& 125 15 16 12 9 167

A meaningful analysis of these tables dannot be performed because the
relative percentages of project dollars to the equipment type categories were
not maintained in the historical files and will only be known for the ongoing
Sneak Analysis projects. Instead, the tables can only be used to show the
category distributions.

Individual d'istributions of hardware equipment types by environment closely
approximate the Table 3-17 hardware entries. Software projects are heavily
distributed in the under $100,000 category.

3.2.2.5 Sneak Analysis cost/equipment criticality: Table 3-18 illustrates
the distribution of Sneak Analysis projects by criticality ranking and by cost
categories.

The Criticality I hardware projects in excess of $100,000 occurred for
30% of the projects; Criticality 11 hardware projects in excess of $100,000
occurred for 29% of the projects; and, Criticality III hardware projects in
excess of $100,000 occurred for only 11% of the projects.

A

41



TABLE 3-18. SNEAK ANALYSIS COST/CRITICALITY RANKING, COMPOSITE

-I- -- _ _ to -AVSSAaxie

HARDWIARE
1 21 4 1 0 4 30
I! 32 8 3 2 0 45
11 17 2 0 0 0 1i

SU@nJ 4 2 4 4

SOFTWARE

I 3 0 1 0 0 4
II 5 0 1 0 0 6
I11 4 1 a 0 0 5

-u -OAA 1 1-
L otA&3 82 iS 6 2 4 109

Overall, Criticality I hardwarp projects resulted in an average project cost
of $402,000; however, this aga;n included the tIree large Space Environment
projects. When these three projects were removed, the ovarall Criticality I
hardware cost average was $70,000. Overall, Criticality II hardware cost average
was $88,000, while Criticality III was $48,000.

Overall, Criticality I software projects resulted in &n average project cost
of $97,000; Criticality II had an average project cost ot $68,000; ano Criticality
III had an average project cost of $65,000.

3.2.2.6 Sneak Analysis cost/equipment classification: Table 3-19 r'epre-
sents the composite data for the equipment classification as a function of
Sneak Analysis cost. The distribution of each of the three equipment classifi-
cations is uniform throughout the various hardware cost categories. The soft-
ware distribution is too limited to establish any trends based on Sneak Analysis
cost. The predominant occurrence of projects for both hardware and software is
the Control category In the 0-$100,000 cost range.

The portion of Table 3-19 which includes the Space Environment results repre-
sents the most uniform distribution of equipment classifications and Sneak Analysis
costs. The three large projects, including Apollo, Skylab and Shuttle, are equally
distributed for equipment classification within the greater than $400K cost
category. The three projects raise the overall Space Environment numerical levels
for the Command and Communication categories and moderate the typically high ývel
of the Control category. Although difficult to substantiate, the trend toward More
equal distributions within equipment classification is an anticipated consequence
for the higher cost (>$400K) Sneak Analysis projects. Depth of analysis, number of
components, interconnectivity of systems, higher criticality of systems, and
possibly unresolved problems are primary factors for this more uniform
distribution.
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TABLE 3-19. SNEAK ANALYSIS COST/EQUIPMENT CLASSIFICATION, COMPOSITE

sospkawt I"s -3 - o - -" am -0 TTI

HAROWARR

COMMAN4O 33 6 2 1 3 44

CONTROL 69 14 4 2 4 93

COMMUNICATION 1s 2 1 0 3 21:

SUISTOTALS 117 21 7 13 10 15Is
UIrIWARN

COMMAND 6 2 1 0 0 9

CONTROI. 12 2 1 0 0 15

COMMUNICATION 2 0 0 0 0 2

tSUEOTA1 2..3L 4..... .2....___ 0 0 21TOTAL • 164

3.2.2.7 Sneak Analysis cost/number of reports: Table 3-20 represents the

averaged composite data for the number of Sneak Analysis Reports issued to the
procuring activity as a function of Sneak Analysis cost.

TAB' E 3-20. SNEAK ANALYSIS COST/REPORT AVERAGES, COMPOSITE

SNIK C~t KA - -

A S'PH4 , ,. -i. - D-* -" *M AVYEM

HARDWARE

SCR'S 7.9 10.6 23 18.5 148 15.2

OCR's 9.3 9.2 34.3 12.5 29.3 11.3

ODRRs 18.3 25.9 115.5 126.5 639.8 52.3

SUUTOTALS 35. 5 46.7 17.8 157.5 817.1 7.8

3OFTARS
SSR', 7.7 9 22.5 -0- -0- 9.7

50CR'v 12 32 31.5 -0- -0- 15.9

SDER's 15.3 1 67 -0- -0- 21.3

SUBTOTALS 35 42 121 -0-

"REPMOT AVERAUS 35.5 45.5 155.5 157.5 817.1 74
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The hardware trend shows an increasing number of reports generated as a
function of increased Sneak Analysis cost. Only in the $300-400K range does
the average deviate from the apparent trend, and this is probably due to the
average being based on only two projects. In general, the increasing average
from category to category is attributable both to the size of the system and
the greater number of subsystems included in the Sneak Analysis project. The
complexity and interconnectivity of systems represent two of the major causes
of designed-in Sneak conditions. The more a system function crosses system
interfaces, the more likely the occurrence of reportable pr6blems.

The software trend also shows an apparently increasing number of reports
as a function of increased Sneak Analysis cost. However, there are a significant
number of projects in only the first category, $0-lOOK. The software trend is
thus inconclusive because of the low number of samples in the greater than $10OK
project cost ranges.

Drawing Error Reports (DER's and SDER's) constitute a large portion of
each sample; this is typical for a Sneak Analysis project. However, the in-
creasing trend for hardware and software Sneak Reports (SCR's, DCR's, SSR's,
SDCR's) is still present. An overall project average is 26 reports (SCR's,
DCR's, SSR's, SDCR's) for both hardware and software systems.

Table 3-21 contains the Space Environment results obtained by comparing
Sneak Analysis Reports to Sneak Analysis Cost. No software projects have been
performed for the Space Environment, which is the reason abbreviated tables are
presented.

TABLE 3-21. SNEAK ANALYSIS COST/REPORT AVERAGES, SPACE ENVIRONMENT

SNRAK - *Z*-K,)

Ii M

HARDWARE
SCR's 4.R 17 58 -0- 197 42.8

OCR's 5.3 11.4 44 .0- 32.6 13.7

DER's 18.2 30.8 134 .0- 845 165.9

NR"T AVEAGE S 28.3 1 9.2 236 -0- 1074.6 222.8

The Space Environment Table 3-21 illustrates the smoothest trend of the•

three environments in each of the categories. The Space Environment also shows
the highest overall hardware averages in the sample. The average number of
reports increases in all cases, except in the $300-400K range (no data) and the
low DCR report average in the greater than $400K category. The low DCR average
is due to the lack of emphasis originally associated with identifying designn
concerns in the Apollo and Skylab projects. In these early projects, the primary
reports were the Sneak Circuit Reports (SCR's) and Drawing Error Reports (DER's).
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Table 3-22 contains the Airborne Environment results obtained by comparing

Sneak Analysis Reports to Sneak Analysis Cost.

TABLE 3-22. SNEAK ANALYSIS COST/REPORT AVERAGES, AIRBORNE ENVIRONMENT

~0 I" to 2m 3WiW 2Wu sU - W me) W AVERile,

HARDWARE

SCR's 9.1 5.3 11.3 -0- 1 8.6

DCR's 8.9 7.3 31 -0- 19 10.1

DER's 21.3 19.4 109.3 O0_ 24 26.2

SUSTOTALS 39.3 32 151.6 -0- 44 44.9

SOFTWARE

SSR's 10 -0- 9 -0- -0- 9.9

SOCR's 14.6 -0- 13 -0- -0- 14.4

SOER's 19.9 .0- 46 -0- -0- 22.8

SUBTOTALS 44.5 -0--0 47.1

RMT AVERASES 40. 32 130.8 -0-o

The Airborne Environment Table 3-22 does not indicate a clear trend in the
hardware report averages. The number of projects covered in the hardware portion
of this table is 52, more than a significant number of samples, but highly con-
centrated in the $0-lOOK and $100-200K ranges. The last two category ranges are
insignificant and are not considered typical.

The Airborne Environment hardware averages are the highest of the samples
in the $O-lOOK range, even considering the Space Environment averages. The
averages compare favorably with those in the Ground/Water Environment, which are
shown in Table 3-23. The averages in the $100-200K range, however, are lower
than anticipated. The report averages may be low due to the fact that several
of the hardware projects in this category were combined analyses, and no adjust-
ment of project dollar values was made.

All of the Airborne Environment software projects, with the exception of one,
are in the $O-lOOK range. No trends can be identified with this distribution.
It is significant to note, however, that the report averages in this range are
noticeably higher than the corresponding range in the Ground/Water Environment.

Table 3-23 contains the Ground/Water Environment results obtained by
comparing Sneak Analysis Reports to Sneak Analysis Cost.
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TABLE 3-23. SNEAK ANALYSIS COST/REPORT AVERAGES,
GROUND/WATER ENVIRONMENT

Sum INCF (N*ZN2 m ,* e AVERAGES
AXALYS1% RMLIM• -0- -N - M 3N - - -b V.

HARDWARE

SCR'. 6.9 13 -0- 18.5 .0- 8.4

DCR's 12 10.5 -0- 12.5 -0- 11.9

DER'S 12.2 36.5 -0- 126.5 -0- 23.8

SUBTOTALS 31.1 60 -0- 157.5 -0- 44.0

SOFTWARE -.-

SSR's 3 9 36 -0- .0- 9.5

SDCR's 6.8 32 so .0- -0- 18.2
SD!R's 6.3 1 88 -0- -0- 19.0

SUBTOTALS 16. J1 42 1 Il - -_ 0- 46.7
REPO•r AVERAGES 28.6 64 174 157.5 -0- 44.''

The hardware report averages in the Ground/Water Environment Table 3-23
show the same increasing trend although no samples are present for the $200-300K
and greater than $400K ranges. The number of Sneak Reports (SCR's and DCR's)
compares favorably to the corresponding range in the Space Environment.

The software report averages exhibit a similar trend as in the hardware,
but are comprised of a limited sample size.

3.2.3 Program costing. The analysis of the number of Sneak Analysis Reports
to the overall program costs resulted in no significant trends being identified.
Program cost appears to have little if any predictable effect on the number of
reports generated. Distribution of program cost into 11 separate dollar ranges
may be spreading the 109 project results too thinly. Variations of large and
small Sneak Analysis projects, program phase differences, and equipment differ-
ences appear to significantly influence the averages within any dollar range. 1

Table 3-24 represents the averaged composite data for the number of Sneak
Analysis Reports as a function of overall program costs.
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TABLE 3-24. PROGRAM COST/REPORT AVERAGES, COMPOSITE

AN'-••_l COT 101

""Ms • - * . -*. ,a m. , - to. Ur. 50. m -V ,,I RAOMS

"HARDWARE
SCR's 7.1 13.8 1.3 29.8 10 -0- 21 -0- -0- 4.6 24.1 15.2

OCR's 11.2 13.1 5 15.3 7 -0- 8 -0- -0- 12.8 11.3 11.3

DER's 19.2 34.8 8.7 18.5 50.3 -0- 63 -0- -0- 17.2 92.8 52.3

SUBTOTALS 37.5 61.7 15.0 63567.3 -0- 92 -0- -0- 34.6 128.2 78.8

SOFTWARE

SSR's 10.2 7.3 -0- -0- 36 -0- -0- -0- -0- 5 5.5 9.7

SDCR's 18.8 6.0 -0- -0- 50 -0- -0- -0- -0- 10 12 15.9

SDER's 24.3 6.7 -0- -0- 88 -0- -0- -0- -0- 2 15.8 21.3

SUBTOTALS 53.3 20.0 -0- -0- 174 -0- -0- -0- -0- 17.0 33.3 46.9

REPORT AVERAGES 40.0 51.3 15.0 63.5 88. -0- 92 -0- -0- 31.7 118.7 74.4

3.2.4 Sneak Analysis project equipment. The Appendix A Project History
Tables were analyzed for equipment selection patterns in relation to various
parameters. Equipment descriptions in terms of equipment composition and com-
plexity, that is type, have been presented, to some extent, in the preceding
Project Phasing and Project Costing sections. Additional detailed tabular data
are presented for the following item comparisons:

1. Type of Equipment or Software/Program Environment
2. Type of Equipment or Software/Criticality Ranking
3. Equipment Criticality/Equipment Classification
4. Equipment Criticality/Sneak Analysis Reports

3.2.4.1 Equipment type/environment: Table 3-25 illustrates the'distribu-
tion of equipment type categories by Project Environment:

TABLE 3-25. EQUIPMENT TYPE/ENVIRONMENT
EQUIMNT TYPE

ENV.Ro..INT RELAY DGITAL ANALOG MICRO- ons
1  

TOTALS

SPACe 13 12 6 1 0 0 32

AIRMORNI 27 32 19 6 9 0 93

MuNoMIWATIR 16 11 6 1 6 2 42

... TOTA" 56 5S' 31 8 15 2 1 167
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rr
The relay and digital equipment categories are by far the main areas included

in Sneak Ana.lysis projects, with a majority of projects performed for airborne
applications. However, the key item identified is that the total of 167 equipment
occurrences were for 109 projects. Many of the analyses were performed for a
combination of equipment types, and this appears to be the case for all recent
analyses. No particular predominant pairing or grouping of equipment types were
identified.

3.2.4.2 Equipment type/criticality: Table 3-26 illustrates the distribution

of Sneak Analysis projects by equipment type and criticality ranking.

TABLE 3-26. EQUIPMENT TYPE/CRITICALITY, COMPOSITE

TY MCO- O
hILiAY DIGITAL ANALOG PROCESSOR ASSEMBLY . L TOTALS

I18 15 11 4 4 1 53
" 30 28 is 2 6 0 81
11 8 11 6 2 5 1 33

"TOTALS 56 54 3 8 15 2 117

While the numerical level of equipment type totals is highest for
Criticality II, the overall percentage is virtually equal for the Criticality I
and II projects and lowest for Criticality III projects. The percentage is com-
puted by dividing the Table 3-26 entries by the number of projects in each of
the criticality categories.

3.2.4.3 Equipment criticality/equipment classification: Table 3-27
presents the composite environment results by correlating equipment classifica-
tion to the equipment criticality ranking. Criticality II projects which involve
mission critical systems represent the largest table sample, both for hardware
and software. Criticality I systems are more uniformly distributed between the
three equipment classifications. Criticality II and III systems are concentrated
more toward the Control category.

3.2.4.4 Equipment criticality/Sneak Analysis Reports: Table 3-28 repre-
sents the averaged composite data and reflects the number of Sneak Analysis Reports
as a function of equipment or software criticality ratings. The trends identified
are coarse indicators of Sneak Analysis project effectiveness based on the
criticality of the subsystems analyzed.

The hardware and software report average trends show the prominence of
Criticality I systems, followed by Criticality II systems, and ending in the
lowest average level in Criticality III systems.
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TABLE 3-27. CRITICALITY RANKING/EQUIPMENT CLASSIFICATION, COMPOSITE

i a 1 ,, Ill TOTALS

HAPZWAREl
COMMAND 17 18 9 44

CONTROL, 29 46 18 13

COMMUNICATION 10 11 0 21

SUITOTALS 56 75 27 158

SOPTWAAI
COMMAND 3 4 2 9

CONTROL 4 6 s is

COMMUNICATION 1 1 0 2

SUSTOTALS 6 11 7 26

TOTALS 64 86 34 184

TABLE 3-28. CRITICALITY RANKING/REPORT AVERAGES, COMPOSITE

/MEALV.III IIPRTI . II III

HARDWARE

SCR.s 28.2 10.1 6.6A

OCR's 12.6 9.6 13.1

DER'S 105.5 29.9 "21.4

SUBTOTALS 146.3 49.6 41.2

SOFTWARE

SSR's 16.3 9.5 4.8

SOCR'. 20.8 16.0 12.0

SOER'. 31.3 31.2 2.6

SUBTOTALS 68.3 56.7 19.4

REPORT AVERAGES 137.1 50.3 36.6
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Hardware exhibits the highest report averages in Criticality I systems.

The hardware trend is still prevalent when consideration is given to only the
average number of SCR's and DCR's. The one disruption to the trend is the
average number of DCR's in Criticality III. Radars, radios, transmitters, and
other monitoring equipment are the main systems included in the Criticality III
category. These systems apparently have a higher incidence of design incompati-
bilities than the other categories. All other trends indicate an increasing
report average the higher the system criticality (Criticality I - Loss of Life,
II-Loss of Mission, III - Mission Degradation).

The software trend illustrates a smooth increase in reports by increasing

criticality rating, with no exceptions. Fifteen projects constitute the total
sample for the software table.

Table 3-29 contains the Space Environment results obtained by comparing the
Sneak Analysis Reports to Criticality ratings. The results are greatly influenced
by the three large projects (Apollo, Skylab, and Shuttle) and tend to elevate
Criticality I systems to a high threshold value. This is the predominant factor
in the high level of Criticality I hardware projects in Table 3-28. The report
averages for Criticality II systems compare favorably with the corresponding
categories of the other two environments.

TABLE 3-29. CRITICALITY RANKING/REPORT AVERAGES, SPACE ENVIRONMENT
I

mm~ ' ml__mIiI

HARDWARE

SCR's 98.6 15.4

DCR's 21.6 9.8 -0-

DER'S 425.3 36.3 __0_

SUBTOTALS $45.5 61.5- -0-

Table 3-30 contains the Airborne Environment results obtained by comparing
the Sneak Analysis Reports to Criticality ratings.

The differences in average number of hardware reports by Criticality rating
are less pronounced In the Airborne Environment. The overall trend of increased
number of reports for increased criticality systems still prevails, however.
Criticality II and III results are virtually equal.

Software exhibits an unusual pattern in that Criticality II systems are the
most prominent and significantly so. The number of SDER's is the major influence
to this trend, but the number of SSR's and SDCR's is also significantly high.
The peak is produced by one large software project involving an airborne weapon
control system.
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TABLE 3-30. CRITICALITY RANKING/REPORT AVERAGES, AIRBORNE ENVIRONMENT

S(OtMCAulrY

HARDWARE

SCRIa 10.9 7.4 7.5

OCR's 10.5 10.1 9.6

OER's 30.6 24.1 23.9

SUSTO'rAL 6. 2.0 41. 7 41.0

SoMrrARE
SSR's 11.5 17.0 3.8

SOCRIs 12.0 26.0 7.0

SDUR's 15.0 54.3 3.0

SUBTOTALS 38.5 97.3 13.8

REPORT AVERAGES 50.6 48.7 3.,

Table 3-31 contains the Ground/Water Environment results obtained by
comparing Sneak Analysis Reports to Criticality Ratings.

TABLE 3-31. CRITICALITY RANKING/REPORT AVERAGES,
GROUND/WATER ENVIRONMENT

ANALYSISEIPRami II I iii

HARDWARE

SCRIS 9.6 9.4 4.2

DCR's 10.0 8.5 22.8

DRR's 13.1 33.8 J4.6

SUBTOTALS 32.7 51.7 41.6

SOFTWARE

SSR's 21.0 2.0 9.0

S0CR'I 29.5 6.0 32.0

SOER's 47.5 6.0 1.0

SUBTOTALS 98.0 14.0 42.0

REPORT AVERA8ES 47.2 44.1 41.7
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The Criticality I hardware report averages in Table 3-31 are low due to the
majority of projects occurring as blended analyses. In one project, the pre-
dominant analysis effort is a Failure Mode and Effects Analysis. The remainder
of the hardware averages compare favorably across environments.

The software averages are based on a very small number of projects. The
trend appears to be similar to the composite system trends, but due to the small
sample size, the results are inconclusive.

3.3 Task 3 - Comparison and Description of Analysis Techniques.

Task 3 - Investigate and determine the similarities or dissimilarities of a
Sneak Circuit Analysis to other types of analyses such as: failure modes,
effects, and criticality analysis; wiring and schematic drawing reviews; and
fault tree. Areas of overlapping coverage shall be defined and the analysis that
is most effective in correcting deficiencies in those areas shall be identified.

Each of the analysis techniques in this effort has been described and in-
cluded in a comparison matrix. These analyses have been implemented along with
Sneak Analysis.

Hardware analysis techniques are presented first, followed by software
analysis techniques.

3.3.1 Hardware analysis technique descriptions. An engineering analysis
is an examination of the nature of a system by examining, in detail, the design
of the system's parts. The examination is always considered in the context of the
system's environment. In fact, the assumed environment is the only element that
differs in some of these analyses. A detailed description is presented for the
following analysis techniques:

a. Sneak Analysis
b. Failure Modes and Effects Analysis
c. Fault Tree Analysis
d. Common Cause Failure Analysis
e. Sensitivity Analysis
f. Worst Case Analysis
g. Power and Load Analysis
h. Grounding Analysis
i. Accident Analysis
j. Hazard Analysis
k. Preliminary Hazard Analysis
1. Operations Hazard Analysis
m. Fault Hazard Analysis

3.3.1.1 Sneak Analysis: Sneak Analysis examines system operations during
normal conditions for design oversights. It consists of two subanalyses: Sneak
Circuit Analysis for electrical-electronic systems, and Software Sneak Analysis
for computer programs. Historically, sneak conditions have escaped rigid design
screens, resulting in program schedule delays, damage to equipment during test,
and increased downtime during operation. Program cost effectiveness may, there-
fore, be increased by utilizing Sneak Analysis to reduce life cycle costs.
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The application of Sneak Analysis to operational systems provides a means of
evaluating that the system will operate as designed.

The Boeing Company initiated development of the Sneak Circuit Analysis tech-
nique in 1967 in response to the National Aeronautics and*Space Administration's
concern for crew safety in manned spacecraft operations. NASA surmised that
crew safety was endangered by electrical problems due to latent paths in the
electrical design.

These paths, called "sneaks," are hidden in the electrical circuitry and
exhibit unapparent cause-effect relationships, which may inhibit desired operations
or initiate unintended actions, without being contingent upon component failure.
The Sneak Analysis technique was formally extended to identify sneak conditions in
software in 1973.

3.3.1.2 Sneak Circuit Analysis: The data used for Sneak Circuit Analysis
must represent the system circuitry as it actually is or will be constructed,
contingent upon quality control checks, tests and inspections. All reports are
written against these drawings. Analysis based on the detailed circuit drawings
identifies more system conditions than an analysis performed on system or func-
tional level schematics. The higher level drawings frequently represent design
intent or a perception of intended system design. The process of translating
this design into detailed schematics and wire lists typically results in latent
circuit conditions. For this reason, analysis at the higher level involves a
risk that not all of the problems will be found.

In early program development phases, detailed drawings are not available and
the system level drawings of necessity must be used for the analysis. Problems
will be identified at this higher level, but the analysis should be extended to
later design phases so that the system configuration can be analyzed in detail.

Sneak Circuit Analysis is a unique approach to discovery of latent condi-
tions which cause unwanted functions to occur or which inhibit wanted functions,
independent of component failure. The technique involves accumulation of detailed
circuit diagrams and wire lists, arrangement of circuit elements into topological
network trees, and examination of these network trees for suspected sneak circuits
(reference Figure 3-3).

Direct analysis of manufacturing and installation schematics is difficult as
these documents are laid out to facilitate hookup by technicians without regard
to circuit function. So many details and unapparent continuities exist in these
drawings that an analyst could become entangled and lost in the maze. The first
task of the sneak circuit analyst is to convert this detailed, accurate informa-
tion into a form usable for analytical work. In many cases, the magnitude of
data manipulation required for this conversion necessitates the use of computer
automation. In projects having a small data base, it has been found that manual
data manipulation could be employed. In either case, the detailed schematics are
converted into topological network trees, drawn so that electrical current (power)
is considered to flow down the page.
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Figure 3-3. Sneak Circuit Analysis Task Flow

Once the trees have been produced, the next task of the analyst is to
identify the basic topological patterns that appear in each tree. Five basic
patterns exist: the Single Line (No-Node) Topograph, the Ground Dome, the
Power Dome, the Combination Dome, and the "H" Pattern (as shown in Figure 3-4
below; "PWR" represents electrical power, "S" indicates a switching element,
and "L" indicates an electrical load). The "H" pattern typically has the highest
incidence of problems due primarily to the higher number of power sources,
returns, loads and switches. The main problem occurs with the "H" crossbar•
which includes L3, $3 and S4. This can result in power reversals, ground
reversals, and current reversals.

sae Ll-i~ g* psrv
IMP

Figure 3-4. Basic Topographs
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Although at first glance, a given circuit may appear more complex than these
basic patterns, closer inspection reveals that the circuit is actually composed
of these basic patterns in combination. As the sneak circuit analyst examines
each node in the network tree, he must identify which pattern or patterns best
describe the node, The analyst then applies the basic clues that have been found
to typify sneak circuits involving that particular pattern. These clues repre-
sent questions that the analyst must answer about the interrelationships of circuit
elements involved in the pattern. The questions are systematically formatted to
lead to the identification of any capability of the circuit to experience a sur-
prise or sneak condition at the node being analyzed. Off-nominal modes are con-
sidered equally with normal operations, and no assessment of probabilities is
attempted in standard Sneak Circuit Analysis.

The clues have been compiled over a 15-year period and have been refined andupdated to accommodate new equipment technologies. The developed clues are
typically proprietary to the performing contractor. A very basic clue in the
Power Dome, Combination Dome, and "H" Pattern Dome is the reversal of the
two power sources. In some systems, the two power sources of the "H" pattern
are to be mutually exclusive, and the lower circuitry must provide proper isola-
tion. If isolation is not maintained, a bus to bus sneak is generated. Two
equal power sources can still generate sneaks, whenever one bus develops an in-
creased or decreased voltage level relative to the second bus. The resultant
voltage and current shifts can inadvertently activate components it the "H"
pattern. A short on one bus could short the second bus, resulting in inducing
undesired equipment functions and no convenient means or capability to reset the
system.

The sneak circuits are classifiea ,nto four basic types:

a. Sneak Paths - which cause current or energy to flow along an
unexpected route.

b. Sneak Timing - which may cause or prevent the flow of current or
energy to activate or inhibit a function at an unexpected time.

c. Sneak Indications - which may cause an ambiguous or false display
of system operating conditions.

d. Sneak Labels - which may cause incorrect stimuli to be initiated
through operator error.

When a potential sneak condition is identified, the analyst rmiust verify
that it is valid. The circuit is checked against the latest applicable drawings
or revisions, and operational information may be reviewed concerning the system
in question. If the sneak condition is verified, a Sneak Circuit Report is
written which includes applicable drawings, an explanation of the condition(s),system level impact, and a recommendation for elimination of the sneak.

During the course of analysis, unnecessary or undesirable circuit conditions
are sometimes encountered. Such conditions as certain single failure points, un-
suppressed inductive loads, unnecessary components, and inadequate redundancy
provisions are reported in the Design Concern Reports.
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Obvious inconsistencies between source drawings or differences between the
source drawings and other descriptive documentation that may be supplied are
called drawing errors. While most drawing errors are uncovered in data encoding
or tree drawing phases, some become apparent while investigating suspected sneak
circuits. These data discrepancies are documented by Drawing Error Reports.

3.3.1.3 Failure Modes and Effects Analysis (FMEA): A Failure Modes and
Effects Analysis is a causal analysis. Each component of the system may be
considered, dependent on the desired depth of analysis. Each possible failure
mode of the considered component is treated as a separate case. For each case,
the analyst determines the effect of the failure, the function the component pro-
vides, the method by which the failure can be detected, and the criticality of the
case. The process is basically a "bottom-up" analysis, where the analyst postu-
lates a knowl equipment failure and tries to identify all system effects given a
particular system configuration. The process of this analysis is recorded in a
form headed as shown below.

FAILURE MODES AND EFFECTS ANALYSIS WORKSHEET

COMPONENT FAILURE FAILURE METHOD OF
IDENTIFICATION FUNCTION MODE EFFECT DETECTION CRITICALITY

Component failure modes are dependent on several factors. A partial list
of failure modes is shown below. Note that all components cannot have all of
these failure modes, and some modes may not be considered on a particular project:

a. Structural Failure (Rupture)
b. Physical Binding/Jamming
c. Fails To Remain (In Position)
d. Fails To Open
e. Fails To Close
f. Fails Open
g. Fails Closed
h. Internal Leakage
i. External Leakage
j. Fails Out Of Tolerance
k. Inadvertent Operation
1. Intermittent Operation
m. Erratic Operation
n. Erroneous Indication
o. Restricted Flow
p. Fails To Stop
q. Fails To Start
r. Fails To Switch
s. Premature Operation
t. Delayed Operation
u. Erroneous Output (Reduced)
v. Loss Of Output (Thrust, Indication, Partial, False, Etc.)
w. Shorted
x. Open (Electrical)
y. Leakage (Electrical)
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The effects of the component failure must, ultimately, be considered in terms
of the operation of the system. However, the analyst's first task is to determine
the system configuration, through which the faults will be propagated. Certain
cdtegories of system effects can be defined. This is useful where the effects im-
pact a subsystem only. The following is a partial list of these categories:

a. No Effect
b. Loss of Redundancy
c. Functional Degradation
d. Subsystem Degradation i
e. Loss of Function
f. Loss of Subsystem
g. Loss of Interface Redundancy
h. Degradation of Interface Function
1. Degradation of Interface Subsystem
j. Loss of Interface Function
k. Loss of Interface Subsystem

The criticality of a failure effect reflects the danger to the system or
personnel. Three levels of criticality are usually sufficient. These
criticalities are:

a. Criticality I - damage to personnel or destruction of the system.

b. Criticality II - causes the system to cease operation or fail,
wherein, the next associated failure would cause
damage to personnel or destruction of the system.

c. Criticality III - degrades system operation.

The Method of Detection column is filled in to describe how the system
operator can detect that the failure has occurred. Detection may generally be
accomplished by either the operation of a control panel indicator or by failure
of the system to perform as expected.

3.3.1.4 Fault Tree Analysis: Fault Tree Analysis is a "top-down" analysis
that is basically deductive in nature. The analyst identifies failure paths by
use of a fault tree drawing. A fault tree is a graphical representation of a
thought process. It is constructed from events and logical operators. An event
is either a component failure or system operation. The events and their graphical
representation are shown below:

EVENT REPRESENTATIONS

The rectangle identifies an event that results from the
combination of fault events through the input logic gate.

The rectangle is also used to describe a conditional
input to an INHIBIT GATE. it indicates a condition that-w
is presumed to exist for thE life of the system.

The circle describes a basic fault event that requires
no further development. Frequency and mode of failure 0_
of items so identified are derived from empirical data.

57

S!



- ,M . n -7 -77--"7 -_,o v- r, W.- -r .r'VZ-_ ¶Zr; "(- . :.r?:. ...•xr. n,.' r.. ..

The diamond describes a fault event that is considered
basic in a given fault tree. The possible causes of
the event are ihot developed, either because the event
is of insufficient consequences or the necessary informa-
tion is unavailable.

The oval is used to record the conditional Input to an

INHIBIT GATE. It defines the state of the system that
permits a fault sequence to occur, and may be either
normal to the system or result from failures.

The house indicates an event that is normally expected
to occur such as a phase change in a dynamic system.

The triangles are used as transfer symbols. A line 4
from the apex of the triangle indicates a "transfer in"
and a line from the side denotes a "transfer out."

The double diamond is used in the simplification of a
fault tree for numerical evaluation. The event describes
results from the causes that have been identified but
are not shown on a particular version of the fault tree.

Events are connected by logic operations that describe Boolean functions.
The logic operations are shown below.

LOGIC OPERATIONS

AND GATE describes the logical operation whereby the
coexistence of all input events is required to
produce the output event.

OR GATE defines the situation whereby the output
event will exist if one or more of the input events
exists.

PRIORITY AND GATE performs the same logic function
as the AND GATE with the additional stipulation that
sequence as well as coexistence is required.

EXCLUSIVE OR GATE functions as an OR GATE with the
restriction that specified inputs cannot coexist.

58

-" J\. :' • i.-' .



INHIBIT GATES describe a causal relationship between
one fault and another. The input event directly
produces the output event if the indicated condition
is satisfied. The conditional input defines a state
of the system that permits the fault sequence to
occur, and may be either normal to the system or
result from failures. It is represented by an oval
if it describes a specific failure mode and a
rectangle if it describes a condition that may
exist for the life of the system.

A fault tree is begun by selecting a top event. This event is the ultimate
disaster or undesired event. From there, the analyst endeavors to find the
immediate events that can, in some logical combination, cause the top event.
These lower events are examined, in turn, for causes and the process is repeated
to levels of greater detail. Ideally, the lowest level events will be all basic
events and represented by a circle. This is not always the case, however, and
many diamonds may be found at the bottom of the tree.

A fault tree provides a method for determining the logical causes of a given
event. It illustrates all of the ways an undesired event can occur. It helps
determine the critical components and the need for other analytical efforts.
Numerical computations indicating the probability of occurrence for the top event
and intermediate events can be obtained. The major drawback of the fault tree is
that there is no way to insure that all causes have been evaluated consistently.

The Fault Tree Analysis is also performed on the system configuration,
determined by the analyst. Determining the configuration of a system is generally
central to all analyses.

3.3.1.5 Common Cause Failure Analysis (CCFA): A common cause event is
defined as a single event or condition that results in multiple component
failures. This analysis starts by determining the top events of interest.

Critical sets are then determined. A critical set is a group of components
that control a function, the failure of which would cause the top event to
occur. Critical sets are most easily determined from a fault tree.

Next, the commonality of the critical sets is determined. Commonality
is defined as elements common to a number of components of the critical set.
Examples of commonality are shared connectors, common location, wire bundles and
cooling elements. A partial list of commonalities will give some idea of the
areas that could be covered:
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a. Energy Source
b. Calibration
c. Installation Contractor
d. Maintenance
e. Operator or Operation
f. Proximity
g. Test Procedure
h. Energy Flow Paths

The credible failure modes of the components of the critical set are
determined. These failure modes are then linked to causes which could result in
multiple component failure. A list of commonly encountered causes is given
below:

a. Impact
b. Vibration
c. Pressure
d. Grit
e. Moisture
f. Stress
g. Temperature
h. Electromagnetic Interference (EMI)
i. Radiation Damage
j. Conducting Medium
k. Out-of-Tolerance Voltage
1. Out-of-Tolerance Current
m. Corrosion
n. Other Chemical Reaction
o. Carbonization
p. Biological

Finally, the analyst determines the system level result of the failures.
Again, the analyst needs a system configuration to determine the effects of the
fault(s) propagation. The analyst also determines the methods of recovering
from the failures' effects. Actions taken by the analyst are recorded on a work-
sheet with the heading shown below:

CCFA WORKSHEET

CRITICAL CRITICAL POTENTIAL
FUNCTION SET COMMONALITY EVENT CAUSE EFFECT REMARKS

60

* . . . - . . . .i'. " ... . " " - ! .. .!... ' ' .... !-...... ..-- "- ..- - .-- - - -.-- -. -- _______________



3.3.1.6 Sensitivity analysis: Since the solution to a design problem is not
unique, different networks can be constructed to produce the same input impedance
or transfer function. As long as ideal elements are used under ideal conditions,
one network works just as well as the other. In practice, however, one network
may outperform another because it is less sensitive to element variations and to
environmental changes. This network may be no more expensive to construct than
the other. A sensitivity analysis is a parametric analysis that determines how a
system is affected as the values of its constituent components varies from the
nominal. Note that these variations do not exceed the manufacturer's stated
tolerance for the part.

In order to perform this analysis, a quantitative measure is needed to com-
pute networks with regard to element variations from the ideal. Sensitivityfunctions are used for this purpose. These functions provide a numerical measureof how much an important aspect of the system or response varies as an element,

or a combination of elements varies from the nominal (design) values.

During a sensitivity analysis, the analyst must first determine the type of
circuits represented in the system. The analyst then obtains the sensitivity
function for each circuit type, makes the calculations, and determines the effects
each circuit variation has on the system output. Components that have the
greatest sensitivity, with respect to the system output, are placed on a critical
parts list so that they may receive special attention. The analyst should also
recommend equivalent networks with lower sensitivity, where possible.

3.3.1.7 Worst case analysis: A variation of sensitivity analysis is the
worst case analysis. In this analysis the values of all the components are
considered to be at the manufacturer's limit of acceptance. The resulting system
change or effect is given by the sum of the individual changes. The worst case
occurs when all changes are either positive or negative. The circuit output is
next checked to determine 1) if it results in an undesirable system output,
and 2) if some system components will be stressed beyond their tolerance.

3.3.1.8 Power and load analysis: A power and load analysis consists of
determining open circuit voltage and closed or short circuit current on lines that
can control hazardous functions. The open circuit case determines what voltage
is available in relation to other lines in wire bundles and connectors. The
current sourcing capabilities of a line are determined to detect whether any
critical components are being overstressed.

Current is evaluated by first determining the steady state short circuit
current for shorts occurring at various susceptible points. Next, a power
profile is made for each potential short. This is a plot of short circuit
current versus time. In order to calculate the current, path resistance must be
determined using wiring dimensions, specifications, and routing information so
that the analyst has a system configuration on which to base the analysis.

Transient currents are calculated from the type cabling, the types of
switched loads on the line, and the presence of RF emitters. EMI sources must
be fully considered when they can be identified.
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3.3.1.9 Grounding analysis: In equipments that are not in direct electrical
contact with the earth, such as, vehicles and other isolated systems, improper
electrical grounding can cause a problem. The analyst must search schematics for
conditions which would allow EMF differences to develop between various points
of the ground tree. In order to make this determination, the analyst must use
data that represents the system as it actually is or will be constructed.

The first task in the grounding analysis is to create a current tree of the
ground wires. This tree is similar to those used in Sneak Circuit Analysis
projects, where each node and connection can be shown. It is particularly
important that the tree indicates where the ground changes structures (e.g., in
a train it is the car-to-car ground wire). The tree is examined to determine
which topological structure it contains. Then, clues are applied to the tree
to determine if current flow can occur. Current flow determination is reported
as a sneak circuit.

3.3.1.10 Accident analysis: The analysis of the effects of accidents can
be divided into the categories of crash and fire. Crash type accidents can
result in shorted connector pins, severing wires which can cause momentary
shorting between wires and permanent open circuits, and the loss of protective
components such as capacitors used to shunt high frequencies to ground. Fire
damage can cause electrical shorts and discontinuities in wire bundles, as well
as, the change of component characteristics due to elevated temperatures.

The techniques of power and load analysis and common cause failure analysis
are used to evaluate the effects of accidents on critical circuitry. Previous
accident data, if available, should be used to identify particularly susceptible
equipment and determine the probability of damage to critical circuitry. The
routing and mounting of wire bundles and the location and mounting of cnnnectors
must be considered In this type of analysis. Consideration must also be given
to the susceptibility of the system enclosure to crushing.

3.3.1.11 Hazard Analyses: Hazard analyses are performed to identify
hazardous conditions. They should consider the system, hardware, software,
facility, personnel, and their interrelationships during the complete life of
the system. Hazard analyses are primarily used to determine a measure of
system safety. The types of hazard analyses that will be discussed here are
Preliminary Hazard Analysis, Operational Hazard Analysis, and Fault Hazard
Analysis.

3.3.1.12 Preliminary Hazard Analysis: The Preliminary Hazard Analysis is
an examination of the generic hazards known to be associated to a system at its
conceptual phase of development. The purpose of this analysis is to:

a. Identify hazards
b. Determine the effects of the hazards
c. Establish initial safety requirements
d. Determine areas to monitor for safety problems
e. Initiate the planning of a safety program
f. Establish safety scheduling priority
g. Identify areas for testing
h. Identify the need for additional analyses
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The Preliminary Hazard Analysis determines the recognized and anticipated
design safety pitfalls and provides the method by which these pitfalls may be
avoided. When this analysis is undertaken, there is little information on design
details and less on procedures. The Preliminary Hazard Analysis is usually a
top-level review for safety problems. In most instances, the following basic
steps are undertaken for a Preliminary Hazard A;kialysis:

a. Review problems known through past experience on similar products or
systems to determine whether they could also be present in the
equipment under development.

b. Review the mission and basic performance requirements, including the
environments in which operations will take place.

c. Determine the primary hazards that could cause injury, damage, loss
of function, or loss of material.

d. Determine the contributory and initiating hazards that could cause or
contribute to the primary hazards listed.

e. Review possible means of eliminating or controlling the hazards,
compatible with mission requirements.

f. Analyze the best methods of restricting damage in case there is a
loss of control of a hazard.

g. Indicate who is to take corrective action, and the actions that each
will accomplish.

Three basic approaches that can be used to insure that all hazards are
covered are the columnar form, top level fault tree, and narrative description.
These methods will not in themselves find hazards. They will orient the analyst
so that a thorough coverage of all aspects of the system will be performed.

The columnar form is the simplest methodology to implement. The chief
advantage is that it is easy to review. The form has a heading that patterns
questions in the mind of the analyst. The headings must at least be as shown
as follows:

PRELIMINARY HAZARD ANALYSIS WORKSHEET

HAZARD CORRECTIVE OR-

HAZARD CAUSE EFFECT CATEGORY PREVENTIVE MEASURES

The hazard is the generic area or condition that may impact system safety.
The following is a partial list of hazards (the analyst can usually think of
many more):
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a. Acceleration
b. Contamination
b. Corrosion
d. Chemical dissociation
e. Electrical
f. Explosion
g. Fire
h. Heat and temperature
i. Leakage
j. Moisture
k. Oxidation
1. Pressure
m. Radiation
n. Chemical replacement
o. Shock (mechanical)
p. Stress concentrations
q. Stress reversals
r. Structural damage or failure
s. Toxicity
t. Vibration and noise
u. Weather and environment

The cause column is used to explain when the system is exposed to the
hazard. It is here that the results of system generation are considered.
Mission phasing must also be considered, as well as, an estimate of the per-
centage of system operation time that the hazard will be in effect.

The effect column is system centered. It details the action of the hazard
on system operation. In this column the possibility of causing injury or death,
however remote, must be stated.

The hazard category is a numerical measure of how important the hazard is.
The number of categories should be kept small, usually four or less, so that
attention may be placed where it will do the most good.

The corrective or preventive measures column is almost self-explanatory.
Here, methods of abating the hazard are given.

The top level fault tree follows the method of fault tree analysis with
generic events. Although this method helps define causes and effects, It does
not follow that the system is checked hazard by hazard. Since the fault tree
is event oriented, it helps analyze undesired events, but does not determine
that a particular event is a hazardous condition, element or potential accident.

The narrative approach is less rigorous, and usually less complete, than the
top level fault tree and narrative approaches. Narrative writing style is a
lengthy and time consuming task. This approach is less susceptible to systematic
method or technique, and therefore, the results usually have serious gaps or
incomplete areas. The hazardous conditions and potential accidents are generally
identified from experience, and then are explained in great depth and detail,
more on the order of a final report than an analysis.
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3.3.1.13 Operations Hazard Analysis: The analysis of hazards, associated
with the performance of system opeations, is Operations Hazard Analysis. This
analysis identifies hazardous conditions. In explaining this analysis, precise
use is made of the following terms:

a. Operation - an objective to be achieved
b. Task - a basic step involved in achieving the objective
c. Procedure - method, or detailed instructions, for performing the task
d. Step - a single action performed without changing equipment

In general, operations are made up of tasks which consist of one or more
procedures, which are accomplished by performing a series of steps.

In performing this analysis, one must know the configuration of the opera-
tion under analysis and have a hazard guideline. In order to identify hazards
one must be able to visualize all of the internal and external system inter-
relationships and interdependencies. This means that the following data are
necessary:

a. A description of the operation or task
b. Knowledge of the time-space relationships involved
c. Knowledge of the personnel, materials and tools being used
d. Knowledge of system and equipment design and overall operation
e. Knowledge of external factors, such as environment

Next, for each operation, the analyst identifies all the hazardous condi-
tions. The operations are then divided into tasks, procedures and steps to
identify the elements that directly cause or effect the hazard. A hazards
checklist can aid the analyst in making this determination. Once the hazards
are determined, methods to abate the hazards should be considered.

3.3.1.14 Fault Hazard Analysis: The purpose of this analysis is to
identify the hazardous conditions and elements due to potential hardware fault
conditions which could be generated within the system. It is very similar to
a Failure Modes and Effects Analysis.

In doing a Fault Hazard Analysis the analyst first examines the causes and
effects of component failures. Each credible failure mode of each component is
first identified. Then, the causes of the component failure and the resulting
effects on the system are determined. If the failure mode effect contributes to
the occurrence of a potential accident, or safety critical condition, the failure
mode is then revealed as a hazardous condition and the particular component as a
hazardous element. The component failure rate, in conjunction with the hazard
classification, indicates the relative significance of identified hazardous
conditions. If a failure mode is classified as critical or catastrophic, the
frequency of occurrence of the failure mode will give an indication of the risk
involved. Note that this is only an indication of risk and not an absolute
quantitative evaluation. Other interrelated failures could cause the probability
of occurrence to increase.

65

-- - • '- . .. . . .... .. . .7 --7 7 .. . . . . . . ... . . A



The results of this analysis are recorded on a tabular form. The form is
headed as shown below.

FAULT HAZARD ANALYSIS WORKSHEET

FAILURE FAILURE SYSTEM FAILURE HAZARD

COMPONENT MODE RATE MODE EFFECT CLASS REMARKS

3.3.2 Hardware analysis technique comparison matrix. The analyses described
herein complement rather than compete with each other. Table 3-32 gives a summary
of the inputs, outputs and capabilities of these analyses. In many of the areas
considered, there is considerable overlap. This is to be expected because the
main area of disagreement is the type of output provided. As for input, all of
the analyses require some form of system description. These descriptions range
from block diagram (fault tree and Preliminary Hazard Analysis) to production
documentation with details such as, connector pin assignments and physical loca-
tions of cable routing (grounding, accident and Common Cause Failure Analyses).
Sneak Analysis occupies the middle ground requiring electrical interconnection
documents, but not physical information. This commonality accounts for the over-
lap in the project phase comparison because various types of data only become
available at certain phases in the design process.

The element comparisons are self-explanatory and will not be described
further.

3.3.3 Software analysis technique descriptions. Five specific software
analysis techniques are described in the material that follows. The techniques
are basically static analyses. Some of the information on analysis techniques
other than Software Sneak Analysis has been obtained from "Checkout Techniques,
Software Reliability Guidebook," Prentice-Hall, 1979; Robert L. Glass.

3.3.3.1 Software Sneak Analysis: Data used for Software Sneak Analysis
should reflect the program as it is actually written. This includes system
requirements, system description, coding specifications, detailed and complete
source code, a compilation listing, and operating system documentation. All
reports are written against these documents.

Software Sneak Analysis is used to discover program logic which causes
undesired program outputs or inhibits a desired output. The technique involves
the reduction of the program source code to topological network tree representa-
tions of the program logic.

Direct analysis of program listings is difficult because the system is
modular for ease of programming. Also, the code is listed as a file of records,
without regard to functional flow. The first task of the software sneak analyst
is to convert the program source code into a form usable for analysis. In most
cases, this step requires computer conversion. In either case, the program
source code is converted with reference to an input language description file.
into topological network trees, such that program control is considered to flow
down the page. The remaining task functions are similar to those in Figure 3-3.
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Once the trees have been drawn, the analyst identifies the basic topological
patterns that appear in the trees. Six basic patterns exist: the Single Line,
the Return Dome, the Iteration/Loop Circuit, the Parallel Line, the Entry Dome,
and the Trap Circuit, as shown in Figure 3-5 below. The topological patterns con-
taining branch or jump instructions have the highest incidence of problems. This
includes the Return, Iteration and Parallel Line Domes. The crossing of module or
function interfaces as a result of the branch instruction is a prime problem cause.
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Figure 3-5. Software Topographs

Although at first glance, a given software tree may appear to be more complex
than these basic patterns, closer inspection will reveal that the code is actually
composed of these basic structures in combination. As each node in the tree is
examined, the analyst must identify which pattern or natterns include that node.
The analyst then applies the basic clues that have been found to typify the sneaks
involved with that particular structure. These clues are in the form of questions
that the analyst must answer about the use and interrelationships of the instruc-
tions that are elements of the structure. These questions are designed to aid in
the identification of the sneak conditions in the instruction set which could pro-
duce undesired program outputs. Software clues are different than the hardware
clues referenced in Section 3.5.1.2, and are typically proprietary to the perform-
ing contractor. Branch instructions can alter program flow to an incorrect loca-
tion or address, encounter unitialized variables, and induce timina or sequencing
problems.

Software sneaks are classified into four basic types:

a. Sneak Output - the occurrence of an undesired output.

b. Sneak Inhibit - the undesired inhibition of an input or output

c. Sneak Timing - the occurrence of an undesired output by virtue
of its timing or mismatched input timing

d. Sneak Message - the program message does not adequately reflect
the condition
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When a potential sneak is identified, the analyst must verify that it is
valid. The code is checked against the latest applicable listings and compiler
information may be reviewed concerning the language in question. If the sneak
is verified, a Software Sneak Report (SSR) is Written which includes an explana-
tion, system level impact, and a recommendation for elimination of the sneak.

During the course of analysis, questionable programming practice or instruc-
tion implementations are encountered. If such usage could result in program
errors, it is reported in a Software Design Concern Report (SDCR). I

If two or more documents, or the program listing and a supporting document,
do not agree on some point, the program listing is assumed to be correct. If
the analyst then determines that the condition is not a software sneak or
questionable practice, a Software Documentation Error Report (SDER) is issued
describing the discrepancy.

3.3.3.2 Desk checking: Desk checking is one of the earliest forms of
software verification. It involves:

a. Reviewing a program listing for faults,

b. Performing arithmetic calculations to verify output value correctness,
and

c. Manually simulating program execution in order to understand and verify
program logic and data flow.

Since desk checking is such an ill-defined concept, it is difficult to i
provide a cost estimate for its use. It is undoubtedly true, however, that
moderate amounts of desk checking save more money than they generate in cost.

Desk checking efforts concentrate on areas of special problems, especially
suspected errors or code inefficiencies, and involve techniques appropriate to
that problem.

3.3.3.3 Peer code review: A peer code review is a process by which a team
of programming personnel (i.e., technologists) do an in-depth review of a program
or portion of a program, by inspection. In general, the responsible programmer
will verbally lead the participants sequentially through the logic flow of the
program as represented in the listing. All logic branches should be taken at
least once. The function of each statement will be discussed as it is
encountered. Program requirements and design specifications will be present J
for correlation of function to its driving factors.

Peer code reviews are expensive, adding 10 to 50% to the cost of software
implementation, since only about 100 source statements may be reviewed in an
hour, and the concentration of the participants wanes after a short time. Thus,
in many circumstances it might be wise to review key program portions and to
select other portions for review randomly.

A peer code review should not occur until after coding of the program to
be reviewed is completed, well annotated, and syntactically correct.
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3.3.3.4 Structural Analysis: A structural analyzer is an automated tool
that seeks and records errors in the structural makeup of a computer program
undergoing analysis. Structural aralysis is a relatively new concept, beginning
in the early 1970's. Structural analyzers are almost always language and
installation or project specific. Most structural analyzers built to date
accommodate only FORTRAN or COBOL. For example, DAVE, built at the University
of Colorado, processes CDC-6000 FORTRAN programs looking for uniritialized
variables via a very elaborate algorithm.

The major factor in the cost of a Structural Analysis is the acquisition
of a structural analyzer. Costs can range from trivial if the program is alreadyin the public domain, to upwards of $100,000 for implementation of an elaborate
analytical tool.

3.3.3.5 Proof of correctness: Proof of correctness is the process of using
mathematical theorem-proving concepts on a computer program or its design to show
that it is consistent with its specification. This is done by breaking the
program into logical segments, defining input and output assertions for each
segment, and demonstrating that, when the program functions, if all input asser-
tions are true, then so too are all output assertions. It must also be shown
that the program successfully terminates.

Many researchers are currently working in the proof-of-correctness area.
Small algorithms and programs have been proven in this environment; however,
it is at least 10 years away from being useful on programs of any significance.

Even for small simple programs, the symbolic manipulations involved in the
proof of correctness technique can be overly complex, introducing errors into the
computation of the statements to be proven as well as the proof of those state-
ments. Thus, the technique would be most successful on highly mathematical and
relatively straightforward segments of any program.

Lack of practical experience with proof of correctness makes it difficult
to quantify costs. Usage costs are significant, possibly adding 100 to 500%
to the cost of the portion of the software being proven.

3.3.4 Software Analysis Technique Comparison Matrix. The data for the
Software Analysis Comparison Matrix, Table 3-33, was obtained from the following
three sources:

1. "Checkout Techniques," Software Reliability Guidebook, Prentice-Hall,
1979; Robert L. Glass, pp. 86-104.

2. "Spectrum of Budgets/Costs for Software System Life Cycle Costs,"
Documentation of Successful Software Management Seminar, April 1981;
pp. 81-812.

3. Historical data from past and present performances of Sneak Software
Analysis.
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3.4 Task 4 - Specification and Tailoring Requirements. Task 4 - Using
the data collected on sneak circuit requirements and results, develop specifica-
tion, statement of work, and data item requirements that provide a capability
to tailor requirements to acquisitions of various types (type of equipment,
complexity, criticality, etc). Also, guidelines for monitoring a Sneak Circuit
Analysis including time phasing (i.e., conceptual, advanced development, full
scale development, and production phases) and schedule requirements (i.e.,
length of time to perform) shall be developed.

The approach for this task includes the development of descriptions and
rationale for the tailoring of Sneak Analysis requirements to acquisitions of
various types. The items included in this effort are:

1. Specification requirement for Sneak Analysis (Hardware and Software)

2. Request for Proposal considerations and evaluation criteria

3. Tailoring Statement of Work requests

a. Hardware Sneak Analysis
b. Software Sneak Analysis
c. Integrated Hardware/Software Sneak Analysis
d. Data Item Description
e. Third Party (Proprietary) Data Working Agreement
f. Project ScheJule
g. Combining Sneak Analysis with Other Analyses

The overall functional flow of the analysis selection process is shown in
Figure 3-6. The Sneak Analysis specifications are currently listed in MIL-STD-
785B, Reliability Program for Systems and Equipment Development and Production.
The specifications in turn lead the procuring activity to consider the applica-
tioti guidelines developed in Task 5. If the guidelines indicate the need to
incorporate Sneak Analysis in the reliability program plan, the next step would
be to determine whether the acquisition is to be sole source or released for
competitive bidding. In either case, the request for proposal considerations
should provide insight into the items for procurement. The final step would
include selection of the relevant task statement of work, data item descriptions,
and possibly third party agreements for proprietary documentation.

The second portion of Task 4 also requires the development of guidelines
for monitoring a Sneak Analysis task. These guidelines will aid the procuring
activity in effectively monitoring and utilizing the results of Sneak Analysis.
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Sneak Analysis
Specifications

E Sneak Analysis
Guidelines (Tsk 4.1.5)

Request for li iEvaluation
Proposal Criteria
Requirements

Hardware Software Integrated Multiple Data Item Third Party
Sneak Analysis Sneak Analysis Hardware and Analysis Description Agreement

SOW SOw Software SOW
Sneak Analysis

sow

Figure 3-6. Selection Process for Sneak Analysis

3.4.1 Specification requirement for Snea ysis. This specification is
written for a combined hardware/software task an, mnay be edited to suit either
task individually. In addition, the specification is written for an expanded
project phase usage, even though the Appendix A Sneak Analysis Project History
Tables contain past projects performed from the Full-Scale Engineering Develop-
ment phase through the Unlimited Production phase. (A complete specification
is provided in Appendix I.)
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3.4.1.1 Purpose: The Sneak Analysis technique described herein establishes
a standard procedure for performing the analysis and reporting the results. The
analysis is used to systematically identify and report sneak paths, sneak timingo
sneak labels, and sneak indicators which may exist in the design. All areas of
design concern and document errors discovered during the Sneak Analysis are also
reported. Such sneak conditions and design concerns that are discovered are to
be assessed for their impact on system performance.

3.4.1.2 Usage: Sneak Analysis is a powerful tool to identify system condi-
tions that could degrade or adversely impact the mission safety or basic equipment
reliability. It is a technique that can be applied to both hardware and software.
For hardware, SCA is generally based on the use of engineering and manufacturing
level documentation. Its purpose is to identify latent paths which cause occur-
rence of unwanted functions or inhibit desired functions, assuming all components
are functioning properly. SCA of electrical circuits is a mature and useful tech-
nique that can be performed on both analog and digital circuitry. The purpose for
Software Sneak Analysis is to define logic control paths which cause unwanted
operations to occur or which bypass desired operations without regard to failures
of the hardware system to respond as programmed. After a Sneak Circuit Analysis
and a Software Sneak Analysis have been performed on a system, the interactions
of the hardware with the system software can readily be determined. The effect
of a control operation that is initiated by some hardware element can be traced
through the hardware until it enters the system software. The logic flow can
then be traced through the software to determine its ultimate impact on the
system. Similarly, the logic sequence of a software initiated action can be
followed through the software and electrical circuits until its eventual total
system impact can be assessed. Finally, the analysis should be considered for
critical systems and functions where other techniques are not effective, but
should not be applied to off-the-shelf computer hardware such as memory or data
processing equipment.

Sneak Analysis is a useful engineering tool which, for hardware, can be
used to identify sneak circuits, drawing errors and design concerns. Software
analysis will identify software sneaks, design concerns and software document
errors. The effects of varying environments are not normally considered, and
sneak circuits which result from hardware failure, malfunction, or environmentally
sensitive characteristics are not usually identified. The identification of a
sneak circuit does not always indicate an undesirable condition; in fact, some
have been used to accomplish tasks when other circuitry has failed. The impli-
cations of a sneak circuit, therefore, must be explored and its impact on the
circuit function determined before any corrective action is taken.

3.4.1.3 Applicable documents: The following documents of the issue noted
or, if not noted, the issue in effect as of the date of the contract as shown
in Department of Defense Index of Specifications and Standards form a part of
this specification to the extent specified in Table 3-34.

74



TABLE 3-34. APPLICABLE DOCUMENTATION

DOCUMENT NUMBER DOCUMENT NAME

1. MIL-STD-785B Reliability Program Plan for Systems
(15 September 1980) and Equipment

2. MIL-STD-78C -Reliability Design Qualification and
(21 October 1977) Acceptance Test Standard (Appendix A,

Para. 40.7)
3. MIL-STD-882A System Safety Program Requirements

(28 June 1977) (Para.. 5.5.1.2.c)
4. NAVSEA TEOOI-AA-GYD-0l0/SCA Contracting and Management Guide for

Sneak Circuit Analysis (SCA)

5. DOD 5000.40 Reliability and Maintainability
(8 July 1980) (Para. D.2a)

3.4.1.4 Requirements: During the Full-Scale Engineering Development and/or
Unlimited Production phase, the contractor shall conduct or contract for Sneak *
Analysis of circuitry/software crit;cal to mission success or crew safety. The
analyses shall ideitify latent paths which cause unwanted functions to occur or
which inhibit desired functions. Potential design or equipment weaknesses are
to be identified and reported. An assessment of the system impact is to be
provided for the potential problem, along with a recommendation for corrective
action. In making these analyses, all components/software shall be assumed to
be functioning properly. These analyses shall be performed on production manu-
facturing documentation for each circuit analyzed, and the actual code and
specifications for the software to be analyzed during the Full-Scale Engineering
Development or later phases. Equivalent or design type drawings or logic flows
shall be used during earlier development phases.

The contractor shall present in the proposal a complete list or description
of the functions/circuitry/software for which Sneak Analysis is to be conducted.
The list of those functions/circuits/software to be analyzed shall be presented

to the procuring activity, together with the rationale for any deviations to the
specified systems.

The contractor shall specify the overall task period of performance along
with subtask periods of performance. Periodic reviews or report periods shall
be established to promote timely transmission and consideration of contractor
reports. A final report documenting the task and all findings shall be prepared
and transmitted at the conclusion of the task. Jf the Sneak Analysis task
includes change analysis, a final report for the baseline analysis shall be
required, followed at the conclusion of the change analysis task with a final
report documenting the change analysis reports.
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The contractor shall indicate the depth of the Sneak Analysis task in the
proposal. The typical hardware or software task occurs at the component level
or instruction level where cause and effect relationships are studied in detail. I
Systems defined as within scope of the contracted effort should be analyzed to
the detail component level. An interface analysis should be performed for that
portion of out-of-scope equipment or software directly interfacing with the in-
scope systems.

3.4.1.5 Technique: Four classical categories of the Sneak Analysis tech-
nique shall be addressed:

a. Sneak paths, which allow electrical current or software logic to
flow along unsuspected routes

b. Sneak timing, which causes functions to be inhibited or to occur
unexpectedly as a result of timing or function sequencing

c. Sneak labels, which cause an operator to initiate incorrect stimuli

d. Sneak indicators, which produce ambiguous or false displays.

A formal Sneak Analysis shall involve (1) classifying basic circuit or
software recognition patterns into which the system elements fall, (2) applica-
tion of "clues," or sneak condition criteria, applied to these patterns to uncover
sneak conditions, (3) assessing the effect of the sneak conditions on system per-
formance, (4) establishing accept/reject criteria, and (5) reporting of results
to the procuring activity.

The contractor shall identify latent flow paths, unexpected operational
modes, unnecessary components, etc., in case of hardware; or unused and inac-
cessible paths, improper branch sequencing, undesirable loops, etc., in the
case of software. The system Sneak Analysis should not be finalized until
complete production system drawings are available. Any proposed chan•ges made
after production drawing release shall be examined for introduction of sneak
effects before being adopted.

The contractor shall document the criteria, assumptions, delineation of
sneak paths, etc., of the analysis. The data shall be maintained and updated
to reflect any changes in equipment configuration.

3.4.1.6 Assumptions: Assumptions are made when performing Sneak Analysis
to establish the analysis boundaries, define terminology, and keep the scope
within cost-effective bounds. Tables 3-35 and 3-36 list the more common
assumptions for hardware and software, respectively.
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TABLE 3-35. HARDWARE SNEAK ANALYSIS ASSUMPTIONS

a. A Sneak Circuit is not dependent on a component or circuit
failure.

b. Unless otherwise specified, signals which cross analysis
boundaries (out of scope) are assumed to be correct involtage, polarity, and time for the circuit being analyzed.

c. The data base for the analysis represents the "as-built'
configuration of the system.

d. Parametric calculations are performed only to the extent
necessary to understand true circuit operations.

e. Environmental effects are not normally considered in the
analysis.

j

TABLE 3-36. SOFTWARE SNEAK ANALYSIS ASSUMPTIONS

a. The software specification is the design intent of the software.

b. The assembler or compiler does not introduce errors into the
software.

c. Assembled or compiled software is free of syntax errors, i.e.,
typographical errors.

d. The data provided represents the complete software program under
consideration.

e. Hardware induced problems are not considered. I
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3.4.1.7 Quality assurance provisions: To perform a valid Sneak Analysis,
provisions must be established to provide that: (1) all paths within a system
have been analyzed; (2) each path is directly traceable to the network tree in
which it was analyzed; (3) each component/statement is directly traceable to the
path in which it was analyzed; and (4) each component/statement is directly
traceable to the specific documentation used to establish the data base master
file.

The following provisions shall be used to produce a valid Sneak Analysis:

1. Network trees analyzed for sneak conditions shall be traceable to
the system's manufacturing drawings or source code. The network
trees shall contain all the wiring, components, or statements used
to generate the tree. Further, all paths necessary to initiate
and complete a given function shall be shown or referenced on one
network tree.

2. Each network tree shall be independently numbered.

3. An index shall be developed to show the network tree in which each
component or statement appears.

4. Each path shall be traceable to the network tree in which it
appears.

5. Each path shall be independently numbered, and its wire segments,
components, or statements traceable to the system's manufacturing
drawings or source code in which they appear.

6. Each path shall be independently analyzed as to its effects on
system operation, and records maintained indicating analysis
results.

3.4.2 Sneak Analysis Request for Proposal considerations. The basic
requirements for a procuring activity initiated Sneak Analysis Request for
Proposal (RFP) are presented in this'section. The outline can be tailored by
the procuring activity to suit a specific application. The outline is intended
to be specific enough for the procuring activity to properly assess and evaluate
contractor responses. Evaluation criteria are also presented to provide a basis
for evaluation.

The outline of the Sneak Analysis RFP and evaluation criteria are shown
in Table 3-37.
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TABLE 3-37. OUTLINE OF A SNEAK ANALYSIS REQUEST FOR PROPOSAL

REQUEST FOR PROPOSAL (RFP) OUTLINE

1. PROGRAM NAME 8. DATA REQUIREMENTS
2. PURPOSE OF RFP 9. TASK DESCRIPTIONS
3. SCOPE OF EFFORI 10. DELIVERABLES
4. APPLICABLE SUBSYSTEMS 11. MISCELLANEOUS
5. ANALYSIS DEPTH 12. FACILITIES AND SECURITY
6. CHANGE ANALYSIS OPTION 13. COST
7. ADDITIONAL ANALYSES 14. TIME REQUIREMENTS

EVALUATION CRITERIA (EC)

1. UNDERSTANDING PROBLEM 4. COST
2. RELEVANT PAST PERFORMANCE I 5. SCHEDULE
3. CAPABILITY TO PERFORM

3.4.2.1 Request for Proposal items:

1. Program Name - This is a title of the Sneak Analysis task which
is generally the program name. The major subsystem equipment
or software name may be added to the title.

2. Purpose of RFP - The purpose(s) for requesting the Sneak Analysis
should be stated. The rationiale may be oriented toward problem I
identification or design analysis at the Validation and Full-
Scale Engineering Development phases, or problem identification
or change analysis in later development phases. This section
should stipulate the task as being a "one-shot" analysis, a
continuing analysis with change analysis included, or a combina-
tion of Sneak Analysis with one or more analysis techniques.
Combined hardware and software Sneak Analyses are to be
stipulated as an Integrated Analysis.

3. Scope of Effort - The task scope should delineate the task require-
ments, depth of analysis, the system or subsystems included in
the analysis, the period of performance, and the end product
deliverables. The scoping paragraphs may contain important
notes or clauses from the remaining RFP items described ii this
section. Specific systems or subsystems may be exciuded from
the effort and listed in this section. If mult;pie systems or
subsystems are to be analyzed one at a time, the order and time
phasing for each subtask should be specified. The responsibility
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for data acquisition should be identified as a task for the
procuring activity, the Sneak Analysis contractor, or a third
party. When classified systems are to be analyzed, security
requirements should be specified for personnel, facilities,
documentation handling procedures, and computer processing.
The task scope should specify whether a change aralysis is
included in the overall effort, and, if so, the nuomber and
type of acceptable changes should be specified.

4. Applicable Subsystems - Applicable subsystems are to be accurately
and completely identified in the RFP. Figures and pictures may
be used to clarify and bound the applicable areas. Accuracy is
required in this item because cost, schedule or problem identi-
fication limitations may require analysis of only portions of
particular subsystems and whole subsystems in others. Whenever
portions of primary functions in the applicable subsystems
continue into equipment or software not considered in scope,
it is necessary to provide interface control documents,
functional system diagrams, or logic type diagrams that identify
or depict the remainder of the function.

5. Analysis Depth - Analysis depth is an important scoping considera-
tion because it has a direct bearing on cost, schedule, and
anticipated results. The procuring activity should specify
the level of the Sneak Analysis required as interface or
component level. Interface analysis concentrates on high
level system functions, while component analysis proceeds into
the detailed subsystem equipment. This RFP item is important
to the procuring activity because it enables a correlation of
RFP responses. Some responses may cover the designated sub-
systems and other RFP requirements for markedly lower cost
and schedule time due to performance of a higher level systems
analysis rather than a more detailed systems analysis. The
analysis depth specified in the RFP must be matched to the
level of detail in the acquired documentation.

6. Change Analysis Option - The incorporation and analysis of
electrical system equipment changes or software code instruction
changes must be specified in the RFP if desired by the procuring
activity. The change option may be limited to an analysis for
only the proposed wiring or software design changes brought about
by prime contractor response to Sneak Analysis reports. A more
formal change analysis would include all changes to a particular
configuration baseline. In either case, the procuring activity
should specify the number and type of changes desired and the
change analysis period of performance.
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A majority of change analysis projects occurred in the Space
Environment grouping of the Appendix A Sneak Analysis Project
History Tables. These were relatively long duration projects
in comparison to the Airborne and Grnund/Water projects. Typical
project phasing for a formal change analysis is during the Full-
Scale Engineering Development Phase and Full-Scale Prototype
Development Phase. The rate and number of changes are typically
high for these phases. By the Pilot Production and Unlimited
Production Phases, the project design has been firmed and under
configuration management control. The rate of change generation
is typically lower in these two phases.

7. Additional Analyses - Whenever Sneak Analysis is to be performed
in conjunction with other analyses, the selection and phasing
of'the tasks should be specified. Care should be exercised in
this process to ensure that the maximum benefits are achieved
for each of the analyses. Combined analyses are usually per-
formed on areas of circuitry or software that are new in concept
or design. They may also be applied to areas which have been
manifesting anomalies. Combining analyses is also a means of
achieving cost reductions. Central to any analysis is the
effort required to establish the configuration on which the
analysis is to be performed. A combined analysis effort
requires the design configuration building only once, and this
has typically been accomplished by the Sneak Analysis task for
electrical and software systems. The Sneak Analysis network
tree approach provides a functional layout of the system where
cause and effect relationships can be identified and depicted
easily. While the fundamental premise of Sneak Analysis assumes
no equipment or software failures, failures can be postulated
at any level and their effects traced through the systems in
the same way as a detailed Failure Mode and Effects Analysis.
The network trees also serve as the basis for other analyses,
which eliminates duplicate efforts, standardizes the configura-
tion, and lowers the overall costs.

8. Data Requirements - The data requirements for Sneak Analysis depend
on the task type and analysis depth. An interface analysis
requires interface control documents, system block diagrams,
high level functional diagrams and program description documents,
including requirements and specifications. A conmponent analysis
requires the logic flow diagrams and functional integrated
schematics or flowcharts, if they exist, along with the documenta-
tion required for an interface analysis. The analysis also
requires source code listings, detailed schematics, cable inter-
connect diagrams, wire lists, printed circuit network drawings,
and in some cases, assembly drawings, procedures and check-lists.
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The procuring activity must assign the data acquisition task
responsibility to the prime contractor and subs, to the pro-
curing activity itself, or to the performning Sneak Analysis
contractor. The procuring activity, working through the prime
contractor and vendors, has been the customary designee for
this task. Allocations for the data acquisition effort will-be
made regardless of who is selected. Items to be considered for
this effort are the prime contractor and vendor costs and delivery
schedules if they are designated for data acquisition. The pro-
curing activity and the Sneak Analysis contractor require funding
to identify, order, and possibly travel to acquire the documenta-
tion.

The procuring activity should verify that the overall program
contract has requirements for prime contractor, subcontractor
and vendor deliveries of drawings and software code which will
permit analyses (like Sneak Analysis) to be performed in a
timely and cost-effective manner. If delivery of drawings and
code has not been contracted for in the overall program procure-
ment process, additional cost will be incurred by the procuring
activity in obtaining drawings and code for the analysis.
Third party agreements will also have to be established which
identify the documentation users, the purpose, data handling
procedures, period of usage and final disposition of the
documentation.

Documentation acquisition must be timely and complete early in
the Sneak Analysis task or schedule impacts will occur. From
the results of Task 2, the majority of Sneak Analysis tasks
are under nine months in duration which means that the complete
documentation for such a task should be received within a month
of task initiation. Definite milestone dates indicating 50%
and 100% levels for data acquisition should be stated in the RFP.

The RFP should specify when the analysis is to include classified
systems so that special handling procedures are instituted.
Personnel avalability with proper security clearance levels
must be established, along with facility clearances. If data
processing is to be performed using classified data, then the
computer and computer facility must have been approved for
classified data processing.

9. Task Descriptions - The RFP should stipulate that the competing
Sneak Analysis contractors provide a description of the tasks
they are to oerform to identify sneak conditions in hardware
and/or software. The approach developed on the Apollo project
and refined through numerous Sneak Analysis projects is to use
network trees in combination with clue check-lists to identify
problems. The approach should be systematic, thorough, and
complete. The approach should demonstrate to the procuring
activity that each and every circuit function will be scrutinized
in detail. The intent should demonstrate that intended functions
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are turned on and off at the proper time and for the proper
duration, and also that unintended functions are not generated.
It is in the unintended function generation or inhibition that
Sneak Analysis excels. Sneak Analysis pursues functions from
the component level operations up to systew, level effects (as

in Failure Mode and Effects Analysis) aria from top level system
components doura to triggerinv zomponents (as i4 a Fault Tree
Analysis). Sneak Analysis also looks across component levels
for additional system effects.

The task description should also declare whether any automation
aids are contemplated for use in acconplishing the Sneak
Analysis task. Descriptions of the autonation aids should
be provided including the rationale for use. Relevant points
to consider for automation include:

a. Direct conversion of prime contractor manufacturing
data from magnetic tape (or other suitable media)
to acceptable input format for the Sneak Aralysis
computer programs.

b. Generation of the network trees used in the analysis
phase.

c. Timing analyses.

d. Some circuit analysis.

e. Change analysis.

10. Deliverables - The deliverables of a Sneak Analysis task should
be specified in the contractor proposal, along with concise
descriptions of each item. Descriptions of these reports are
proviaed in the example Data Item Descriptions provided later
in this section. As a minimum, the following output reports
should be included:

a. Periodic Status Report - This report documents the
progress of the vdrious Sneak Analysis subtasks,
identifies any problems encountered in the analysis
which might impede successful completion of the
project, tabulates all Sneak Reports issued, and
includes copies of the Sneak Reports as they are
issued. The Status Report is the primary means
of conveying the findings of the task in a timely
fashion. The majority of projects included in the
History Tables required either bi-weekly or monthly
status reports. Long duration projects, especially
in the Space Environment, also called for special
quarterly reports which summarized the activities
of the previous three-month period.
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b. Sneak Analysis Reports - This category of reports in-

cludes Sneak Circuit Reports, Design Concern Reports,
and Drawing Error Reports for hardware type systems,
and Software Sneak Reports, Software Design Concern
Reports, and Software Drawing Error Reports for soft-
ware type systems. An example of each type of report
is presented in Appendix J. The primary intent of
each report is to document a potentially serious
system problem in a form that is understandable, clear,
concise, and easily verifiable. The paperwork should
serve as a link from the Sneak Analysis contractor to
the procuring activity and on to the prime contractor.
The Sneak Analysis Report should briefly describe the
undesirable circuit or software condition, the poten-
tial crew or mission impact, all relevant documentation
so that the basic system configuration can be verified,
a figure depicting the actual condition, and a proposed
recommendation to eliminate the system problem.

c. Final Report - This report summarizes the entire
activities of the Sneak Analysis task. The report
should include the project purpose, scope, and an
overall assessment or evaluation of the analyzed
system(s). A complete listing of all documentation
used in the analysis should be provided so that the
configurations for the baseline system and system
changes can be established. A brief description of
the project tasks might be desirable, even though
they may be referenced back to the originating project
RFP. A tabulation of all reports issued by the Sneak
Analysis contractor to the procuring activity should
also be included, along with copies of each report.
Any problems which had an impact on the successful
completion of the task according to the scope and
terms of the originating RFP should also be documented
in the Final Report.

The three report types just presented are the minimum deliverables
for a Sneak Analysis task. If Change Analysis is to be performed,
any problem conditions can be reported sufficiently with the
above type reports. If a verification of check lists, T.O.'s,
or other military type procedure lists are included within the
scope of the contracted effort, slightly modified versions of
the Sneak Analysis Reports may be desirable. In this instance,
the reports would identify operator induced errors, errors in
control sequencing, and errors of interpretation and reaction
to equipment displays. Additional reports generated to document
the results of other analysis techniques should also be described
and included in the Final Report.
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The Final Report could also be used to implement the recommendation
to measure Sneak Analysis effectiveness, which is included in
Section 5.0 of this report.

11. Miscellaneous - Miscellaneous items which are required of the
Sneak Analysis contractor over and above the baseline analysis
should be specified. This may include, but not be limited to,
the following:

a. Additional analyses, such as Failure Mode and Effects
Analysis, Fault Tree Analysis, and Change Analysis.

b. Data acquisition and possibly some travel.

c. Program review support to provide liaison and inputs
for milestone events such as a PDR, CDR, first
flight, or scheduled tests.

d. Computer program development, possibly in the area
of converting prime contractor data to a format
usable in the analysis phase.

e. Classified data handling.

12. Facilities and Security - Facilities and security requirements
should be a part of the RFP, even when classified data systems
are not involved. This feature protects the proprietary
rights, if any, uf the manufacturing contractor. The entire
contractor facility or some designated portion thereof should
be cleared to handle the highest level documentation contemplated
for use by the Sneak Analysis contractor. Personnel should have
at least corresponding security clearances. This includes
direct management, engineers and software analysts, clerks,
secretaries, aides, and any other personnel participating in
the classified portion of the analysis. If any portion of the
task is computer-aided, then the personnel, computer and
computer facility must also be cleared. Dispositioning require-
ments to return or destroy acquired documentation and Sneak
Analysis contractor generated reports must be specified.

13. Cost - Cost breakouts for the various Sneak Analysis tasks will
normally be a separate report or volume from the RFP to allow
an Impartial evaluation of the technical portion of the RFP.
Cost factors include analysis personnel, computer processing,
classified data handling, data acquisition, travel, performance
of other analyses, and computer program development (if any).

14. Time Requirements - The time requirements (if any) of the procuring
activity should be stated in the RFP. Dates for support of CDR,
first flight or major systems tests have a direct bearing on
the tasks and sequence of tasks performed by the Sneak Analysis
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contractor. If the analysis is "one-shot" and scoped to a
single system or portion of a single system, then the task
approach is fairly direct. Otherwise, multiple systems
analysis or combined analyses will require the contractor to
prioritize the systems and the tasks within each system.

The RFP should also require a schedule of all major functions
to be performed by the Sneak Analysis contractor. The schedule
should show an orderly progression of tasks leading to successful
completion of the analysis, and any intervening milestones
specifically required in the RFP.

3.4.2.2 Evaluation criteria items:

1. Understanding Problem - Understanding of the problem is an important
evaluation criterion to judge Sneak Analysis proposals. The
evaluation criterion looks not only for an understanding of the
contractor's Sneak Analysis process and task relationships but
also the need and use of the analysis to satisfy the procuring
activity's requirements in a timely and cost-effective manner.

The task process may be different from contractor to contractor,
but will probably progress according to the following order:

a. Data Acquisition

1. Identify and acquire data if so tasked.
2. Log all documentation received.
3. Review all documentation for completeness and

correct level of detail.
4. Identify missing and required documentation.

b. Preanalysis

1. Identify functions in the documentation.
F 2. Verify overall system interconnections.

3. Exclude all ar is of documentation out of scope
for the effort.

4. Review adequacy of interface equipment or
software documentation.

c. Partitioning

1. Subdivide circuitry or software by functions.
2. Annotate documentation for subsequent encoding task.

d. Encoding (only if computer processing is used)

1. Convert detailed wire continuity segments to
computer format.

2. Convert detailed source code to computer format.
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3. Automate conversion process
4. Verify data masterFiles reflect actual system

configuration.

e. Computer Processing

1. Edit and analyze all user inputs.
2. Connect all circuit segments and software code.
3. Produce hardcopy plots of system network trees.

f. Network Tree Generation

1. Manually develop network trees if no automation
aids are used.

2. Annotate all functiunal remarks on network trees.
3. Annotate all cross-references on network trees.
4. Identify and annotate relevant descriptive

documentation.
5. Annotate interface information for out-of-scope

systems.

g. Analysis

1. Identify topographs (circuit or software patterns)
in network trees.

2. Apply'"clues" for each topograph.
3. Compare network trees to functional system flows.
4. Compare network trees to Interface Control Documents.
5. Compare network trees to procedure check lists.
6. Perform timing analyses where required.

h. Problem Reporting

1. Assess problem categorization (Documentation,
Design, Sneak).

2. Identify relevant documentation.
3. Describe problem.
4. Determine system impact of problem.
5. Provide sketch of system illustrating problem.

i. Status Reporting

1. Provide periodic status reports (bi-weekly or
monthly).

2. Provide quarterly status reports, if required.
3. Include all reports issued during the period.
4. Tabulate and identify report dispositions.
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j, Change Data Receipt (if change analysis option is included)

1. Acquire proposed and/or implemented system changes.
2. Log all documentation received.
3. Group changes by function or configuration control

board package numbers.

k. Change Data Inco, poration

1. Determine extent of change p&ckage.
2. Assess automation requirements if change is

significant.
3. Update network trees.

1. Change Data Anaiysis

1. Re-analyze all changed network trees.
2. Re-analyze all network trees affected by the

changed network trees.
3. Rerun timing analyses, if necessary.
4. Problem reporting is the same as baseline analysis.

m. Final Report

1. Summarize task purpose and scope
2. Describe analysis technique.
3. Provide composite listing of all documentation.
4. Provide tabulation of all reports and dispositions.
5. Provide copies of all reports.
6. Provide task assessment.
7. Provide additional task or system recommendations.

2. Relevant Past Performance - Relevant past performance is considered
to be a very important evaluation criterion. Actual performance,
along with an assessment of that performance, should be demnn-
strated and presented in the contractor's proposal. The distinc-
tion between actual performance and performance capability
needs to be identified and evaluated in the contractor's response.
To adequately evaluate responses, the contractor should be
required to provide task synopses similar to those required by
the Application Guidelines procurement and in addition, provide
upon request, copies of Final Reports for procuring activity
inspect-,on.

While the overwhelming majority of Sneak Analysis projects were
performed successfully, some projects were adversely affected by
incomplete and late data acquisition, technique development and
personnel learning curves. Sneak Analysis, as with other analyses,
requires a large expenditure in personnel development and training,
technique developient, task phasing, computer program development,
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and new technology incorporation. Relevant past performance is
thus essential for successful accomplishment of the Sneak
Analysis task.

3. Capability to Perform - Capability to perform Sneak Analysis is
the evaluation criterion which will be the most difficult to
assess. Different approaches will be offered in competitive
proposals by prospective contractors. Some may include the
formal Sneak Analysis process, variations to the process, or
substitution of other analysis techniques to achieve the same
end result. As a minimum, the capability to perform the basic
tasks listed in Item 1 would be a prerequisite for furtherm
proposal ev'luation. Some of the main task headings may change,
but the oveiall tasks should be equivalent. The next major
evaluation point will center on the analysis technique itself.
Since the major function of the analysis is problem identifica-
tion, many diverse approaches can be offered, and justifiably so.
Problems can be found by virtually any analysis technique, but
the overriding evaluation considerations are consistency,
systemization, and a unique perspective and perception of circuit
and software functions. Current automation aids and descriptions
of their intended use should certainly strengthen the evaluation
rating in the capability to perform criteria.

4. Cost - An evaluation of cost factors is especially important in
Sneak Analysis tasks, because cost has an important bearing on
the scope and depth of the analysis and vice-versa. Line item
costs for the basic analysis, change analysis and other analyses
should be separately reported in the proposal. Costs for personnel,
management and clerical support should be delineated, as well as,
computer processing costs, travel costs, and any other miscel-
laneous cost items. In general, Sneak Analysis has been sold on
the basis of the number of components in the electrical system
and the number of executable instructions in a software program.
The greater the number of components and instructions, the
greater the Sneak Analysis cost. However, cost needs to be
evaluated against proposed deptn of analysis. An interface
analysis cannot be expected to cost as much as a detailed system
analysis, for example.

5. Schedule - Contractor schedules should be evaluated for the proper
sequencing and duration of tasks. They should identify all
major task functions and project milestones. Since data acquisi-
tion is very critical, early milestones for data receipt are an
absolute necessity. Network tree construction can either be
shown as one complete task of relatively short duration in the
first half of the project, or as a continuing process throughout
most of the period of performance. Either approach is acceptable.
Analysis is the main task element of the procurement. The
longest duration task should be the analysis, hut the schedule
duration may not indicate such emphasis. Contractor discretion
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to rnan-load the task at this phase is certainly acceptable and
desirable. In addition, the functions listed on the schedule
are normally not that discrete in the performance of a Sneak
Analysis task. That is to say, some analysis is normally per-
formed in each task shown on the schedule.

The contractor schedule should also include reviews (both program
design and status), other analysis technique sequencing and
duration, change analysis if selected, and Final Report prepara-
tion and delivery. If classified data and proprietary data are
used, there should be a final data dispositioning task included.

3.4.2.3 Contract selection: Selection of the type of contract desired
for the Sneak Analysis procurement is primarily the option of the procuring
activity. However, the experience base acquired from the Appendix A Project
History Tables indicates that the predominant contract type is Firm Fixed
Price (FFP), as shown in Table 3-38.

TABLE 3-38. SNEAK ANALYSIS CONTRACT SUMMARY

CONTRACT COST PLUS FIXED FEE FIRM FIXED PRICE TOTAL~~ TyYPE "
YE NUMBER OF NUMBER OF NUMBER OF

ENVIRONMENT PROJECTS PROJECTS % PROJECTS

SPACE 8 45% 10 55% 18

AIRBORNE 6 10% 55 90% 61

GROUND/WATER 3 10% 27 90% 30

COMPOSITE 17 16% 92 84% 109

Table 3-38 illustrates that long duration projects (approximately one year
or longer) and projects with significant change analysis options are more likely
to be released as Cost Plus Fixed Fee (CPFF) contracts. In addition, those
projects which require contractor risk to accomplish unusual tasks are also
likely to result in CPFF contracts. The Space Environment is the primary project
environment for implementing CPFF contracts, with approximately half of the
project contracts so designated.

Short to medium duration projects (less than one year) are predominantly
issued as FFP contracts. The Airborne and Ground/Water environments result in
equivalent distributions with 90% FFP contracts. FFP contracts limit the
procuring activity's liabilities costwise in the performance of Sieak Analysis.

The type of contract should be stipulated in the RFP.
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3.4.3 Tailoring Statement of Work requirements. The process for tailoring
Sneak Analysis Statement of Work requirements to acquisitions of various types
is shown in generalized form in Figure 3-7. The process assumes that an assess-
ment of specification requirements and application guidelines (Task 5, Section
3.5) resulted in a decision to perform the Sneak Analysis task. The neea and
the rationale for the task are thus established. The process flow is now directed
toward determining how the procurement is to be implemented.

3.4".3.1 Tailoring process: The process flow shown in Figure 3-7 will be
presented as a step-by-step description of each function or decision block. The
blocks are numbered to clarify the path direction within the decision tree.

1. Identify Analysis Areas - The process begins in Block 1 with an
identification of relevant systems or subsystems. On the initial
pass, entire systems may be scoped to determine overall Rough Order
of Magnitude (ROM) costs. All equipment or software within each of
the designated systems would be identified by name, including component
equipment and interconnecting cables for hardware systems and main
routines and called subroutines for software systems. A high level
interconnect diagram and parts list are necessary for this step.

2. Estimate System Size - Block 2 requires an estimation of the number
of instructions in the software system. Typical systems are composed
of discrete devices and hybrid devices in hardware and high order
languages, assembly languages and machine code in software. Each
device or instruction can be translated into an equivalent number of
discrete components or assembly language instructions, respectively.

The overall number of components by category should be summed and used
in the next process block.

In the hardware estimation process, only equipment devices are counted,
not the interconnecting cabling. In the software estimation process,
only executable code is counted, comment code is not.

3. Compute Cost - Tables for computing costs for Sneak Analysis tasks are
included in Appendix B. The listed costs are derived for a 1979
dollar basis. The cost tables are intended to show the cost per
device type. By knowing the costs per device/instruction and the
number of devices/instructions, the ROM costs can be determined.

The cost tables have been evaluated and determined to be adequate for
estimating a ROM cost for Sneak Analysis. The budgetary estimate is
for planning purposes only. Experience has shown that the final
price for the performance of Sneak Analysis is frequently lower when
the actual drawings and/or source codes are used for price determina-
tion. In addition, the final project price may be lower when discrete
functions are identified within the overall systems and the analysis
is limited to those functions.
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4. Acceptable Cost Range - The derived ROM cost of the Sneak Analysis task
is compared to the budget levels allocated in the original program
reliability plan. If anticipated costs are within the budgeted level,
the procuring activity may begin the procurement process by proceeding
to the function in Olock 8 of Figure 3-7. However, since the original
estimate was a ROM, it may be necessary to perform a more detailed
estimate of costs to achieve higher confidence in the cost figures.
It should be noted that the derived cost is actually the centir point
of a cost range. For example, if the derived cost is $50,000 ± 10%,
the cost should be between $45,000 to $55,000.

If the task cost significantly exceeds the allocated analysis cost,
additional decisions must be made by considering reduction of
analysis scope or combining Sneak Analysis with other analyses.

5. System Scope Reduction - If the ROM estimate exceeded the planned task
allocation, a critical analysis of the designated systems should be
performed to isolate the desired functions. In effect, the task
effort should be scoped from the overall system level to the subsystem
level and possibly even to the component level. Non-critical functions
should be eliminated and a new scope of effort determined. The reduced
task scope may then be evaluated against the original statement of need
and costs recomputed by entry to Block 2. Process cycling through
scope reductions and cost computations may occur until desired task
cost levels are achieved.

Note - The procuring activity could request contingency funds to
supplement the uriginal task allocations. Program contingency
funds are those dollars not previously allocated to other
analyses. Sufficient budget could then be obtained and the
process flow could proceed to Block 8.

6. Combine Analyses - If it is not possible to reduce the number of
functions scoped for the analysis task, the procuring activity
should consider combining Sneak Analysis with other analysis tasks.
The overall cost of performing Sneak Analysis with specific analyses
such as Failure Mode and Effects Analysis and Fault Tree Analysis,
is lower than performing all three tasks separately. In this way,
lower overall budget expenditures can be obtained for the combined
tasks. The resulting allocations should be sufficient for the
combined tasks. If the resulting budget allocation is sufficient,
proceed to Block 8, otherwise the Sneak Analysis task must be
deferred until supplemental funds are available or the procurement
cancelled. An option is available to the Drocuring activity that
removes the requirement for a detailed Sneak Analysis and imposes
"the requirement for an interface Sneak Analysis. Very early in the
program development phase (Concept or Validation Phase) this may
be a viable alternative. From the Full-Scale Development Phase
and later phases, the analysis should be at the detailed level to
obtain significant results.
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7. Defer Procurement - If this task decision block is reached, a recon-
sideration of rationale or statement of need should be made. If
the decision is made to defer the task, periodic reviews should be
performed to re-institute the proposed task at the earliest available
time. The cost to identify problems, correct design and implement
changes increases dramatically when problems are detected in later
project development phases.

8. Contract Selection - After the Sneak Analysis task is properly scoped
and program funds are allocated, the next function to be performed
is selection of the type of contract and statement of work.
Table 3-38 presents types of contracts used in past analyses and
may be used as a basis for the pending procurement. The selection
of the proper statement of work is dependent on the equipment or
software composition and the addition of other task analyses.
Reference Section 3.4.3.2.

9. Competitive Procurement - The decision to issue a sole source procurement
or a competitive bid procurement can probably be made at an earlier
time in the process flow. If sole source selection is desired,
proceed to Block 13 of the process flow. If a competitive bid
procurement is selected, the decision should be made earlier in the
development flow to overcome the attendant delay in the project
initiation schedule until contract award.

10. Issue RFP - RFP considerations are presented in Section 3.4.2.1 which
are relevant to the RFP structure. The bid package should then be
circulated or announced in publications such as Commerce Business
Daily.

11. Evalaute Responses - Evaluation criteria considerations dre presented
in Section 3.4.2.2 and may be used as the basis for evaluating
contractor responses.

12. Contract Award - Contract award to the winning bidder is the final
step in the competitive procurement process and represents the
initiation of the Sneak Analysis task.

13. Sole Source Award - Sole source contracting for Sneak Analysis is the
most common procurement method based on the Project History Table
entries. This method offers a more imiiediate task startup and lower
overall program incurred costs since the competitive procurempnt
time phasing and expenses are elimiated.

3.4.3.2 Statements of Work (SOW): SOW description- are presented in this
section, along with a brief discussion of the SOW contents. Example SOW's are
provided in the following Appendices C, D, and E. The types of SOW's presented
include:

1. Hardware Sneak Circuit Analysis - example provided in Appendix C.

2. Software Sneak Analysis - example provided in Appendix D.
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3. Integrated Hardware/Software Sneak Analysis - example provided in

Appendix E.

4. Combined Analyses - this is a variation of Appendices C, D, or E.

The typical content of a Sneak Analysis SOW (hardware and software)
includes the following items:

1. General Purpose
2. Scope
3. Optional Change Analysis
4. Task Descriptions
5. Output Reports
6. Input Data Requirements
7. Period of Performance

1. General Purpose - This item includes the task title and overall
analysis objectives. If hardware only is involved, the example
SOW in Appendix C is applicable; if software only. Appendix D
applies; and, if hardware and software, Appendix E applies.
The boilerplate SOW's do not include the project phase
designator which would be odded if formal tracking of Sneak
Analysis effectiveness is to be performed.

2. Scope - The scoping section is one of the three primary SOW
tailoring items. For depth of analysis, an implicit assumption
is made that a detailed component or instruction analysis is
to be performed. Certainly the limits or bounds of the system
or software are to be expressed in sufficient detail so that
no doubt exists as to the functions or systems defined as in-
scope. This bounding produces the number of components and
instructions. If change analysis is to be performed, an extra
sentence should be added which dictates the analysis and
references item 3, Optional Change Analysis. Additional
scoping parameters include other analyses, classified data
systems, and data acquisition responsibilities.

3. Optional Change Analysis - The change analysis option should be
viewed in two ways. The first way includes the no-cost incor-
poration of engineering changes to the hardware or softwarc
prior to a designated task date. This task date has typically
been referenced to a time period onp to two months before the
baseline analysis computer processing phase. After this time,
the baseline is firmed and incorporation of changes is no
longer within the original cost structure, with one exception.
Changes, proposed or implemented, resulting from a Sneak
Analysis report, can be performed at no cost subject to the
number and relative size of the changes. In the second way,
change documentation received after the start date and before
a designated end date will be incorporated and analyzed if
this additional cost option is selected. The performing con-
tractor has two approaches for change analysis, which includes
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manually incorporating the changes on the network trees or
incorporating the changes into the data masterfile, running
the computer programs and generating revised network trees.
Only the chatiged network trees would be analyzed. However,
the volume of changes and/or the size of individual changes is
a distinct cost, schedule and performance risk faý..tor for the
performing contractor. To lessen this risk, the cost of the
change option is typically tied to a percentage level of the
overall baseline component or instruction count. The percentage
level is variable and is directly proportional to change cost.
Change analysis tasks are appropriately included in Cost Plus
Fixed Fee contracts.

4. Task Descriptions - Task descriptions normally address in ab-
breviated form the generalized set of tasks shown in Section
3.4.2.2. Variations may occur in the overall set depending
on the task application and scope.

5. Output Reports - Descriptions of the formal project reports may
be provided in this item and may be referenced to the SOW
Data Item Description. Sneak Analysis Reports and the Status
and Final Reports are the primary components of this SOW item.
A contract Data Requirement List will define the number of
reports required, fhe delivery dates, and the recipients of
the documentation. The Sneak Analysis reports may be omitted
if the primary purpose of the analysis is to identify and
describe a test or mission problem and when time is of the
essence.

6. Input Data Requirements - Input data requirements are normally
specified in a generic sense. The intent is to specify as-
built or as-coded documentation, but no industry-wide standards
exist and this introduces some risk to the performing Sneak
Analysis contractor. Documentation defined as detailed by
one contractor, subcontractor or vendor may be functional in
nature to another supplier. The actual level and names of
this "intended data" vary enough that absolute specification
is not possible.

All documentation may be received in a timely manner, but the

schedule could be impacted if the right data, level of data,
and current configuration data is not included. In
general, the task schedule shows data receipt milestones,
which, if they are not met, can result in a schedule impact
and possibly additional cost to the procuring activity.

The media for transmitting the data should be included.
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7. Period of Performance - The period of performance item1 describes
the main tasks shown on the project schedule with corresponding
dates. Special prograit milestone data corresponding to PDR,
CDR or first flight support can be included in this item,

3.4.3.3 Attachments to Statemtients of Work: Three attachments to Sneak
Analysis Statements of Work are described in this section. The Data Item Descrip-
tion is a required contract item, submitted as an attachment to the procuring
activity RFP. An example copy is provided in Appendix F. The third party
(Proprietary) data agreement is an optional input and is used only when a con-
tractor, subcontractor or vendor refuses to releasm- documentation without
assurances that the information will be safeguarded and its use restricted to
the Sneak Analysis task. An example copy of this agreement is provided in
Appendix G, The Task Schedule is the remaining attachment, and like the DID
is a required SOW attachment. An example project schedule is provided in
Appendix H. The project schedule should include as a minimum those tasks listed
in Section 3.4.2.2 and the required task durations.

No tailoring is required for these three attachmeits, except possibly for
task durations in the project schedule. The details of each attachment can be
obtained by reading the example attachments.

3.4.4 Guidelines for monitoring Sneak Analysis tasks. This section
presents the results for the secord subtask of Task 4. Guidelines developed in
this section are intended to acquaint the procuring activity with the necessary
roles and functions it should perform to ensure successful accomplishment of the
Sneak Analysis task. The guidelines contain active and passive functions.

The term procuring activity in this description is used to refer to both
the contract administrator and the technical monitor. The technical monitGr will
perform the majority of functions.

The primary functions of the procuring activity include the following:

1. Contract performance
2. Data acquisition and handling
3. Liaison
4. Report evaluation, coordination and disposition.

3.4.4.1 Contract performance: This activity encompasses many functions
designed to verify contractor compliance with the tenrs and conditions of the
contract. It also includes contract extensions, modifications, add-ons, and
redirections. The procuring activity should establish an orderly task startup
by initiating contact between the procuring activity, the Sneak Analysis con.
tractor and the data suppliers. During the task performance phase, the procuring
activity should maintain the established communication lines to promote necessary
information exchange. At the conclusion of the task, the procuring activity
should verify final report receipt and content, prepare necessary closeout paper-
work and verify all contract terms and conditions are met.
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During the course of the contracted task, the periodic status reports will
become the formal means of communicating task progress, problems and findings.
The contractor status reports should be reviewed to ensure satisfactory progress
on scheduled tasks and costs, and that these tasks are completed in a timely
manner as indicated on the project schedule. Task slides in the data acquisition
phase especially, and slides in the computer processing and network tree genera-
tion phases should be assessed to determine the impact on successful completion
of the project. The procuring activity should also assess the likelihood of a
task slide resulting in increased project costs. The procuring activity should
actively investigate the causes of the slides and take actions to bring the tasks
back on schedule.

The procuring activity should also verify all contract deliverables
specified in the CDRL are received on time and in correct quantities. The
deliverables should also comply with the DID items in effect for this procurement.
If classified data is used in the task project, the procuring activity should
verify proper safeguards and procedures are being used in the handling and trans-
mission of classified material.

3.4.4.2 Data acquisition and handling: The procuring activity should
maintain close contact in the startup phase with the Sneak Analysis contractor
and documentation suppliers so that all input data requirements are satisfied.
The procuring activity in particular should address the problems of incomplete
data, illegible data and incorrect data. Active support of the procuring

A activity is required to expedite solutions to these data problems because of the
* typically short duration associated with the data acquisition task. If pro-
.1 prietary data agreements are required, they must receive the procuring activity's

highest priority due to the long flow time in obtaining concurrence on third party
agreements.

At the project conclusion, the procuring activity should verify that the
proper disposition of the contractor supplied documentation is performed. Data
may be destroyed according to approved procedures, returned to the data suppliers
or the procuring activity, or maintained in the Sneak Analysis contractor files,
depending on the conditions specified in the contract. All documentation sent
to the Sneak Analysis contractor should be accounted for.

The standard operating procedures of the Sneak Analysis contractor should
include a means of logging and recording all documentation received, including
drawing numbers, revision levels, change notices, descriptive material, and
program code. The contractor should supply a copy of this log to the procuring
activity in every status report period in which data is received. In this way,
the procuring activity is aware the data was transmitted and received, and can
send this log to the document suppliers. The suppliers in turn should verify
that the log is complete, co.'rect, and reflects the current configuration for
the proposed systems analysis. If it is not, the procuring activity should
investigate the discrepancies and resolve the problem.
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Sneak Analysis tasks involving a baseline analysis only require early data
support by the procuring activity. Tasks which include change analysis require a
continuing participation on the part of the procUriny activity. It may be neces-
sary for the procuring activity to be a formal member of the prime and support
contractor change review board to ensure all change documentation is supplied
to the Sneak Analysis contractor. In particular, the grouping and collecting of
documentation changes associated with a single change directive is an important
function of the procuring activity. Otherwise, receipt of drawing and software
code changes associated with a particular change directive will be a disorganized
and disruptive occurrence to the performing Sneak Analysis contractor. If
possible, the procuring activity should see that the Sneak Analysis contractor

is supplied with the formal change directive paperwork which specifies the
revised hardware and software documentation. The Sneak Analysis contractor can
then be assured that the documents received completely specify the system change
and can be incorporated as a whole into the network trees and analyzed in an
organized manner.

3.4.4.3 Liaison: The procuring activity should maintain a continuing line
of communications with the Sneak Analysis contractor and the documentation sup-
pliers. The role of the procuring activity will involve responding to questions
by the Sneak Analysis contractor in regard to circuit and software operations,
timing considerations, design philosophy, operating procedures and component
specifications. Ideally, the procuring activity will possess a vast storehouse
of knowledge and will answer all questions completely. In practice, however,
the procuring activity becomes a focal point directing system questions to
specialist personnel. The procuring activity should exchange communications
between the two parties, but the text or results should be supplied verbally or
in writing. The procuring activity will then be aware of the subject, the
answers to the questions, and the disposition or status of any. other open items.
Misinformation or false assumptions can be detected early and corrected.

3.4.4.4 Report evaluation and disposition: This is the most important
function of the procuring activity. The Sneak Analysis contractor has been
contracted to identify and report systems problems and to transmit these results
to the procuring activity. From here the procuring activity must establish a
mechanism or procedure whereby the reports are critically assessed and evaluated
and steps taken to create revised designs or procedures which correct the
problems.

The process begins when the Sneak Analysis contractor notifies the pro-
curing activity verbally or in the status report of potentially serious sneak
conditions. Man critical or mission critical sneak conditions should be trans-
mitted by telephone (assuming unclassified data) as the problems are identified
and verified by the Sneak Analysis contractor. The written reports become an

S..input in the next scheduled status report. The procuring activity should study
the report in its entirety and should determine that the report is complete,
legible, understandable and the problem areas highlighted. The title of the
report should be descriptive of the sneak conditions, all relevant documentation
required to configure the system through which the sneak passes should be listed,
the ultimate system impact should be clearly stated, the problem description
should be clear and concise, a design recommendation to eliminate the problem
should be presented, and a graph or figure attached to illustrate the system
elements and the problem.
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When the procuring activity completes the report reviews, the reports
should be disseminated to the program problem review board for consideration.
Participation in the review cycle may be necessary to assure adequate review of
the problems. The procuring activity should then maintain and track the reports
through the review cycle to determine final disposition. When the reports are
released to the manufacturers, the first task should involve a report
review similar to that of the procuring activity. Next, the contractor should
verify that the documentation numbers and revision status are current and correct,
and that the drawing in the Sneak Analysis report is a correct rendition of the
system. Then the report should be evaluated as to whether the condition is
valid and possible. No assessment is required regarding the probability of the
problem occurring. If the problem is deemed to be valid, the next task is to
determine whether the postulated systemn effect is correct. Some testing and
engineering judgment may be required to perform this task. The results of the
entire investigation should then be documented and transmitted to the problem
review board and a copy to the procuring activity. Recommendations for report
disposition should be discussed, evaluated and documented, with the results sent
to the procuring activity.

The process now may take differen~t directions. If the report condition is
valid and a recommendation is made to correct it, the report should be transmitted
to the configuration control board for implementation. When design corrections
have been approved and released by the board, the revised documentation along
with the change authorization paperwork should be sent to the procuring activity
for eventual transmittal to the Sneak Analysis contractor. The contractor in
turn should examine the approved design changes by reanalyzing the revised
configuration. The contractor should be looking to verify the sneak condition
is eliminated, the design intent is accomplished, and no new sneaks produced.
The evaluation results are then transmitted back to the procuring activity.

If the problem review board determined tne report condition to be incorrect,
the rationale should be documented and transmitted to the procuring activity
and to the Sneak Analysis contractor. If incorrect documentation was the problem,
the procuring activity should obtain the correct and current documentation and
send it to the Sneak Analysis contractor. If the Sneak Analysis contractor is
in error, the procuring activity should inform the contractor of the situation.
The network tree construction process, the analysis technique training for
systems analysts, or quality control procedures on the project tasks can then
be improved and corrected. If a reanalysis by the Sneak Analysis contractor
disputes the problem review board disposition, the procuring activity should
consider a meeting of personnel to resolve the problem.

Report tracking should be instituted by the Sneak Analysis contractor.
All reports to the procuring activity should be assigned a unique report number
and recorded in a report log, aloig with the report title. This log should be a
standard attachment which is updated for each status report. The report disposi-
tion should be designated as open or closed. Open status implies problem review
board and change board consideration. Closed status implies a report disposition.
The typically closed report categories are:
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1. Hardware Change
2. Software Change
3. Procedure Change
4. Acceptable Risk
5. Cancel

Hardware and software changes affect the design documentation in all cases,
and depending on the program development phase, actual hardware equipment and
software code.

Procedure changes acknowledge the existence of the report problem, but an
evaluation may determine that the problem can be adequately worked around (but
not corrected). As long as the revised operating procedure is controlled and
maintained, no problems should occur. But, realistically, the dormant problem
can potentially recur due to design changes and design oversights. Procedure
changes should not be encouraged as responses to any problem reports, especially
in the early program development phases prior to unlimited production.

Acceptable risks also acknowledge the existence of the report problem,
but either cost and schedule considerations prevail or an assessment as to a
low probability of occurrence is given. In effect, nothing occurs other than
the evaluation. The report is thus judged to be of no consequence.

The final disposition category is cancellation. This may indicate an
incorrect Sneak Analysis assessment or incorrect documentation. The reason
for cancellation should be determined and appropriate action taken.

3.4.4.5 Miscellaneous: The volume, type of reports, and report phasing
are unique to each Sneak Analysis task. The Section 3.2 Task 2 results indicated
an average number of reports by type per project. However, the actual distribu-
tion of reports experiencrd for a particular project may vary significantly
from these averages due to many factors. A greater number of reports typically
occur in the early program development phases and the volume rolls off in the
Unlimited Production and Deployment phases. Report types (Sneak Reports,
Design Concerns and Document Error Reports) also follow the same trend line as
the number of reports.

One typical factor in the performance of a Sneak Analysis project is the
timing of the reports. In the data acquisition and network tree generation
tasks, the predominant type of report generated is the Drawing Error Report,
which identifies discrepancies in the documentation and the contractor's
assumption of the correct configuration. Design Concern Reports and Sneak
Circuit Reports may be found at this time, but the numbers are low. Once the
network trees are generated and the formal analysis task initiated, the pre-
dominant types of reports are Design Concern Reports and Sneak Reports. Few
Drawing Error Reports are issued in this phase.
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3.5 Task 5 - Sneak Analysis Application Guidelines. Task 5 - Develop an
application guideline for hardware and, if possible, software procurements that
provides: (a) rationale for defining risks, expected program costs for the
Sneak Circuit Analyses reliability and maintainability enhancements, schedule
impacts, and cost effectiveness for various equipments or system types complexi-
ties and environments, (b) information useful for determining, based on equipment
complexity and other factors, the scope and depth of a Sneak Circuit Analysis
required.

The basic data for this task have been developed in preceding tasks and
encompass hardware and software systems. This task uses the previous task results
as a basis for developing the Sneak Analysis Application Guidelines. Guidelines
concerning expected program costs and-analysis cost effectiveness required
additional research and information gathering. Section 3.2 task results have
already established the average number of equipment and software reports per
environment. The additional required data was the cost by phase to correct these
identified problems. The literature search resulted in the identification of a
trend chart for software systems. No corresponding charts were found for hard-
ware systems. Equivalent cost data to co-rect hardware system problems were
derived from the information on the Short Range Attack Missile (SRAM) program.
The results of this effort were cost trend charts which present the relative
cost to correct Sneak Analysis identified problems. The hardware and software
trend lines are similar.

A summary of the Application Guidelines is presented in Section 3.5.7.

3.5.1 Rationale for defining risks. The defining of risks from the
procuring activity's perspective can be considered in two ways:

1. Program risk in not performing Sneak Analysis
2. Program risk in performing Sneak Analysis

The risks associated with not performing Sneak Analysis include the
following:

1. Missed or overlooked problems - The effects of these problems can
range from no man or mission effects to catastrophic effects.
One of the primary findings resulting from the detailed study
of SCA effectiveness is that significant levels of equipment/
software problems are present in systems, regardless of the
program development phase. Reference Tables 3-4 through 3-7
and Tables 3-28 through 3-31. Sneak Analysis identifies some
of these program problems based on an analysis technique that
assumes no equipment failures. Other failure related analyses
can be combined with Sneak Analysis in the problem identification
effort.
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2. Increased Change Costs - Section 3.5.2 develops the cost figures for
correcting problems by program phase. If Sneak Analysis is not
performed, some or possibly all of the problems expected to be
identified in the analysis may eventually be detected by other
analyses, testing or event occurrence. Assuming that many of
the same problems are found, the net effect will most likely
be increased program incurred costs due to finding the problems
in later development phases. Change costs in the Pilot and

- Unlimited Production phases can have a major impact on overall
program funding allocations.

3. Schedule Impact - The occurrence of system problems in later
development phases can delay the accomplishment of scheduled
program milestones. Early detection of these problems is suggested
to allow for an orderly redesign of the equipment/software system.
This should reduce program schedule impacts associated with finding
and correcting system problems.

4. Reduced Reliability/Safety - Any unidentified problems in the overall
hardware/software system configuration are merely conditions awaiting
the time and operating mode(s) to occur. The occurrence of the
problems can be man or mission critical and can thereby adversely
affect the planned program safety and reliability estimates. The
criticality results illustrated in Tables 3-28 through 3-31
reflect the pronounced number of identified problems in
Criticality I systems, the decreased number of problems in
mission critical systems, and the lowest number of problems in
non-mission critical systems. The occurrence of these problems
and the potential for these problems to cascade through the
system certainly decrease reliability and safety margins.

5. Greater Testing/Analysis Requirements - The Sneak Analysis results
obtained especially in the Unlimited Production Phase are con-
clusive evidence that general testing and analysis requirements
do not identify all system problems. There are limits to the
capabilities of these functions. Sneak Analysis complements
these functions and decreases anticipated test and analysis
resource and cost allocations. If Sneak Analysis is not per-
formed, increased reliance must be placed on system testing
and other design and fault analyses.

6. National Prestige - This is a factor associated with catastrophic
failure on one extreme and complete mission success on the other
extreme. This factor is difficult to define or quantify. Cer-
tainly the program requirement to establish necessary and
sufficient safety and reliability levels is a guiding policy,
but it must be tempered with the consideration of the mission
or program intent. The tools used to achieve these necessary
and sufficient requirements should include Sneak Analysis, since
it is one of the few tools available for performing an overall
detailed systems analysis.
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The risks associated with performing Sneak Analysis include the
following:

1. Late Results - The analysis may be performed too late in the develop-

ment phase to implement cost effective design corrections. In

addition, identified problems may be resolved procedurally or

rationalized as inconsequential rather than'correcting the problems.

The problems then remain in the system awaiting the correct circum-

stances for occurrence. Those problems that are fixed may not be

subjected to the same degree of testing and analysis due to

pressing program milestones, thereby compromising mission safety

and reliability. Consideration should be given to performing the

analysis in an early development phase with a continuing change

analysis activity to prevent sneaks from being designed into the

constantly changing baseline system.

2. Incorrect Scope and Depth of Analysis - If the Sneak Analysis effort

is not properly scoped, the detailed tracking of system events and

functions may be inhibited. The Sneak Analysis contractor can be -~a

put into a position of having to assume system operation and

configuration. Identification of inadvertent system functions

requires sufficient documentation to configure the complete equip-

ment circuit and software routine functions. The procuring
activity should take an active role in determining project scope.

Implicit in this discussion is the requirement that the equipment

drawings and software code listings represent the current and

complete configuration. For the Validation and Conceptual phases,

the configuration drawings or software logic diagrams will most

likely be at the system and subsystem level, resulting in performance

of a high level Sneak Analysis. From the Full-Scale Engineering

Development Phase on to Unlimited Production, detailed drawings

and code should be available to perform a more in-depth analysis.

In general, Sneak Analysis tasks should be performed at the

detailed component or instruction level, since many of the prob-

lems normally identified by the analysis would be missed if the

depth requirement limited the analysis to higher level systems

and subsystems. An inspection of report conditions contained in

virtually any Sneak Analysis Final Report should provide justifi-

cation for this position.

3. Assurance - Like other analysis tools, no absolute assurance can

be given that all problems have been identified in the analyzed

system(s). Cause and effect relationships within the system

become more difficult to establish as the areas of analysis are

scoped to smaller and smaller entities. Quality control checks

on the analysis are critical for both large and small jobs.

i04



3.5.2 Expected program custs. This section addresses those program costs
which the procuring activity can expect to incur as a result of correcting Sneak
Analysis identified problems. The -:pproach is largely statistical in nature.
The information represents a single program in the Airborne Environment, but one
that may be considered a typical project application for Sneak Analysis. The
program selected for this study is the Short Range Attack Missile (AGM-69A and
AGM-69B). This program was selected for study because of the availability of
information. Sneak Analysis was not performed on this program. The main design
and production phases for this program occurred in the late 1960's and early
1970's when Sneak Analysis was largely confined to relay logic hardware designs
on manned spacecraft vehicles.

Program funding for the SRAM program began in 1964 and continues to the
present time period. Table 3-39 presents the overall annual proqram funding
from 1964 to the present, along with individual sums for Research, Uevelopment,
Test and Evaluation (RDT&E) and procurement.

TABLE 3-39. SRAM PROGRAM FUNDING

RID FUNDING PROCUREMENT TOTAL FUNDlINGYFAR (MILLIONS) FUNDING (MILLIONS) (MII LIONS)

1964-66 32.2 0 32.2
1967 30.8 0 30.8
1968 56.6 0 56.6
1969 83.3 16.1 99.4
1970 8a.7 10.0 92:.7 1
1971 56.5 112.9 169.4
1972 12.1 233. 1 245.2

1973 a 19g5.2 195.2
1974 0 131.1 131.1
1975 0 0 (2. S MODS) 2.s
1975 3.0 0 (2.5 MODS) 5.5

1977 1.1 0 (1.0 MODS) 2.1
1977 15.5 25.3 (AGM-696) 40.8
1978 12.2 0 12.2
1979 8.9 0 8.9
1980 8.2 0 8.2

$405.1 $729.7 *1134.8

A graphical representation of the Table 3-39 information is presented in
Figure 3-8 and illustrates the two major peaks in program funding. The first
peak is the 1969-1970 time period for the RDT&E portion of the SRAM program,
followed by the 1971-1974 time period for procurement. A total of 1500 SRAM's
were procured under this program effort.
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Figure 3-8. SRAM Program Funding

The next important block of information is displayed in Table 3-40,
which represents the desir,n history of change incorporation experienced on the
SRAM program. The first major change activity occurred in 1967 and continued
through 1974, the final year for missile procurement.

TABLE 3-40. SRAM DESIGN CHANGE HISTORY

NUMBER NUMBER TOTAL TOTAL AVERAGE
YEAR OF DCN', OF ADCNOs CHANCES PJsCGhM CHANGECOST

1966 0 0 0 32.2 -

1967 00 900 1300 30.8 23.692
1968 1000 1700 2700 56.6 20,963
1969 900 1000 1900 99.4 $2,316
1970 600 B00 1600 94.7 67,142
1971 500 700 1200 169.4 141,167
1972 200 400 600 245.2 408,167
1973 150 200 350 195.2 557,714
1974 ISO 100 250 131.1 326,00
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Table 3-40 presents the annual statistics for the number of Design Change
Notices (DCN's) and Advanced Design Change Notices (ADCN's). A composite annual
figure for all changes is also presented. For purposes of this study, it was as-
sumed that all design (basic and changes) beginning in 1967 would be represented
in one or more DCN's or ADCN's. No record of changes appears in the 1964 to 1966
time period, and it was assumed that no basic design was present in this time
period. Under this approach, the development of the basic design and all subse-
quent changes to that design may be tracked to specific DCN's and ADCN's. Total
program funding was then obtained from Table 3-39. Division of the total annual
program costs by the total number of annual system changes resulted in an average
annual cost per change. This approach spreads the entire cost of tooling, materi-
als, acluisitiun, manufacturing, design and test, and modifications over all
changes in the SRAM program. This is not a desirable approach, but it was the
only approach available for this study. Actual tracking of change costs by change
by year was not possible for this or other projects because of lack of data, as
referenced in Section 1.3. Numerous changes are typically included in a single
procurement, but actual resource costs to implement the changes are difficult if
not impossible to track. A more realistic approach would provide an annual level
of change cost from the initial contract award to contract termination. The
trends identified by this assumed change cost distribution are presented in
Figure 3-9.

5000 50

AVERAGE
K$/CHANGK

NO. OF 0 AVERAGE
CHANCES $KICHANGE

20"_ 2100

NO. OF

YEAR 19661197 19 1197011711372137311976

L PHASE CONIVA, FSED FSPOI PP I UNP 9

Figure 3-9. Number and Cost of SRAM ProCram Changes

Figure 3-9 depicts the change incorporation history for SRAM. Program
changes began in 1967, peaked in 1968 and tapered to zero by 1974. This change
history appears reasonable for the program duration shown. A sharper rise and
fall might be expected for Space Environment programs wnich involve a very small
number of vehicles, for example. The SRAM change levels are very smooth with
no interim fluctuations other than the peak in 1968.

107



Figure 3-9 also illustrates the trend toward increased program cost to
implement an "average" change. Once the procurement cycle is initiated, the
average change cost increases dramatically.

The information in Figures 3-3 and 3-9 and Tables 3-39 and 3-40 repre-
sents the base information for determining a representative cost to apply for
an average program change. The next step in the process of determining expected
program costs will be to summarize the number of problems found in past Sneak
Analysis projects. The product of the number of problems found and the average
"cost per problem summed to the cost of the Sneak Analysis represents the total
program cost; that is, total program cost = (number of changes x cost per
change) + Sneak Analysis cost. To generate a meaningful distribution of cost,
dollars and number of problems are grouped by program development phase.

Table 3-41 is a partial reproduction of Table 3-6, which represents the
average number of Airborne Environment Sneak Analysis Reports by program develop-
ment phase. Only the figures for Sneak Circuit Reports (SCR's), Design Concern
Reports (OCR's), Software Sneak Reports (SSR's), and Software Design Concern
Reports (SDCR's) are presented. The Document Error Report (DER) categories
have been omitted in Table 3-79 because they are concerned with discrepancies
between the various configuration drawings, specifications, and other supporting
documentation. In some instances, these discrepancies are actual representations
of sneak conditions. However, since the majority of DER's do not result in
sneaks and because of their high level of occurrence in a program, the report
levels were not included in the following tables and figures.

TABLE 3-41. SNEAK ANALYSIS REPORT AVERAGES, AIRBORNE ENVIPONMENT

DEVELOPMENT UNLIMSNIA PHASE CONCEPT VALID FSED FSPD PP PROD AVERAGE
ANALYSIS

SCR's 0 0 20 a 6 S 9

OCR's 0 a 1s 12 5 7 10

HW SUBTOTALS O 4 35 20 11 12 11.5

SSR's 0 9 a 3 17 7 10

SDCRS1 0 8 1 9 26 12 14

L SW SUBTOTALS 1 0 1* 12 37 1t 10.5

lable 3-42 is a cost summary of all Sneak Analysis projects by environment,
with separate totals for hardware and software projects. The table renresents
the non-adjusted project cost averages and the adjusted project cost averages
for a 1981 base. The non-adjusted average costs were obtained by summing all
project costs within a particular classification and dividing by the number of
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projects in that clazsification. The adjusted project costs were obtained by
first converting all project costs to a 1981 cost basis, summing all projects
within a particular classification and dividing by the number of projects in
that classification. Table 3-43 was used in converting prior year costs to
1981 costs. Two numbers per category are presented in Table 3-42 for the Space
Environment and the Composite Environments. The first number of the two-number
set represents the total sample of Space Environment projects, including Apollo
Skylab and Shuttle. The second number of the two-number set represents the
sample of projects excluding the three large projects.-

TABLE 3-42. ACTUAL AND ADJUSTED SNEAK ANALYSIS PROJECT COSTS

ENVIRONMENT NON-ADJUSTED ADJUSTED
ANALYSIS TYPE AVERAGE (SK) 19U1 AVERAGE ($K)

SPACE

HARDWARE 614182 11361153

SOFTWARE 0 0

SUBTOTALS 614182 1136/153

AIRBORNE

HARDWARE 77 113

SOFTWARE U 77

SUBTOTALS 73 106

GROUND.
HARDWARE 68

SOFTWARE p 101

SUBTOTALS 75 100

COMPOSITE
HARDWARE 177173 302/115

SOFTWARE 75 II

TOTALS 163175 2751111

TABLE 3-43. ADJUSTMENT FACTORS FOR PROGRAM AND PROJECT COSTS

YEAR 11967 1""1968ý1969119707111097273119-,!1.'S196,77I1,78h-,7,"1,,0 1987
INCREASE 0 3 3 4 3 6 7 1 8 9.5 11 112.51 l 14 15

1 4 F

ADUTMN 2 1

FATO n426ý.672O2296.0!95201.914S.311-0
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Assembling all of the previous information into a single tatle allows a

determination of eventual program costs. Table 3-44 represents a compressed
program data set displaying the total cost to perform Sneak Analysis and the
program cost to correct the Sneak Analysis identified problems.

TABLE 3-44. DERIVED HARDWARE PROGRAM CHANGE COST BY PHASE,
AIRBORNE ENVIRONMENT

No. o $113K TOTAL
SA **COST/ CHANGE ADJUSED CHANGE COST-'~lI.CHANGE -C2E .hSA COS COI L

CONcEPT 0 *(10) s.000 (50,000) 4o.000 (90,000) 1x

VALIDATION 0 *(20) 20,000 (4no,000) 41.000 ("1,0000) 5X

FSED 35 20,000 700,000 41,000 741,000 8X

FSPO 20 35,000 700,000 43.300 743,000 8X

PP 11 907: 9I O 7 Z i,700 45,000 1I035,000 12X
UNLINITLO 12 400,000 4,800,000 49.000 4.489,00}0 54X
PRODUCTION

* ASSUMED REPORT LEVELS**FIGURE 3-9 LOOKUP

The SRAM program major milestones were presented in the Missiles and
Spacecraft volume of the DMS Market Intelligence Report. These milestones were
used to partition the SRAM information into the six program development phases.

The time period for each phase may be determined from the program year shown in

Table 3-44. The number (f Sneak Analysis Reports is a direct extraction from

the hardware portion of Table 3-41. Estimated report levels for the Concept

and Validation phases were also included. The average cost per change was

interpolated from Table 3-40 after adjustment for program phase. The next

column of Table 3-44 is the Change Cost obtained by multiplying the number of

changes by the cost per change. The column entitled $113K Adjusted Sneak

Analysis Cost represents a readjustment of the 1981 average cost for an Air-

borne Environment hardware project to the applicable SRAM program development

phases. This cost summed with the change cost represents the total program

cost associated with identifying and correcting Sneak Analysis problems.

Notice that in this table, Sneak Analysis Cost to Total Change Cost ranges

from approximately 45% at the Concept phase to approximately 1% at the

Unlimited Production phase.

A more graphic representation of costs is illustrated in Figure 3-10.

This figure represents a relative cost curve babed on the Table 3-44 results.

Using the Concept phase dollar level as a basis, each succeeding program phase

is represented as a cost multiple and plotted. The resulting trend shows a

pronounced cost multiple in the Unlimited Production phase.
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Figure 3-10. Relative Hardware Program Change Cost Trend,
Airborne Environment

One additional interpretation can be obtained from Figure 3-10. The relative
cost difference between any two phases can be determined. For example, the cost
to identify and correct a problem at FSPD is eight times more expensive than at
the Concept phase. The cost at the Unlimited Production phase is approximately
seven times higher than at the FSPD phase.

The above tables and figures represent an Airborne Environment hardware pro-
gram. Adopting the same approach, Tables 3-45 through 3-47 were derived for the
Composite, Space and Ground/Water Environments. These tables also '.ontain the
relative cost multipliers.

TABLE 3-45. DERIVED HARDWARE PROGRAM CHANGE COST BY
PHASE, COMPOSITE

NO. OF SK $302/115K TOTAL
SA ".COST/ CHANGE ADJUSTED COST COSTP14SE .. CHANGES- CHAGE COST SA CoM $K MULTIPLES

CONCEPT 0 *(10) 5,000 so 108/41 158/91 1X/IX

VALIDATION 0 *20) 20,000 400 111/42 511/442 3X/SX
FSED 27.53 20,000 1060/540 111/42 1171/582 7X/SX

FSPO 23 35,000 806 114/43 919/846 6X/9X
PI) 21 90,000 1890 121/46 2011/1936 13X/21x

UNLIMITED is 400,000 6000 131/50 6131/6050 39X/66X
PRODUCTION

* ASSUMED REPORT LEVELS

** FIGURE 3-9 LOOKUP 111



TABLE 3-46. DERIVED HARDWARE PROGRAM CHANGE COST
BY PHASE, SPACE ENVIRONMENT

NO. OF K $1136/153K TOTAL
SA **COST/ CHANGE ADJUSTED COST COST

PHASE CHANGES CHANGE COST SA COST $K MJLTIPLES

CONCEPT 0410) 5.000 50 405/55 455/105 1x/1X

VALIDATION 0130) 20,000 600 417/56 1017/656 2X/6X

FSED 5/117 20,000 2340/100 417/56 2757/156 1X/6X

FSPO 55 35,000 1925 429/58 2364/1983 5X/i9X

PP 41 90,000 3690 456/61 4156/3751 9X/36X

UNLIMITED 15 400,000 6000 493/66 6493/6066 14X/58X
PRODUCTION

.. ,
* ASSUMED REPORT LEVELS
** FIGURE 3-9 LOOKUP

TABLE 3-47. DERIVED HARDWARE PROGRAM CHANGE COST
BY PHASE, GROUND/WATER ENVIRONMENT

NO. OF S98K TOTAL
SA **COST/ CHANGE ADJUSTED CHANGE COST

PHASE CHANGES CHANGE COST SA COST COST MULTIPLES

CONCEPT 0*(10) 5,000 50,000 35,000 88,000 IX

VALIDATION 0*(20) 20,000 400,000 36,000 436,000 5X

FSED 26 ?0,000 520,000 36,000 556,000 6X

FSPD 27 35,000 945,000 37,000 982,000 liX

PP 12 90,000 1,080,000 39,000 1,119,000 13X

UNLIMITED 20 400,000 8,000,000 43,000 8,043,000 91X
PROOUCTIC'*

* ASSUMED REPORT LEVELS

** FIGURE 3-9 LOOKUP

Table 3-48 merges the total hardware program costs into one area for

comparison purposes. The program costs for the Airborne and Ground/Water
Environments compare rather closely, with the one exception occurring in the

Unlimited Production phase. The Ground/Water Environment Change Cost for

this phase is the highest of the sample set. The Space Environment starts

with a high change cost and maintains this high differential cost throughout
the development cycle.
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TABLE 3-48. TOTAL HARDWARE CHANGE COSTS

PROGRAM
EENV IRONMENTN-, RONMENT 

GROUND/

DEVELOPMENT COMPOSITE SPACE AIRBORNE WATER
PHASE_ $K $K $K $K

CONCEPT 158 J55 90 88

VALIDATION 511 1,017 441 436

FSED 1,171 2,757 741 556

FSPO 919 2,354 743 982

PP 2,011 4,146 1,035 1,119

UNLIMITED 6,131 6,493 4,849 8,043

PRODUCTI ON

Using the same approach as above, Tables 3-49 through 3-51 were derived
for software projects for the Composite, Airborne and Ground/Water Environments.
The Space Environment has no past software projects on which to derive a basis,
although several new projects have been initiated since the start of the RADC
Application Guidelines effort. In general, the software program change costs
rise at a slower rate in the early development phases and exceed the hardware
costs in the latter two development phases. Software change cost trends indicate
a greater penalty associated with late identification and correction of program
"problems.

TABLE 3-49. DERIVED SOFTWARE PROGRAM CHANGE COST BY PHASE, COMPOSITE

NO. OF S S89K TOTAL
SA "COST/ CHANGE ADJUSTED CHANGE COST

PHASE CHANGES CHANGE COST SA COST COST MULTIPLES

CONCEPT O*( 5) 5,000 25,000 32,000 57,000 iX

VALIDATION 0*(10) 20,000 200,000 33,000 233,000 4X

FSED 15 20,000 300,000 33,000 333.000 6X

FSPO 12 35,000 420,000 34,000 454,000 8X

PP 41 90,000 3,690,000 36,000 3,726,000 65X

UNLIMITED 19 400,000 7,600,000 39,000 7,639,000 134X
"PRODUCTION
• ASSUMED REPORT LEVELS

** FIGURE 3-9 LOOKUP
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TABLE 3-50, DERIVED SOFTWARE PROGRAM CHANGE COST BY PHASE,
AIRBORNE ENVIRONMENT

NO. OF $77K TOTAL

SA "*COST/ CHANGE ADJUSTED CHANGE COST
PHASE CHANGES CHANGE COST SA COST COST MULTIPLES

CONCEPT 0*( 5) 5,000 25,000 27,006 52.000 1Y.

VALIDATION 0*(10) 20,000 200.000 28,000 228,000 4X

FSED 10 20,000 200,000 28,000 228,000 4X
FSPO 12 35,000 420,000 29,000 449,000 9X

PP 37 90,000 3,330,OOC 31,000 3,361,000 65X

UNLIMITED 19 400.000 7,600,000 33,000 7,633,000 147X
PRODUCTION

* ASSUMED REPORT LEVELS
**FIGURE 3-9 LOOKUP

TABLE 3-51. DERIVED SOFTWARE PROGRAM CHANGE COST BY PHASE,
GROUND/WATER ENVIRONMENT

NO, OF $108K TOTAL
SA -COST/ CHANGE AOJUSTED CHANGE COST

PHASE CHANGES C.H.NGE COST SA COST COST MULTIPLES

CONCEPT O0 5) 5,000 25,000 39,000 64,000 ix

VALIDATION 0*(10) 20,000 200,000 40,000 240,000 4X
FSED 17 20,000 340.000 40,000 380,000 6X

FSPO 0 35,000 0 41,000 -

PP 51 90,000 4,590,000 43,000 4,633,000 72X

UNLIMITED 0 400.000 0 47,000
PRODUCTION

* ASSUMED REPORT LEVELS
** FIGURE 3-9 LOOKUP

Table 3-52 merges the total software program costs into one area for
comparison purposes. A detailed comparison, however, may provide erroneous
trends considering the relatively small number of software projects.

114

1.



TABLE 3-52. TOTAL SOFTWARE PROGRAM CHANGE COSTS

PO-GRAM

COMPOSITE SPACE AIRBORNE GROUND/
FWATER

PHASE $ K SK tK .SK

CONCEPT 57 - 52 64

VALIDATION 233 - 228 240

FSED 233 - 228 380

FSPD 454 - 449 -

PP 3,276 - 3,361 4,633

UNLIMITED 7,639 - 7,633 -
PRODUCTION

During the literature search for change costs, relative cost levels to
correct software problems were identified in the July 23, 1981 Electronic Design
Magazine, page 75. The base reference is "Tutorial-Software Design Strategies,
IEEE, (EHD 149-5), 1974; authors Glen D. Bergland and Ronald D. Gordon. These
relative costs are displayed in Figure 3-11. A reasonably close approximation
exists between the relative software program costs shown in Tables 3-49, 3-50,
and 3-51. The one major difference occurs in the Test or Pilot Production
phase, and that difference may be caused primarily by the selection of program
phase boundaries shown in Figure 3-11.

3.5.3 Cost-Effectivity. Sneak Analysis cost-effectivity can be measured
in terms of return on investment and cost avoidance. The return on investment
for Sneak Analysis projects in terms of program dollars spent to number of
report conditions is typically greater when performed in the early development
phases. The distribution of hardware Sneak Analysis costs through the various
program development phases is uniform, as shown in Table 3-15. The number of
reports generated by phase is shown in Figure 3-12. The figure illustrates the
higher number of hardware reports found in the early development phases. Thus,
for hardware systems, more reports are generated in the early development phases
for approximately the same program dollar expenditure.
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Figure 3-11. Relative Software Program Change Costs
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Figure 3-12. Development Phase Distribution of Hardware Reports
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The distribution of software Sneak Analysis costs through the various
program development phases illustrates low average costs in the early phases
and higher costs in the later phases. The distribution of software reports by
phase is shown in Figure 3-13 and differs noticeably from the hardware trends.
The greatest number of reports occurs in the Pilot Production phase, two phases
later than the hardware trend. The offset is produced by the small number of
software projects and by project reliance or completed software code.

0LEGEND:

- - - ESTIMATED
- ACTUAL

7- TOTAL REPORTS

SSR's
SDCR's

NU BSkR OF SDIR's
SOFTWARE so-
SNEAK ANALYSIS
REPORTS

2s- SSR's
4- - SOCR'*

CONCEPT VALIOA'IoN PSED F5PO PP UNP

Figure 3-13. Development Phase Distribution of Software Reports

If Sneak Analysis becomes a formal part of Verification and Validation (V&V)
efforts, the early development phase report levels should increase, effectively
moving the report peak to an earlier phase. With low costs and higher average
report levels in the earlier phases and higher costs and high average report
levels in the latter phases, there is an evident need to direct the use of soft-
ware Sneak Analysis to earlier development phases to obtain maximum cost benefit.
The analysis would have to be implemented on each of the developed program
modules to identify modular level problems earlier and then followed by analysis
of the complete program code. If the analysis is implemented at an early
development phase, it is suggested that the Change Analysis option be selected
to compensate for the relatively large number of problems identified in the
later development phases. If software Sneak Analysis is not performed in the
early development phases, it should be used in the later phases because of the
relatively high number of problems which are identified.
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Note: Cost-effectivity based on averages can be misleading especially
in the context of overall program costs. Meeting or exceeding
the average report levels is not a prime consideration or
expected result for any particular project application. The
identification of embedded system problems is the primary
consideration, regardless of the numbers found. The identi-
fication of only one serious hardware or software condition
can more than offset the cost of the analysis, and in the
case of the later development phase, there can be an actual
cost savings. In addition, problems that cannot be and were
not found by other analysis tools can also be identified in

a cost-efficient manner.

The F-4C Nose Wheel Steering Sneak Analysis project is one
such example of an embedded problem which was identified for

a small program expenditure. The steering problem existed
in the fleet of aircraft and had escaped detection by other

means, until found in the Sneak Analysis effort. The
analysis was undertaken to find only one major system problem,
which it did identify.

An additional return on investment occurs in the Pilot and Unlimited Pro-

duction phases for combined analyses. Based on analysis of the Appendix A

Project History Table data, a majority of projects which combined Sneak Analysis

with other analysis tools (FMEA's, FTA's, PHA's, etc.) are present in the latter

two development phases. The resultant report levels for just the Sneak Analysis

portion compare very closely to the report levels shown in Figure 3-12. The

projects costs for the combined analyses are slightly higher than Sneak

Analysis alone. In effect, more analysis is produced for the given program

investment. A suggested approach is to perform Sneak Analysis along with hazard

analyses (PHA's, SHA's, SSHA's, etc.) at an early development phase such as FSED

and follow this effort with additional analyses such as FMEA's, FTA's, Common

Cause Failure Analysis, and Sinyle Point Failure Analysis. The initial hazard

analyses identified the primary system and subsystem level problems; Sneak

Analysis produces the network tree configuration and identifies detailed system

problems which are not fault dependent; and the final analyses search for fault

related problems and system effects. One major cost reduction associated with

combined analyses is the elimination of redundant documentation acquis-tion

efforts and redundant determination of system configurations. Some of the

redundant analysis and problem reporting functions are also eliminated in

combined analyses.

Cost avoidance accrues to the program when problems are identified and

corrected early in the development cycle before cost becomes a dominant factor.

Tables 3-44 through 3-51 display a numeric cost multiplier which can be used to

determine cost savings. The cost multiplier establishes the relative cost to

perform Sneak Analysis and implement corrective fixes to system problems.
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A base level of one is established for the concept phase. The multiplier numbers
are then increases in costs over the concept phase costs. Differences in program
costs between any two phases represent added or avoided costs. Using the Air-
borne Environment Table 3-44, the cost multiplier for performing hardware Sneak
Analysis and incirporatine system corrections in the FSED phase is 8 X ($741K),
while the same effort in the Unlimited Production phase is 54 X ($4,489K). The
cost avoidance for FSED is then approximately a factor of 6 X ($3,748K) of the
Unlimited Production phase analysis.

The Ground/Water Environment Table 3-47 contains the largest hardware cost
spread of the three environments. This distribution of cost is produced by the
relatively high number of reports identified in the later development phases.
A cost differential of 15 X occurs between the FSED and Unlimited Production
phases.

Figure 3-11 illustrates a greater differential between phases for software
programs. The differential between the FSED and Unlimited Production phases is
25X to 250X. The higher multiple can be expected and is reasonable when software
development is not firmly rooted and guided by the requirements and design phases.
PrG• ams with formal V&V should tend toward the lower relative cost level.
Figures 3-11 and 3-13 demonstrate the importance of problem identification in
the later phases. Regardless of the testing and approach, reportable problems
still exist. Maximum cost avoidance for software development can be achieved
if Sneak Analysis is performed at the FSED while the design is still fluid and
can be changed for relatively small cost.

3.E.4 Schedule impacts. Schedule impacts can occur at the program level
and/or at the Sneak Analysis Project level. The problems identified in Sneak
Analysic reports can and have produced program level schedule impacts. Report
cond-. s identified in late development phases, in particular the Unlimited
ProduL i phase, can have serious implications for scheduled program milestones.
Severa, nace Environment programs implemented hardware corrections while the
vehicle .s either on the launch pad or in a vehicle assembly building awaiting
rollout to the launch pad. When these serious problems were found, potential
design modifications were considered and then a final design fix was chosen and
implement3- The extensive testing and consideration of undesirable operating.
modes were dccomplished in a very short period of time, a situation conducive to
error. C- ýously, it would have been desirable to identify and correct the
design or operating def ciencies at an earlier phase and allow for more extensive
testing of the design corrections.

Since the output of a Sneak Analysis Project is the Sneak Analysis report
set (SCR, PCR, DER, SSR, SDCR, SDER), the resultant program schedule impact
is dependent on the number and types of problems identified. Numerous equipment
or software conditions validated by the procuring activity and prime contractors
can become an indicator that the systems or subsystems included in the analysis
contain undesirable operating modes relevant to the safety of the crew and
successful mission completion. Suggestions for correcting the design or opera-
tional deficiencies included in the report offer the iroblem review board at
least one viewpoint for consideration. If the report conditions occur in areas
previously analyzed, then consideration should be given to expand the analysis for
the complete systems or subsystems.
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The types of problems found in a Sneak Analysis can also have an impact on
program schedules. One of the more desirable situations is to run a controlled
test to demonstrate the problem and its consequent system effects. Some problems
are of this category and are relatively easy to demonstrcte. Other problems
require repeated cycling in order for the condition to occur. Normally these
equipment or software problems are associated with race conditions or equipment
sizing and may only occur after some component degradation. These apparently
non-repeatable or non-occurring problems give rise to the likelihood of occur-
rence argument. The reported condition may then be dismissed solely on the
basis of a value judgment. Extreme care should be exercised in dismissing the
report conditions and the possible system effects.

In some cases, a single Sneak Analysis report may document many conditions,
although only one condition is described in the body of the report, For exa:-.le,
multiple points in a design intended to have redundancy may be corprorised by a
common condition, such as common connectors, power supplies, or electrical
isolation. Rather than issue separate reports for each .ondition, only one
report is issued and all conditions are listed. The resolution of the report
conditions may be so extensive that only a major program redesign and/or corse-
quent schedule slide are possible.

Once problems identified by Sneak Analysis are detcrmined to have a schedule
impact, proposed equipment or software modifications should be sent to the oer-
forming Sneak Analysis contractor. The Sneak Analysis contractor should tnern
incorporate the proposed changes into the configuration baseline (network trees,
and reanalyze the affected circuitry or software. The intent here is to assure
that the modification achieves the desired system operation, and that no addi-
tional sneak conditions are generated. The analysis can be performed on a
proposed modification, thereby saving schedule time in the recesign, imicie;ýenta-
tion and testinq cycle. The later the program development phase, the more the
change analysis option should be considered by the procuring activity.

Schedile impacts can also occur in the performance of the Sneak Analysis
project itself. The data acquisition phase of a Sneak Analysis project is
critical to successful completion of the task. Timely data 3cquisition of the
correct type documentation is required so that inspection of the data for coir.-
pleteness and hookup can be performed. Any missing data areas or inconpdtible
conrigurations, especially at equipment or module interfaces, can be investigated
and new drawings or source computer code program listings ordered. In general
all data should be received within the first 20% of the Sneak Analysis project,
but this may vary depending on the requirements of the particular application.
In no case should the data acquisition schedule exceed one-third of the project
duration, unless this data is change information. Failure to acquire data in a
timely manner can result in task schedule slides and increased analysis cost.

All Sneak Analysis reports should be evaluated by the procuring activity
in a timely fashion. Any comments on the reports, including final report disposi-
tioning, should be transmitted to the Sneak Analysis contractor. This is
especially important in the initial project phase for the Drawing Error Reports
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for hardware and software. Discrepancies between various types of documentation
are reported, including the stated assumption on the part of the contractor as to
which document(s) is correct. If the assumed correction is incorrect, errors can
occur in the subsequent network tree configurations, invalidating some downstream
analysis. All drawing error conditions should be resolved and coordinated with
the Sneak Analysis contractor prior to the first one-third of the project
schedule.

No evident project schedule impacts occur as a result of the type of equip-
ment or software to be analyzed. Digital type systems require a slightly longer
performance schedule than relay type logic only because of the amount of
circuitry incorporated in the system.

3.5.5 Analysis scope and depth. Scoping factors which should be considered
in a Sneak Analysis application include the following:

1. The number and type of components and/or computer instructions
2. Schedule requirements
3. Data availability
4. Change Analysis
5. Estimated project cost

The most important scoping factor in a Sneak Analysis application is the
number and type of components involved in the system or systems to be analyzed.
The greater the number of components, the higher the cost and the longer the
required project schedule. The type of equipment may be digital, analog, or
relay for hardware systems, and high order or assembly language for software
systems. No particularly significant scoping requirements are associated with
any of these system types. Digital systems incorporate much more circuitry in
small physical dimensions, but the analysis is basically performed using the
same approach, changing only some of the Sneak Analysis clues. Relay and
digital systems are the two most prevalent hardware categories selected for
Sneak Analysis, as shown in Tables 3-8, 3-17, and 3-26. Hardware systems cur-
rently are tending more toward digital type applications. Assembly language is
the most prevalent software category selected for Sneak Analysis. However, this
software trend should change as more and more program applications shift to the
high order languages.

Sneak Analysis project applications involve one or more of these equipment/
software types, even though the scoping requirements may restrict the analysis
to a particular system or subsystem. Table 3-53 displays a condensed listing
of the equipment/software applications found in the more detailed Appendix A
Sneak Circuit Analysis Project History Tables. The contractor selected for the
analysis should possess the demonstrated capability to perfor-m in these areas.

Some of the program applications have involved the entire vehicle or
module, while other applications have been restricted to particular systems and
subsystems. Program cost and schedule considerations late in the development
cycle tend to limit the application of Sneak Analysis to particular systems and
subsystems. The limitation is due to the lack of programmed or allocated funds
for the analysis. The average 4-6 month analysis period of performance may not
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support program milestones if not properly scheduled. If the targeted program
represents a fielded system, there may be a problem concerning maintained and
up-to-date drawings to use in the analysis. Initiation of Sneak Analysis in the
earlier development phases allows for the analysis of more systems. The analysis
can also be staggered to concentrate on particular systems first and then to
initiate lower priority systems.

TABLE 3-53. SNEAK ANALYSIS EQUIPMENT/SOFTWARE APPLICATIONS

SNEAK ANALYSIS EOUIPMENT/SOFTWARE APPLICATIONS

ELECTRICAL POWER GENERATION CAUTION/WARNING SYSTEM
ELECTRICAL POWER DISTRIBUTION MONITOR/CONTROL SYSTEM
ELECTRICAL POWER CONTROL INSTRUMENTATION SYSTEM
ELECTRICAL SUPPORT EOUIPMENT DATA ACQUISITION AND PROCESSING
FLIGHT/LAUNCH SEQUENCER TELEMETRY/SIGNAL CONDITIONING
FLIGHT CONTROL SYSTEM DATA RECORDER
GUIDANCE/NAVIGATION SYSTEM COUNTERMEASURE/DISPENSER SYSTEM
LANDING SYSTEM LASER SEEKER SYSTEM
ATTITUDE CONTROL SYSTEM EN•VIRONMENTAL CONTROL SYSTEM
ANGLE-OF-ATTACK TRANSMIT|tR EJECTION SEAT SEOUENCER
PROPULSION SYSTEM DIAGNOSTIC SYSTEM
ENGINE CONTROL SYSTEM LIGHTING SYSTEM
THRUST REVERSER/FULL CONTROL SAFETY SYSTEM
AVIONICS SYSTEM TRANSPORTATION SYSTEM
THERMAL CONiROL EXPERIMENT SYSTEM
ORDNANCE/PYROTECHNIC SYSTEM COMPUTER DATA LINK CON!TROLLER
ARMING AND FUSING SYSTEM SHOP TEST EOUIPMENT
WEAPON CONTROL SYSTEM BLOWOUT PROTECTION SYSTEM
FIRE CONTROL RADAR SYSTEM TOWER LOWERING SYSTEM
DETECTOR SYSTEM ON-BOARD SOFTWARE

A priinie consideration in scoping a Sneak Analysis project is the complete-

ness of functions depicted in the drawings and/or source program listings. Much
of a system design may be included in the supplied documentation, but the require-
ment for documentation outside of the scoped area may be required. For example,
assume that a flight control system interfaces with the electrical power system,
navigation system, active control system and the computer system. If the equip-

ment comprising only the flight control system is selected, undefined interfaces

exist beyond which the performing Sneak Analysis contractor cannot see. Assump-

tions as to function, timing and configuration must be made in the course of the

analysis. As much as possible assumptions should be based on interface documenta-

tijn, which, while not showing the actual circuit or code detail, specifies

function and pin or channel number assignments. It would be desirable to include

documentation depicting the circuit/software configuration, eliminating the need
to make assumptions.

Sneak Analysis task schedule requirements can also have an impact on task

scoping. If the analysis effort is to coincide with and support major program

milestones such as PDR, CDR, test, and first flight, then consideration needs

to be given to the anticipated task duration. A majority of past projects

indicate a task duration of from three to nine months, as shown in Table 3-16,

with an overall project average of six months.
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The scoping and scheduling of Sneak Analysis is dependent on the availability
of system data. Complete data packages describing an individual system or sub-
system should be available for the analysis. If the complete data is not currently
available, the analysis can be scoped to those areas that are complete and the
analysis sequenced into the remaining areas as data becomes available. Ir. this
way, the complete system or subsystem can be analyzed a section at a time and then
the various sections joined in an integration analysis. If many desired functions
are missing in the designated system and will not be available by at least one-
third of the project duration, the procurement for this application should be
slid until the documentation becomes available.

The performance of change analysis is very dependent on project duration.
Short duration projects under three months are not ideal applications for change
analysis, unless all baseline data and the complete change package are available
at project initiation. Attendant delays in transmittal of data can impact short
duration projects. Projects of six or more months duration are better candidates
for change analysis. Formal change analysis is an extra cost option for Sneak
Analysis tasks. Approved and released changes can be evaluated under this option.
Proposed changes occurring in response to reported sneak conditions can and
should be evaluated within the scope of the baseline Sneak Analysis effort.

Estimated project cost can be a major consideration in the performance of
Sneak Analysis. Costing information provided in Appendix B is an indicator of
analysis cost based on the types of equipment composition and the number of
components/instructions. Actual cost may be significantly less when the task
is scoped to analysis of particular system functions. Corresponding program
dollars should be allocated and maintained in the reliability program plan
so that the analysis can be performed. If the anticipated scope of the analysis
and/or the systems to be analyzed change sufficiently, cost considerations may
dictate a rescoping of the task. The cost tables should be used as an estimating
tool to determine the extent of the systems that can be included. Digital and
analog systems are higher cost due to the large amount of circuitry involved.
High order language software applications typically cost more than an equivalent
number of assembly language program applications. Additional tralcking and ac-
counting of functions is required in the high order language application.

Depth of analysis should be at the detailed component/instruction level,
instead of at the subsystem or system level. Other analyses are available for
considering the higher level analyses, hut very few of the analyses can be
implemented on the detailed level. Sneak Analysis is unique in approach and hNs
dvmonstrated the capability to identify problems not found by these other
analyses and extensive testing. The experience.to date which is reflected in
Figures 3-12 and 3-13 indicate that the detailed level is the desired level to
perform Sneak Analysis. Some project appliations were performed at a higher
level with good results, but additional problems could have only been found at
the detailed level.
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3.5.6 Application guideline summary. This section summarizes the Sneak
Analysis Application guidelines which have been developed throughout this docu-
ment. The primary guidelines include:

1. Establishing need for Sneak Analysis

a. Reliability improvements in the overall program result from
the identification and resolutions of system problems.
Sneak Analysis is very effective in identifying problems
which may be missed by other analyses,

b. Independent analysis is currently the only established ap-
proach for the analysis. The analysis must be performed
by a contractor independent of the design group to preserve
the integrity of the effort. It is also an excellent
analysis tool which can be used to verify or cross-correlate
the results or findings of other analyses.

c. Problem detection to eliminate the need for costly retro-
fits or redesigns in mabs-produced systems and possible
loss of irreplaceable one-of-a-kind systems such as
spacecrafts or particular airborne equipment are
immediate considerations for performing the analysis.

d. High criticality of the systems to be analyzed also
warrants the analysis. Man or mission critical systems
are thL most likely candidates. Low criticality systems
may be eliminated from consideration as long as no active
control functions are performed in these systems.

e. Unresolved system problems that have not been found by
other analyses or tests are also good candidates for
Sneak Analysis. If the analysis is undertaken to
identify or isolate these system problems (typically during
late development phases) allow the contractor some additional
leeway in cost and equipment/instructions included as in-
scope. Frequently, the unidentified problem causes are
located in "unrelated" equipment/software areas. Analysis
of only problem prone functions, or areas where the
problem is mj.nifest, such as an instrument panel or test
equipment, may be insuffici'rnt to locate the cause of the
system probl ems.

f. A high change rate in the baseline design can also bp used
to justify the analysis. Loss of the design configuration
baseline resulting from greater than expected change
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rates can be rectified by the detailed analysis of each
change before the change is implemented in the hardware
or software system.

y. Sneak Analysis is a cost-effective tool in all phases of
program development, but the analysis results exhibit a
pronounced effectiveness in early development phases, and
particularly in the Full-Scale Engineering Development
Phase.

2. Determining applicable systems

a. Systems which perform active functions are the primary
candidates for Sneak Analysis. Electrical power, distribu-
tion and controls have traditionally been the main areas
for hardware analysis. Computer programs which actively
control and sequence system functions are good software
candidates. In general, those C3 systems which occur in
the commanu and control areas are the primary candidates.
Non-repairable systems are especially good candidates.

b. Passive systems that do not affect the overall orogram
operation can be,omitted from analysis consideration.
This can includecertain communication systems and navi-
gating systems, such as stand-alone radars. Fire control
radars, however, are integrated with other systc..s and
provide direct control over soecific functions. They
are not passive systems. Highly redundant passive systen:s
may also be excluded. Redundancy in control areas, however,
is not grounds for eliminating the analysis. There may
be design problems which compromise or destroy the redundant
design.

c. Sneak Analysis can and has been successfully implemented on
complete vehicle or program applications, a, well as limited
subsystem or functional applications. The analysis is best
performed on configurations involving numerous system inter-
faces and large size systems. The high number of interfaces
as well as the complex designs are primary causes of embedded
sneak conditions.

d. The applicable systems should be completely specified by
component or instruction level documentation in the form
of schematics, drawings, wire lists and source computer
program code so that the analysis can be conducted at
the "as-built" and "as-coded" levels, rerpectively.
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e. Detailed analysis of critical systems can be performed by
blending various analysis techniques which bring to bear
the best features of each analysis in identifying design
and fault related problems. Favorable project results
and costs are obtained in blended analyses. Highly
critical functions can be identified by otKer high level
system analyses such as a Preliminary Hazard Analysis or
System Hazard Analysis.

3. Calculating project cost and allocation of program budget

a. The cost of Sneak Analysis can be computed on the basis of
the number and type of hardware components and the number
and type of computer program language instructions. The
Appendix B cost tables are used in cost computations and
assume the performance of a detailed Sneak Analysis for
all of the components in the estimate.

b. Limited budgets may force scope reductions and restrict
a broad program application of Sneak Analysis. The
aralysis can and has been scoped to individual systems,
subsystems and functions. Excessive scoping, however,
could limit the analysis effectiveness by eliminating
the detailed function tracking which is typically
developed across system boundaries. Acceptable project
costs are possible by selection of limited program
systems as illustrated in the Appendix A Project
History Tables.

c. If program funding and/or documentation are major factors
restricting performance of Sneak Analysis, then an
incremental contracting approach can be undertaken.
Perform Sneak Analysis on one or more of the higher
criticality systems for which documentation is readily
available. In a following fiscal period, contract for
Sneak Analysis on the remaining systems, with the stipu-
lation that the analysis includes the new systems and inter-

faces intr the previously analyzed systems. This approach
is especially desirable when detailed drawing or code
instructions are missing for particular equipment or
program modules, respectively. Functional diagrams
should be made available to the Sneak Analysis contractor
for these missing areas.

d. The procuring activity can expect annual program costs for
Sneak Analysis and problem resolution to range from 0.1%
in the early development phases to approximately 5% in
the later phases. There are significant cost and risk
penalties associated with late identification and
resolution of system problems.
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e. The ratio of Sneak Analysis cost to total change cost ranges
from approximately 50% in the Concept phase to 0.5% in the
Unlimited Production phase.

f. The percentage of Sneak Analysis cost for the entire program
duration averages approximately 0.06% for each of the
three program environments, with the highest level of 0.4%
and the lowest level at 0.0001%.

g. Space Environment correction costs are the highest overall
for the three environments, while the Ground/Water
Environment has the highest single phase correction cost
during Unlimited Production.

h. Program budget for the analysis should be allocated in the
formulation of the reliability program plan and maintained
throughout the development cycle for the desired schedule
start time. If program dollars have not been programmed
for the analysis, they may not be available when required.

i. Since Sneak Analysis can be effectively blended with other
analyses, reduced project costs for the combined analyses
can be achieved.

4. Scheduling requirements

a. Sneak Analysis should be scheduled so that final project
results are obtained and can be adequately evaluated by
the procuring activity and equipment manufacturers prior
to the end of the Full-Scale Prototype Development Phase.
Program costs to implement system changes increase
dramatically after this phase, as shown in Figures 3-10
and 3-11.

b. The preferred start time is prior to CDR in the Full-Scale
Engineering Development phase. This is an ideal time to
provide a formal input into the design review process.
Optional change analysis should be considered to track
and evaluate the resulting system changes brought about
by CDR.

c. Timely results can be obtained for all scheduled Sneak Analysis
projects and also for those projects which are intended to
identify a single test, operational, or fleet problem. For
single problem oriented Sneak Analysis limited system scoping
and available documentation can provide project results as
soon as one to two mo~iths into the project schedule.
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d. Orderly scheduling of Sneak Analysis can be based on the average
four to six month project duration. Targeting the analysis to
a specific program milestone can be performed by moving the
start date back the specified number of calendar months. The
two most important items affecting successful perfor• &nce by
the designated program milestone date are data avail bility
and contractor performance.

5. Establishing contract requirements

a. Specification requirements are available in this document for
Sneak Analysis. Reference Section 3.4.1 and Appendix I.

b. Request for proposal considerations have been presented in
Section 3.4.2.1, which identify and describe the various tasks
involved in the Sneak Analysis process. These items are in-
tended to provide the procuring activity with necessary and
sufficient project requirements. Since no formal documenta-
tion of the technique is available in open literature, these
considerations are quite important in competitive and sole-
source applications. The fundamental analysis approach is
based on the systematic network tree technique which has
served effectively in problem identification.

c. Evaluation criteria are provided in Section 3.4.2.2, which
should aid the procuring activity in evaluating contractor
responses to the RFP's and eventually selecting the contractor
to perform the analysis. Important criteria are applicable
contractor experience, intended approach, depth of analysis,
and cost. Selection of an independent contractor to perform
the analysis is preferred. Security requirements may be
necessary for contractor personnel and facilities.

d. A majority (84%) of the Sneak Analysis projects have been
awarded as sole source Firm Fixed Price contracts. Cost-
Plus-Fixed-Fee contracts are awarded for long duration
Sneak Analysis projects, large system analyses, and those
projects with optional change analysis.

6. Procuring activity monitoring guidelines

a. Data acquisition has customarily been assigned to the procuring
activity. If data acquisition is assigned to the Sneak
Analysis contractor, extra cost is incurred. Proprietary
data from vendors and contractors typically requires pro-
prietary data agreements which may require significant time
to acquire. Projects involving classified data require
special data handling procedures and appropriate level
security clearances for personnel and facilities.
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b. Sneak Analysis report evaluation'and coordination at problem
review boards and engineering change boards are an important
procuring activity function. Tracking all reports and their
eventual dispositions is an important element in assuring
effective program benefits for the project expenditure. The
resolution of the identified problems provides a measure of
reliability improvement and sneak finding capability of the
performing contractor. Document error reports are typically
found early in the project schedule, and once the network
tree drawings or diagrams are generated, the primary re. -ts
are design and sneak condition reports.

c. Liaison, contract monitoring, contract modification and project
closeout are the remaining procuring activity functions.

3.6 Task 6 - Feasibility Study. Task 6 - The contractor shall perform a
feasibility study on developing simplified or modified Sneak Circuit Analysis
techniques that are applicable to small scale (i.e., part complexity of less than
5000) or one of a kind equipments. The study shall investigate schedule impacts,
program costs and sneak analysis effectiveness.

3.6.1 Special considerations. The number of components and mix of com-
ponents in a system have a special bearing on this feasibility study. The
basic feasibility study is intended to be sized for a system of 5000 or less
components. The intended system sizing limit is inordinately large, however,
when the system composition is considered. Table 3-54 has been compiled using
selected system size values and a cost determination made by use of Table B-l
of Appendix B. The values are based on a detailed Sneak Analysis of all com-
ponents in the system for the specified component mix. The values would be
significantly less when extraneous circuitry beyond designated system functions
are excluded from the analysis. Scoping of the task to specified functions
permits the application of Sneak Analysis to large systems for moderate cost
as shown by a review of the Appendix A projects.

The threshold limit of 5000 hardware components for typical mixes of relay
logic, general systems and highly digital logic systems results in an analysis
cost of $400,000 or more. Only 4% of the 109 Sneak Analysis projects have oc-
curred in this range, as shown in Table 3-13. That table is based on actual
Sneak Analysis costs. If the actual Sneak Analysis cost is adjusted to a 1981
dollar basis by use of Table 3-43, less than 7% of the projects occur in this
sizing category. Note that the component mix has an important effect on cost
for this particular level.

When the average Sneak Analysis project cost is considered, the adjusted
1981 dollar cost is $111,000, as shown in Table 3-42. This cost average is
high, because some of the past projects included not only Sneak Analysis but
additional analyses such as FMEA's, FTA, etc. At this average project cost
level, the equivalent number of components analyzed in detail for a relay logic
mix would be 1405; 1181 components for the generalized mix, and 391 devices
for the MSI mix. These levels are significantly below the desired 5000 com-
ponent threshold.
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TABLE 3-54. HARDWARE SNEAK ANALYSIS COST ESTIMATES
BASED ON NUMBER AND MIX OF COMPONENTS

I

NUMBER OF RELAY LOGIC GENERALIZED MEDIUM SCALE INTEGRATED
HARDWARE MIX AT MIX AT (MSI) CIRCUITS AT
COMPONENTS $79/COMPONENT $94/COMPONENT S284/COMPONENT

±14% ±20% ±4%

5000 $395,000 ± 55,300 $470,000 ± 94,000 $1,420,000 ± 56,800

4000 316,000 44,200 376,000 ± 75,200 1,136,000 ± 45,400

3000 237,000 - 33,200 282,000 ± 56,400 852,000 ± 34,100

2000 158,000 - 22,100 188,000 - 37,600 568,000 ± 22,700

1000 79,000 ± 11,100 94,000 ± 18,800 284,000 ± 11,400

500 39,500 ± 5,500 47,000 + 9,400 142,0D0 ± 5,700

100 7,900 ± 1,100 9,400 ± 1,900 28,400 t 1,100

I
It is assumed that the intent of this feasibility study is to determine

whether Sneak Analysis can be modified to handle small systems effectively,
at reasonable cost, and with little schedule impact. It is our considered
opinion that Sneak Analysis can indeed be adapted to handle small systems. The
problem is more related to the upward limits on size and mix of system components.
If a system of 5000 components is not a small system, then the question can be
asked as to what does constitute a small system. Project cost, manhour require-
ments, and schedule duration can be used to define a small Sneak Analysis applica- I
tion as one composed of 100-200 components based on a relay looiP or generalized
mix. A system of 100 components (devices) in the MSI category represents a
complex and complicated configuration that although small in numerical level
would still not be considered a small or inconsequential analysis effort.

One final consideration concerning the sizing level for this feasibility
study is the application of automation aids in performing the Sneak Analysis
task. Very small tasks can be performed effectively in a manual approach, but
above the threshold limit of 100 components, establishing detailed intercon-
nections and performing the function pathing become very difficult and time
consuming. Repeatability of system configurations and confidence in the .letwork
trees decrease above this low threshold level.
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3.6.2 Task Results. A determination was made durinq the feasibility study
that two approaches could be taken to develop simplified or modified Sneak
Analysis techniques for small scale systems. The approaches are:

1. Manual - for syster;s composed of 100 or fewer components

2. Automated - for systems composed of more than 100 components.

For each of the two approaches, the relevant tasks are defined in
Section 3.4.2.2. A summary of the feasibility study by approach and task element
is presented below in Table 3-55. The assumption has been made that the manual
techniques and automation aids are available for use in each respective approach
and that skilled analysts are performing the task. System and technique require-
ments are presented in the next major section.

TABLE 3-55. FEASIBILITY STUDY TASK RESULTS

APPROACH TASKS SIMPLIFICATION SCHEDULE PROGRAM EFFEI.TIVE-
TYPE AREA IMPACT COST NcSS

ACQUISITION N 0 0 A
PRE-ANALYSIS N 0 0 A

MANUAL PARTITIONING N 0 0 A
TREE DRAWING N - > L

ANALYSIS N -O > A
CHANGES N - > L

ACQUISITION Y 0 0 A
PRE-ANALYSIS N 0 0 A
PARTITIONING N 0 > A

AUTOMATED CODING V - >
DATA Y > A
PROCESSING
PLOTTING Y H
ANALYSIS Y ÷ H
CHANGES Y I H

FOOTNOTES: Y. YES -SHORTENS > - NET N - HIGH
N. NO 0 - NO CHANCE INCREASE A - AVERAGE

- - LENGTHENS 0 - NO CHANGE L - L.OW

< - NET
DECREASE

3.6.2.1 Manual approach task results. For very small applications (100
components or less), the six basic tasks shown in Table 3-55 can be performed in
a manual mode. All documentation will be qathered, loqqed and annotated as neces-
sary to establish the desiqn baseline to be analyzed. The overall system will be
Dreanalvzed to determine the qeneral or too level functions performed, the
system interfaces, and any missing but required documentation. Partitioning
will be performed to isolate specific and detailed functions within the system
configuration drawings.
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The network trees will also be cross-referenced and appropriately annotated to
illustrate all cause and effect relationships and all equipment functions.
Problems will be reported as identified. Change drawings will then be cataloged
and the change data incorporated into the network trees. Cross-references and
functional remarks will be modified and the resulting trees re-analyzed. This is
the standard process in the manual approach.

1. Simplification Area - Of the six manual approach tasks shown, there are
no apparent areas of simplification that can be achieved over the
current approach. Even in small system applications, the hallmarks
of Sneak Analysis are thoroughness, consistency and a systematic
approach. To shortcut any of the steps would degrade the analysis
effectiveness. One possible approach to simplifying the process
would be to analyze the functional or high level composite system
drawings instead of the detailed drawings that comprise the system.
This is a compromise, however, to achieve cost, schedule and pos-

Several projects have been conducted in this manner at the buyer's
direction. The problem with conducting the analysis at this level
is that typically numerous discrepancies exist between the func-
tional configuration and the detail schematic configuration. The
number and type of discrepancies vary by project and by supplier.
Consequently, the higher level drawing configuration mwy not
adequately reflect the real configuration and adversely affect
the analysis effectiveness. To achieve confidence in the func-
tional level drawings, it should be standard practice to verify
the functional level drawings to the detail drawings and identify
any discrepancies. The cost to perform this comparison would
virtually result in the identical cost to perform the analysis
at the detail level in the first place.

2. Schedule Impact - Schedule impact for the manual approach is
primarily affected by the tree drawing and change analysis tasks.
Even though the system may be small, the network tree drawing
phase can occupy a disproportionate share of the overall effort.
The incorporation of changes is especially difficult in the
manual approach. The location of specific points, wires and
components in the network trees must be available on the tree
or in the functional documentation to determine where~to add,
delete or revise the circuit configuration. As project size
increases beyond the 100 component threshold, longer schedules
or periods of performance are required for Sneak Analysis.

3. Program Cost - Program costs will be higher for the manual analysis
approach than for the corresponding automated approach, except
for the very small project applications. Increased manpower will
be required to complete the tree drawing and change analysis tasks,
resulting in a higher program cost. As a project size increases
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significantly above the 100 component threshold level, the
manpower level required for these tasks increases along with
the project duration, resulting in a net increase in program
cost. If the mix of components contains a high percentage of
digital devices, then timing diagrams will have to be con-
structed which verify circuit timing. The timing diagrams are
assumed to be generated manually. The generation of the timing
diagrams, network trees, and the possible lack of consistency
in the network trees results in the postulated increase in the
analysis task cost.

4. Effectiveness - Small scale manually conducted Sneak Analysis projects
are proportionately as effective as larger automated projects. The
effectiveness of manually conducted analyses, however, drops off as
system size increases. In addition to size, the effectiveness of
the analysis is very dependent on the accuracy of the network trees.
If the trees are incorrect, important problems can be missed by the
analyst, probably the most severe situation discussed so far.
Faulty trees can also impede efficiency and reduce contractor
credibility when problems are reported that are legitimately not
problems. Project time, procuring activity time, and possibly
prime contractor time can be wasted evaluating reports based on
incorrect trees. Individual trees can be properly analyzed but
the key failing of the manual analysis approach is the inability
to see all cause and effect relationships in the circuitry. This
failure is based on the difficulty associatej with tree cross-
referencing and annotatinn the affected network trees. Unapparent
functional relationships can occur at inconspicuous locations in
circuitry and unless all cross-references are generated, some
problems will be missed. Again the basic tree drawing function
and modification (change analysis) are the main areas affecting
effectivc is.

3.6.2.2 Automated approach task results. For applications larger than the
100 component threshold, the eight basic tasks shown in Table 3-55 should be
performed with the aid of automated techniques. It will be assumed in this study
that all detailed program steps will be manipulated by a user friendly interface.
User friendly interface in this context indicates a software package that makes
the program, the job control language, computer equipment resources, and other
software related setup and execution functions transparent to the user. The
user merely signs on the CRT terminal with an approved password, selects func-
tions from a menu and perfr desired processing by a predesigned set of user
prompts. The us. 'poi-. the English type questions and all of the detailed
computer program requirements are accomplished automatically. The user can con-
centrate on the specific processing function without need to understand program
language, structure, options, resource requirements and program linkages.
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All documentation can be encoded into the program system under control of a
user friendly interface routine which will automatically format, edit, sort and
report documentation received and used in the baseline and change analyses. Pre-
analysis and partitioning are performed in virtually the same manner as in the
manual approach. The coding, processing and plotting tasks generate the network
trees, all cross-references and all network tree annotation. The analysis task
is performed primarily in a manual manner, but some tasks including timing
analyses for digital devices can be performed with linked software. Problem
report generation is similar to the manual approach. Automated change analysis
can be accomplished in a much more straightforward, organized and easier approach
than the manual approach. Use of automated aids is the approach used in the vast
majority of projects listed in the Sneak Analysis Project History Tables.

1. Simplification Area - All but two of the eight basic automated approach
task areas can be modified to provide a simplified Sneak Analysis
technique. The logging part of the data acquisition task can be
simplified by creation of a friendly user interface routine. All
documentation can be automatically recorded, the latest documentation
reported and all change documentation identified and reported. The
program system would also maintain a record of all documentation
identified as necessary for the task but not yet received by the
performing contractor. Pre-analysis and partitioning are two tasks
which do not lend themselves to any type of rigid automation. The
two tasks are largely engineering subjective and should remain so.

To simplify the encciing task, the use of digitizers and component
libraries should be considered. To avoid the extreme detail found
at the encoding level, these features would allow the analyst to
key in the device or component, the interconnecting wiring and any
special features or functional remarks that describe the system
component configuration. The data entry system would also be under
control of a user friendly interface routine. Separate routines
would be available which would check the validity of all input
data, reporting all inconsistent and erroneous data. Once the
input data has been checked and corrected, the mainline program
processing can be invoked by user command. If the mainline com-
puter programs are intended to be installed in a small mini- or
micro computer, the source code programs would have to be modified
or rewritten. The resulting program system would process the data
and transfer the results to an on-line or off-line plotter device
which would output hardcopy network trees. These network trees
would be pathed, structured, leveled, annotated and cross-referenced.
Some automated circuit analysis could be performed on the resulting
network trees by inspection and identification of components and
tree topology. Identification of digital devices in a tree could
invoke the timing analysis routine to automatically or semi-
automatically produce timing diagrams. Problem reporting could be
minimally aided by merely highlighting the problem area(s) on the
plotted network trees.
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The change aialysis process can be particularly accommodated by the
automated approach. All change cocumentation can be rapidly entered
into the logging program, the actual change information entered into
code, data processing invoked, and plotter output generated for only
those areas of change. A new cross-reference ,et is normally re-
quired when component changes occur. The subsequent analysis and
reporting are the same as in the baseline analysis, except only a
limited set of network trees are produced which the analyst needs
to evaluate. Evaluating proposed and/or implemented changes is a
very simplified task when performed with the aid of a computerized
system.

2. Schedule Impact - For the entire Sneak Analysis project, there should
be a positive schedule impact using the automated approach. Some
elements of the overall project are unaffected by the approach and
this includes data acquisition, pre-analysis and partitioning. Coding
and data processing are the two tasks which have a negative impact on
schedule. These are additional tasks and expenses compared to the
manual approach. Plotting, analysis and change incorporation, how-
ever, are tasks which should result in a significant schedule
reduction. The magnitude of the schedule reduction associated with
the plotting and c0ange incorporation more than offsets the coding
and data processing tasks, thereby resulting in overall schedule
reduction. Some of the analysis schedule time could conceivably
be reduced by minimizing the number and type of checks based on
the components present in the tree structure.

3. Program Cost - Overall cost to the program, assuming prior development
and training, should be lower for the automated approach than the
manual approach. In effect, the extra costs for manpower and com-
puter processing costs are offset by the greater costs to manually
construct the network trees, incorporate changes, and perform some
system analysis. Many of the functions can be more completely and
consistently performed in the automated approach, resulting in more
attention to the analysis task and thus more return for the project
dollar investment.

4. Effectiveness - Overall project effectiveness should be high, as shown
in Table 3-55 for the simplified system. The automation aspects and
user prompting should simplify many of the necessary but detailed
project related functions so that more attention is directed toward
the mainline analysis task. Recovery time associated with incor-
porating change data into the system should be minimized and the
analyst resources d0ected toward evaluating the modified system
configuration. Th- jrime effectivity consideration, however, is
not necessarily cost per report, reports per equipment type, or
reports per program development phase. The prime consideration is
the use of an automated approach to ensure a more thorough analysis
and less likelihood of missing reportable conditions.
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NOTE: Effectiveness of the manual and automated approaches
for "small" systems can be adversely affected by
the following factors:

a. The system being analyzed may be too small
to identify the cause and effect relation-
ships.

b. Interfacing equipment beyond the system bounds

will have to be postulated which would dis-
guise the real system configuration.

c. Limited clues would be applied resulting in
some degradation of analysis effectiveness.

d. Training can be a decidedly negative factor
because of the initial and continuing need
to keep personnel abreast of current tech-
nology and the unique perspective of the
analysis approach.

3.6.3 System development requirements. The system development requirements
for the manual and automated approaches are presented in this section. The
requirements are summary statements and would require additional expansion and
detail to translate into detailed system requirements. The intention here is
primarily to convey the proposed system concepts.

3.6.3.1 Manual approach requirements. In both approaches, training films
and documentation would be beneficial to convey the top level and detail analysis
concepts. Since the Sneak Analysis task may be performed at remote sites, the
introduction and training in the project tasks would be essential to an effective
analysis. The training films and documentation would have to be sufficiently
detailed and complete to act in a stand-alone mode.

Detailed procedures would have to be developed which list the necessary
steps to be accomplished for each task element. Adequate descriptive material
would have to be supplied which would show why the step is necessary and includeS~examples to further illustrate the concept. Because Sneak Analysis offers a

t eoeunique perspective of system circuitry (and software), the documentation effort
would necessarily be extensive.

The procedure development for documentation logging would be the most
simple of the procedures to accomplish. Pre-analysis and partitioning procedure
development are conceptually simple, but in actual performance are difficult to
document. System component mix and size have definite bearings on the dpproach,
but the configuration (hook-up) of components also influences the approach. The
effort would be largely one of documenting engineering judgment.
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The first of two major procedure developments involves network tree genera-
tion. These procedures would have to address component symbols, tree structure,
tree leveling or orientation, function annotation, and cross-references. The
mechanics of tree drawing are reasonably straightforward. Leveling of the tree
to demonstrate circuit function development and propagation involves some
engineering judgment. The approach would also need to demonstrate symmetry and
introduce techniques to minimize crossed lines in the trees. Practice examples
would have to be included which step a user through different circuit and com-
ponent configurations. Examples would have to include typical power generation
and distribution through switching logic, the main circuit functions involving
electrical leads and switching devices in relay, digital and analog equipment,
and finally the electrical return circuitry.

The second major procedure development concerns the analysis approach. The
primary aspects would include pattern recognition, clue lists, f6nction identi-
fication and propagation, cross-tree cause-and-effect relationships, and problem
identification. This task would appear to be boundless due to the nature and
type of problems that can be generated by a system circuit. However, the approach
would have to be limited to generic conditions, with specific examples provided
which illustrate the various conditions. The analyst would be cast into a highly
active role, with all pattern recognition, clue application and problem identifi-
cation dependent on introductory training, native intelligence, and experience.
This development effort would be very involved even when a limited set of clues
are considered.

3.6.3.2 Automated approach requirements. The idealized automated approach
should be desioned to minimize the tedium associated with the Sneak Analysis
task and the requirements for detailed knowledqe for each step. The approach
should also be desiqned to minimize user time an(! effort in primarily the
network tree qeneration and chanqe modification functions so that more task
emphasis can be devoted to analysis. The automated system should be self-
quidinq with easy to understand prompts that sequence the user throuqh a
consistent and thorouqh process.

1. Computer System Composition - The host computer could be installed
on a large-scale computer, mini-computer, or micro-computer. The
equipment selected to some extent would determine the speed of

processing, the amount of data that could be processed, and the
amount of sophisticatihn that would be available through the
user friendly interface. The main driving factor would
be the computer programs that perform the network tree
generation and plotting functions. Existing codes can be in-,
stalled on mini-computers and large scale computers. Rewriting
of program coae would have to be performed for a micro-computer
application.
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The idealized computer system would be composed of the equipment shown
in Figure 3-14. A digitizing device would bc used strictly as a
medium to enter data. The device would have defined symbols, blocks
of code for each symbol, movable coordinates to layout or trace com-
ponents, and linking routines that al'ow the user tn establish the
detailed wiring hookups between devices. The user would input one
page of a drawing or schematic at & time by indicating devices and
interconnects. The software would automdtically generate the cor-
responding Sneak Analysis code in a form usable by the Sneak system
programs.

The CRT controllers would be the primary user devices for the network
tree generation task. The CRT's would be desigied to allow the
user to bring up processing step menus, descriptive narrative,
yes-no type questions, data file contents and possibly some on-
line computer plots. The user would not see detailed job control
language, source computer program code, and detailed input data
requirements and formats. This type interface wculd gratly
simplify the analysis process and the analyst educational and
experience background requirements. The CRT coulu also be used
as a data input device with component libraries similar to those
associated with the digitizer. All system processing would be
controlled by the CRT's.

DIGITIZER CRT CONTROLLER PLOTTER

(CODING) e USER INTERFACE . HARDCOPY NETWORK
(MENU's) TREES

e DATA STORAGE 9 TIMING DIAGRAMS
e DATA PROCESSING
* ANALYSIS STEPS
* TIMING ANALYSES

Figure 3-14. Computer System Equipment Composition
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The on-line or off-line plotting devices would produce hardcopy network
tree plots. Selection of these devices would be dependent on the
volume and frequency of network tree produrtion. Automated ýcaling
of drawings is an additional important consideration because network
tree size can only be controlled to a limited extent by the pre-
analysis and partitioning functionis.

2. Software Requirements - The software for this particular application
should perform the following functions:

a. Accept user passwords - This includes the user sign-on or
log-on code and a protected macro or reserved word that
would initiate the display of a Sneak Analysis processing
function menu.

b. User Friendly Interface Routines - These routines would
link all program code and control the sequence of program
operations. The interface would provide descriptive text
and prompts to guide the user through the processing
steps.

c. Stored Component Libraries - Computer code for individual
components would be stored on disc and accessed by
number code from the digitizer or by a generic name or
part number from the CRT console. The library would
have to be updatable to incorporate new or modified
devices.

d. Core Programs - The basic Sneak Analysis code would either
"have to be procured or written to perform the mainline
data processinq. This would include all data entry,
.formatting, editing, error reporting, merging, pathing,
sorting, report writing, plotter file generation, tiime
analyses, patiern recognition routines, and clue list
displays.

e. Network Tree Generation and Modification - The network trees
for the basic data file should be generated and p'Qtted.
The capability should exist to modify tree layout in the
li'<ely event that a different network tree perspective is
required. In addition, the capability to split network
trees or combine two or more trees would be necessary and
useful in subsequent analysis phases.

f. Pattern Recognition Routines - This code would inspect the
resulting network trees for the presence of particular
node topographs which are basic circuit patterns. Aoy
systen' circuit or portion of circuitry can be decomposed
into these basic patterns. The pattern recognition routine
would be a driver routine along with a component identifica-
tion routine that would result in specific clue list
displays.
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g. Network Tree Analysis - A generic clue list or questions
associated with the topographic patterns would be dis-
played to the user to guide the analysis effort. The
display would be narrative in nature and the response
would not direct any additional processing.

h. Timing Analysis - A network tree reference list of all
digital devices would be automatically generated and
displayed to the user so that applicable areas could
be interfaced to the digital logic timing analysis
routine that would provide timing diagrams. Detailed
libraries of system devices would have to be compiled
and stored on disc for this function.
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SECTION 4

4. CONCLUSIONS

Sneak fnalysis is an especially effective problem identification tool which
can be included in MIL-STD-785B reliability program plans to improve systems and
overall program reliability. The analysis tool adds a new dimension to assessing
and evaluating reliability of new or mature systems. Most of the reliability
tools are fault or failure related. The fault related analyses are based either
on determining eventual system effects produced by specified equipment failures,
or alternately identifying undesirable top level system events and then deter-
mining those functions which can produce the undesired events. Sneak Analysis,
however, provides a critical review of systems based on intended modes of opera-
tion and assumes no equipment or code failures. The identification of unintended
modes of operation and their resultant system effects is the end product of a
Sneak Analysis task. As such, Sneak Analysis is complementary to the fault
related techniques. The analysis is best performed by a contractor, agency or
group independent of the equipment or program instruction design group. Sneaki Analysis should be based on actual system design produced from "as-built"

drawings, schematics and wire lists for hardware systems and from "as-coded"
computer program source code for software systems.

This study effort has resulted in the collection of a significant amount of
information on past Sneak Analysis efforts (presented in Appendix A) which verify
the original objective of the study. Sneak Analysis can identify problems before
they occur in test or operation so that the cost to modify or redesign should be
decreased and the reliability and safety of the system should increase. The
analysis tool can be specified, program dollars allocated, and scheduled early
enough in the program development cycle to allow cost-effective system changes to
be implemented. One very important finding of the study effort is that regardless
of the program development phase, application environment, equipment/software
type, criticality ranking, or program cost, Sneak Analysis identifies a signifi-
cant number of system problems. The problem report levels are typically high in
early development phases and taper to lower, but significant, levels in late
development phases. Man and mission critical systems represent areas of high

problem report levels.

Rough order of magnitude costs for Sneak Analysis can be estimated by the
procuring activity based on the system or software composition. Due to limited
program dollars allocated to reliability analyses, it may be necessary to reduce
Sneak Analysis project scope to selected systems or equipment functions.
Tailoring of the analysis can reduce the scope of the effort and bring the cost

to more acceptable levels. The cost of the analysis is high because of depth
of analysis associated with the technique. Sneak Analysis is a detailed and
systematic analysis, not a cursory analysis.

Guidelines for application of Sneak Analysis have been developed and presented
throughout this document with the aim of informing prospective and current project
procuring activities about the nature, function and roles of Sneak Analysis. The
guidelines present pre-contract considerations, contracting methods, analysis
scheduling, cost estimation, system applicability, expected results, and task
monitoring activities. A thorough reading of the document will provide the pro-
curing activity with the knowledge to effectively contract and manage a Sneak
Analysis effort.
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SECTION 5

5. RECOMMENDATIONS

Recommendation 1 - A major element missing from this effort which could be
considered in measuring effectiveness is a method to track the resulting disposi-
tions for the Sneak Analysis Reports. The information necessary would include
the equipment/software/procedure changes made in response to the reports and
their associated costs. It appears that some correlation could be established
between the reports, phase of development, and change costs.

Unfortunately, most procuring activities have not supplied this information
to The Boeing Company. In approximately 10% of our projects, we have gathered
dispositions on some of the reports, but virtually no change cost figures.
Typical report dispositions include:

a. Equipment/Software Change
b. Procedural Change
c. Acceptable Risk
d. Cancel

In the future, the performing Sneak Analysis contractor could complete a
project table entry according to established guidelines and submit this data in
the Project Final Report. The procuring activity would then have an added task
to complete the remaining data categories after final report dispositions and
costs are determined. The completed form would then be transmitted to RADC.
In this way, the Appendix A Project History file could be maintained in an
organized manner at minimal expense to RADC.

Maintaining these files should provide the following benefits:

a. An assessment of the criticality of independent analysis
versus performance by the design group or contractor.

b. An evaluation of sneak finding capability of various
contractors.

c. An assessment of approaches other than the systematic

network tree technique to identify problems.

d. An up-to-date and complete file on Sneak Analysis that
can be used as a guide for future applications.

Recommendation 2 - A task effort to develop an automated Sneak Analysis
system involving related functions for small-scale hardware equipment applications
should be initiated. The results of Task 6, Section 3.6, indicate the system
composition and functions. The proposed computerized system would provide the user
with the capability of entering discrete components and the unique configuration
of interconnecting wiring. The software would generate the system configuration
drawings and provide limited analysis checks. The profusion of relatively inex-
pensive computer systems makes this an ideal suggestion to incorporate Sneak
Analysis at the detailed component level and at an early development phase. The
software package would be available to the system designer and others involved in
systems analysis and evaluation efforts.
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Recommendation 3 - Investigate an approach to combining data required by the
various analysis techniques onto a common data base. The performance of the
various analyses results in a significant level of duplicate data acquisition
efforts and duplicate system configuring efforts. If the common data base capa-
bility is developed, the file can be used by automated systems to perform design,
reliability and safety checks with less program expense and a better consistency of
results. Reliability analysis tools could then be scheduled and implemented
directly from the data base.
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SNEAK ANALYSIS PROJECT HISTORY TABLES
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SNEAK ANALYSIS COST ESTIMATION
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SECTION 1

1. INTRODUCTION

This section of Appendix B presents information to assist in developing rough
order of magnitude cost estimates for the performance of hardware and software
Sneak Analysis tasks. The cot estimation approach is derived from the project
histories preqented in Appendix A of this document. All cost figures have a 1979
cost base. This cost estimating approach is to be used for Sneak Analysis tasks
that are performed at the detailed component/instruction level and use the net-
work tree path analysis approach and certain additional proprietary enhancements
described in Sections 3.3.1.2 and 3.3.3.1. The Section 2 cost estimating approach
is to be used for Sneak Analysis tasks nerfori.,ed at the system or subsystem level
and use a technique other than the network tree analysis approach.

1.1 Hardware Cost Estimating Process. The estimating process for hardware
Sneak Analysis tasks is normally conducted in two phases. In the first phase,
the initial scope of work is presented and example documentation is inspected to
deterrine the approximate size of the system to be analyzed and cost of the
analysis. In the second phase, the complete system of documentation is inspected
and a detailed cost estimate is generated based on actual component or instruction
count. Additional task tailoring can be performed in the second phase by
excluding specific functions in the component or instruction count, thereby
lowering costs.

1.1.1 First phase hardware estimate. The procuring activity should prepare
a rough order of magnitude cost estimate based on the composition of the system,
the type and amount of hardware involved, and the tentative schedule desired.
Example documentation should be available for basing the estimate. The ROM will
establish the general cost to perform the analysis. Based on this approximate
parts count, the procuring activity can determine cost by use of Figure B-1.
The cost/parts curve is based on a generalized mix of hardware components, when
actual system composition is not known. Some applications primarily composed
of manually switched systems would encounter lower costs than shown in Figure B-1,
while highly digital systems would encounter higher costs.

1.1.2 Second phase hardware estimate. The second phase will be a detailed
examination of documentation to establish a better estimate of the type and number
of electrical system components. The source, type and means of acquiring all
documentation for the analysis will be determined, as well as the use of any
computerized systems to assist the analysis process. The generation of the
detailed analysis cost will also reflect the added costs relevant to the handling
of classified data and subsequent change analysis for documentation over and
above the basel;ne system. The second phase estimate should contain an itemized
listing of task elements. The cost tables are reasonably regular and support
a linear ccst relationship with parts count, except near the origin. Because of
the differences in the amount of labor, computer time, and materials required to
analyze different hardware part types, each part type has a different weighting
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factor in letermining the cost of the Sneak Analysis task. The cost (in 1979
dollars) can be calculated by adding together the costs for each individual part
type. Table B-1 presents the weighting factors for different hardware part
types and their approximate tolerances. Table B-2 presents a sample calculation
for a system consisting of 1000 parts of the indicated mix ratio.

I •. .oooO . .°°°°-°°°

P 3..

S,...*" ,"

! • ~.-. .... - .

2

0-

0 1~ 2

.:-- ______ __ .___°_____

QUJANTITY OF COMP'ONF47 PARTS (1000 UNITS)

Figure B-1. SCA Cost Vs. Job Size
1.1.3 Cost adjustments. Costs calculated for Sneak Analysis tasks are

stated in 1979 dollars for work generally performed in the Houston, Texas area.
Cost adjustments for inflation in later years and for different geographical
areas can be made using current statistics provided by the U. S. Department of
Labor, Bureau of Labor Statistics (BLS). Examples of the type of data available
in these publications are shown in Table B-3. These data are not necessarily
current; the latest available issues of the BLS data should be consulted.

1.1.4 Hardware cost estimating accuracy. Historically, the accuracy of
the parts-count technique presented in Table B-2 is I10%. When the exact com-
ponent mix is not known and the weighting factor for a generalized component
mix in Table B-1 is used, the accuracy is 120%. Both of these estimators
produce larger errors for parts-count below about 300 parts. In this region,
the data are better represented by a constant dollar figure of $30,000 * $20,000.
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TABLE B-i. COST FACTORS FOR DIFFERENT PART TYPES

Weighting
Part Type Weighting Factor

eFactor Tolerance

$/Part S/Part

Pesistors, Capacitors,
Coils 29 +8

Relays, Transistors,
Switches 79 +11

Small-Sc3le Integrated
Circuits (SSI) 164 +14

Medium-Scale Integrated
Circuits (MSI) 284 +14

Large-Scale Integrated
Circuits (LSI) 468 +25

Generalized Component Mix
(Used when actual component
mix Is not known) 94 +19

TABLE B-2. SAMPLE CALCULATIONS

Number

Part Type cf Weighting * Component
Parts X Factor Cost

Resistors, Capacitors,
Coils 400 X 29/Part - 11,600

Relays, Transistors,
Switches 200 X 79/Part = 15,800

SSI 150 X 164/Part - 24,600

MSI 100 X 284/Part - 28,400

LSI 50 X 46a/Part - _3,400

Totals 1,000 S103,800
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TABLE B-3. EXCERPTS FROM BUREAU OF LABOR STATISTICS PUBLICATIONS
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1.2 Software Cost Estimating Process. The estimating process for softwareSneak Analysis tasks is based on the-number of executable lines of assemblylanguage instructions. The cost is approximately $10 per assembly languageinstruction. Software programs are typically composed of executable and non-executable code. Only the executable code is to be counted for esti1mate purposes.
High ordcr languages present a problem in the estimation process. A highorder language instruction is a generic or "English type" instruction thatrepresents one or more equivalent assembly language instructions. Each languagehas a unique expansion factor for conversion to an equivalent assembly languagebasis. Very little historical data is available except for three high orderlanguages. Additional information for estimating high order language analysis

applications should be available in the near future.
The accuracy for estimating software Sneak Analysis costs using this

approach is ±10%.
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SECTION 2

2. INTRODUCTION

roghThis section of Appendix B presents information to assist in developing
rough order of magnitude cost estimates for hardware and software Sneak Analysis
tasks using an analysis approach different than that specified in Sections 3.3.1.2
and 3.3.3.1.

2.1 Cost Estimates for Other Sneak Analysis Procedures. Estimating the
cost of a Sneak Analysis task when new or innovative procedures are to be per-
formed or when the scope of the task has been limited by some tailoring process
is more difficult. If the technical monitor is sufficiently knowledgeable of
the analysis procedure which is to be used, an estimate of cost can be derived.
The cost estimate is developed by isolating each task to be performed. Preparing
a Work Breakdown Structure (WBS) of the required tasks is a very useful first
step. The WBS elements involved are Project Management, Data Management,
Engineering Analysis, Quality Assurance, and Reporting. The procuring activity
would estimate the engineering and support time involved in each WBS element,
any computer charges involved, special materials, equipment charges, and travel.
It is not the intent herein to provide a "cookbook" for this estimating process,
but rather to identify some of the factors that should be considered.

2.1.1 Engineering skill levels required. The performance of Sneak
Analysis requires an analyst possessing certain learned skills if it is to be
performed efficiently. It also requires a depth of experience in electrical
equipment design (or in software coding practices) which is not generally
available in entry-level personnel. Most detailed electrical Sneak Analysis
will be done by engineers in categories II, III, and IV as defined by the U. S.
Department of Labor, Bureau of Labor Statistics. The exact mix will be
dependent both on job requirements and on the engineering mix that the con-
tractor has available at a given time. The contractor may, for example, substitute
a higher engineering category for, a lower one if there is an insufficient number
of personnel in the lower category on his staff. Equivalent statements can be
made for software analysts; personnel capable of doing software Sneak Analysis
normally have titles such as "Systems Analysts" or "Senior Systems Analysts."
The Department of Labor Statistics has not defined skill categories in this

*i technical discinline.

2.1.2 Engineeritg time. Although Sneak Analysis techniques v .y i
- have certain common features:

a. Data assimilation and entry. This is normally done by engineering
aides, keypunch operators, or computer assistants. It will also
require some engineering time to organize and supervise the effort.
A time estimate can generally be made by estimating the number of
data entries involved including any verification time.
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b. Computer or manual data processing to produce usable working
materials for the analyst, such as, reduced network schematics,
network trees, assembly code flow diagrams, and timing diagrams.
This is likely to vary so much with different Sneak Analysis
techniques that no useful guidance can be given.

c. Detailed analysis by a trained sneak analyst who applies certain
"clues" to isolate potential sneak conditions. This is

generally done on a worksheet of some sort to aid in the
"housekeeping" necessary to assure completeness. It may be
done with the assistance of computerized aids. The time required
can normally be estimated from the expected number of hours per
worksheet. It should be remembered that this is the step in
the analysis process most affected by tailoring. Tailoring will
result in the analyst reviewing fewer networks and worksheets,
thus reducing the amount of analysis time required. It would be
expected that tailoring would result in a significant deviation
from the linear parts-count relationship presented in Table B 1.

d. Report preparation costs should include technical, typing, editing,
and drafting labor, and any special equipment and materials cost
required to meet specific CDRL requirements.

2.1.3 Taking advantage of available data. The process of cross-checking
a supplier's estimate can become quite involved. The Government monitors should
take advantage of all available data sources to make their estimates as accurate
as possible. Depending on the situation, the technical or contract monitor may
have available the supplier's labor rates, overhead, G&A, and fee structure.
This information would be available, for instance, if they were evaluating a
supplier's quote on any cost-reimbursable tyne contract. On fixed fee or in-
centive fee type contracts, they would also have the supplier's estimate of total
man-hours in each labor category, computer, and other direct costs. If the
analysis effort were to be funded in phases, they would also have the supplier's
estimate by phase. Lacking this specific information on supplier costs, the
monitors can use average labor rates in the geographical area involved which are
available from the Department of Labor Statistics. Approximate rates for over-
head, G&A, and fee structures can be found in other contracts with the involved
company or inferred trom similar information from competitive companies.

2.1.4 Costs of subcontracting Sneak Analysis. In addition to the costs
involved in duplicating the data base at a subcontractor's facility, standard
industry practice is for the prime contractor to add G&A and profit charges on a
subcontracted Sneak Analysis. Subcontractor costs will already include the
subcontractor's G&A and fee charges. This duplication in charges will increase
costs and may dictate a direct contract between the Government and the performing
activity in some instances, but this consideration must be traded off against
other factors, such as which activity is best positioned to manage and understand
the technical aspects, and costs involved in incorporating design changes as a
result of the analysis.
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2.1.5 Procuring activity costs. In addition to contractor costs for Sneak
Analysis, the costs for procuring activity coordination must also be included.
These costs would include any special costs for travel, coordination, data
acquisition, review, or independent technical consultant services associated
with the Sneak Analysis effort. The roles of the procuring activity are presented
in Section 3.4.4.
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STATEMENT OF WORK

HARDWARE SNEAK CIRCUIT ANALYSIS

1. GENERAL

A Sneak Circuit Analysis shall be performed on the
hardware. The analysis shall be performed using the sneak analysis network
tree approach. This analysis shall identify latent electrical circuit paths
and conditions that can cause an unwanted function to occur or inhibit a desired
function without component failure. Recommendations for corrective action to
eliminate these conditions shall be provided. Also, document errors and areas
of design concern discovered during the analysis shall be reported.

2. SCOPE

The System/Subsystem of the
shall be analyzed at the detailed component level to identify potentially
undesirable circuit conditions. The system(s) included in this analysis are

and as
* by drawing(s) and

3. CHANGE ANALYSIS (OPTIONAL)

The analysis shall include identified changes to the data baseline received
prior to ,19_.

rhe change analysis shall be limited to a total equal to _ percent of
the baseline hardware design data base as established by actual count of data
records added, deleted, or revised due to engineering changes. Each change shall
be evaluated and subject to separate negotiation depending upon size and complexity.

4. TASK DESCRIPTION

Specific tasks to be performed as part of this analysis contract shall

consist of the following:

4.1 Receive and set up files for wiring diagrams, schematics, wire lists
and other input data defining electrical continuity, operation and functions
of the system(s) to be analyzed.

4.2 Convert circuit data for entiy into network trees and apply existing
analysis techniques to identify all continuity paths.

4.3 Perform a sneak circuit analysis on the resulting network trees to
identify potential sneak circuit conditions, such as:

4.3.1 Sneak paths, wich may allow current or energy to flow along an
unexpected route.

4.3.2 Sneak timing, which may cause current or energy to flow or to
inhibit a function at an unexpetted time.
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4.3.3 Sneak indications, which may cause an ambiguous or false display

of operating conditions.

4.3.4 Sneak labels, which may cause incorrect stimuli to be initiated.

5. REPORTS

The reports shall be delivered in accordance with the attached schedule.
(See Figure 1).

5.1 Prepare Sneak Circuit Reports (SCR) on all potential sneak conditions
found. Each report shall describe the sneak condition in detail. The SCA shall
include a sketch of the suspect circuit, where appropriate. Recommendations
for corrective action shall be given along with reference to supporting
documentation. The report forms include a section for the customer to indicate
the action taken to resolve the condition being reported. All reports shall
be appropriately dated, titled and numbered for indexing and tracking.

5.2 Prepare Design Concern Reports (DCR). The DCR shall describe certain
undesirable circuit conditions found during the analysis which do not qualify as
sneak circuits. Conditions to be reported include:

o Single failure points.
o Unnecessary circuitry or components.
o Improper implementation of redundancy.
o Improper application of components.
o Lack of transient suppression or improper suppression for inductive loads.

5.3 Prepare Drawing Error Reports (DER) on discrepancies found in the input
data for the analysis. Each report shall identify the discrepant document and
explain the error relative to referenced supporting documentation.

5.4 Prepare and submit activity reports to describe the work accomplished
during the reporting period. The reports will include analysis progress,
problems, recommendations, and results of meetings. The reports shall be
submitted in accordance with the attached schedule (see Figure 1). The SCR, DCR,
and DER reports generated during the reporting period shall be attached. A
tabulation of all previously submitted reports (SCR, DCR, and DER) including
status, shall be attached to each activity report. The status of each report
shall be based on the contractor's comments stated on each report.

5.5 Prepare and submit a Final Report containing a summary of the analysis
effort, including the general analysis method used, the extent of the analysis,
conclusions drawn and recommendations based on the analysis. All SCR, DCR,
and DER reports written shall be included. One report shall be prepared at the
completion of the baseline analysis, and revised at the end of change analysis,
if elected, to include the reports from changes.
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6. DATA REQUIREMENTS

The analysis shall be based upon data defining details of electrical
continuity and components. The information will be supplied to the Sneak Analysis
Contractor in the form of manufacturers detail electrical schematics, wire lists,
wiring interconnect diagrams, and component specifications. The data will be
supplemented with available functional flow or integra-ted schematics, interface
control documents, and design criteria specifications. Manufacturing level
electrical data and supplemental electrical data shall be furniihed by

Requests for additional data after the baseline
master files have been established will be made only for data absolutely
essential to the completion of the analysis. Data must be delivered by

, 19 , to enable a timely and accurate analysis.

Delay in receipt of data shall result in a oay-for-day slide in the schedule,
and the contract price shall be equitably adjusted to reflect additional costs,
if any.

7. PERIOD OF PERFORMANCE

The period of performance for the Sneak Circuit Analysis of the
System shall be months after receipt of input data

necessary to establish the master fTe beginning , 19 , and
ending , 19 . Change analysis shall be performed on-all
previously described changes received prior to , 19
and the final report will be submitted by 19
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STATEMENT OF WORK
FOR SOFTWARE

1. GENERAL

A Software Sneak Analysis shall be performed on the _

System. The analysis shall be performed using the sneak analysis networkl
tree technique as referenced in Section 3.4.2.2. This analysis shall identify
latent data paths and logic conditions that can cause an unwanted function to
occur or inhibit a desired function without a hardware failure. Recommendations
for corrective action to eliminate these conditions shall be provided. Also,
document errors and areas of design concern discovered during the analysis
shall be reported.

2. SCOPE

The Software Sneak Analysis shall cover the software program for the
computer. The software shall be analyzed at the detaile--T-

instruction level. The software program is coded in

3. CHANGE ANALYSIS (OPTIONAL)

The analysis shall include changes due to corrective action taken to
eliminate Sneak Analysis identified problems received prior to ------
19 . The change analysis shall be limited to a total equal to % oT67 the
baseline design data base as established by actual count of software nstructions
added, deleted or revised due to corrective changes. Wherever possible all
changes shall be submitted by copies of the completed software problem/change
reports, copies of the revised data tapes or card decks, and listings.

4. TASK DESCRIPTIONS

Specific tasks to be performed as part of this analysis contract shall
consist of the following:

4.1 Receive and set up files for the software program and any design and
program documentation defining the operation and functions of the software to
be analyzed.

4.2 Process software instructions for entry into computerized algorithms
which reduce a software program into topological network trees identifying
all data and logic continuity paths.

4.3 Perform a sneak analysis on the resulting software network trees to
identify putential sneak conditions, such as:

4.3.1 Sneak paths, which may allow data or logic to flow along an unexpected
route.

4.3.2 Sneak timing, whicn may cause data or logic to flow, or to inhibit
a function at an unexpected time.
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4.3.3 Sneak indications, which may cause an ambiguous or false display of
system operating conditions.

4.3.4 Sneak labels, which may cause incorrect stimuli to be initiated.

5. REPORTS

Reports will be submitted in accordance with the attached schedule. (See
Figure 1.)

5.1 Prepare Sneak Software Reports (SSR) on all potential sneak conditions
found. Zach report shall describe the sneak condition in detail. The SSR shall
include a listing of the suspect software instructions where appropriate. Recom-
mendations for appropriate corrective action shall be given along with reference
to supporting documentation. The report forms include a section for the customer
to indicate the action taken to resolve the condition being reported. All reports
shall be appropriately dated, titled and numbered for indexing and tracking.

5.2 Prepare Software Design Concern Reports (SDCR) to describe certain
items of concern with specific design implementation. These conditions to be
reported include:

5.2.1 Questionable design practices.

5.2.2 Unnecessary software instruction.

5.2.3 Unused software instructions.

5.2.4 Specifications not met or not clear.

5.3 Prepare Software Document Error Reports (SDER) on discrepancies found
in the input data for the analysis. Each report shall identify the discrepant
document and explain the error relative to referenced supporting documentation.

5.4 Prepare and submit activity reports to describe the work accomplished
during the reporting period. The reports will include analysis progress,
problems, recommendations, and results of meetings. The reports shall be sub-
nitted in accordance with the attached schedule. (See Figure 1.) The SSR, SDCR,
and SDER's generated during the reporting period shall be attached. A tabulation
of all previously submitted reports (SSR, SDCR, and SDER) including'status, shall
be attached to each activity report. The status of each report shall be based on
the contrartor's comments stated on each report.

5.5 Perform analysis of software changes, provided a change analysis is
elected, and submit appropriat• reports.

5.6 Prepare and submit a Final Report containing a summary of the analysis
effort, including the general analysis method used, the extent of the analysis,
conclusions drawn and recommendations based on the analysis. All SSR's , SDCR's,and
SDER's written shall be included. One report shall be prepared at the completion
of the baseline analysis and if a change analysis is performed, the report shall
be revised to include any additional reports resulting from the change analysis..
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6. DATA REQUIREMENTS

The analysis will be based on the assembly source listing and assembly
source code which should be provided on magnetic tape. If the analysis is to be
based on a high order language, then the source program listing, high order
source code and an assembled program listing should be provided. All reference
manuals for the computer, cross-assembler, languaje and operating system should
be made availatle. Also, it is highly desirable that other program documentation
be provided such as module descriptions, flow diagramns and data structure
definitions so that the potential system impact for problems found can be more
accurately asso sed. The above data will be furnshed by _
All data must ý delivered by to enable a t mely ant
accurate analysis. Delay in receipt of da-ta-wi1-v-sult in a day-for-day slide
in the schedule, and the contract price shall be equitably adjusted to reflect
additional costs, if any.

7. PERIOD OF PERFRRMANCE

The period of performance for the Sneak Analy'is of tne
System shall be months after receipt of input data-

necessary to establish the confirati-o-n as defined in Paragraph 2, SCOPE. Change
analysis shall be performed on all previously describcd changes receivea prior
to _ , 19-... and the final report shall be submitted by

, 19 , provided the contractor has acknowledged all
reports byiaving signed ea-ch report and stated the action taken to correct
the reported problem.
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STATEMENT OF WORK

INTEGRATED HARDWARE/SOFTWARE SNEAK ANALYSIS

1. GENERAL

An Integrated Sneak Analysis shall be performed on the
hardware and software. The analysis shall be performed using the sneak analysis
network tree techniques. The Sneak Circuit Analysis shall identify latent
electrical circuit paths and conditions that can cause an unwanted function to
occur or inhibit a desired function without component failure. The Sneak
Software Analysis shall identify latent data paths and logic conditions that can
cause an unwanted function to occur or inhibit a desired function without a
hardware failure. The integrated analysis shall integrate the interactions
of the hardware with the system software. Recommendations for corrective action
to eliminate sneak conditions shall be provided. Also, Document Errors and
areas of Design Concern discovered during the analysis shall be reported.

2. SCOPE

2.1 Hardware

2.1.1 A Sneak Circuit Analysis shall be performed at the detailed component
on the System of the to
identify potentially undesirable circuit conditions. The subsystems to5
analyzed are

2.1.2 An analysis shall be performed on all interconnections between and
within the above subsystem, together with the "interface" functions of the
subassemblies/subsystems.

2.1.3 The "interface" function is to be analyzed to its termination inside
the subassembly/qubsystem. The function will be considered terminated if it
connects to (1) chassis or signal ground; (2) a power source; or (3) an electrical
element which changes the characteristic or nomenclature of the function.

2.1.4 The Sneak Circuit Analysis shall be performed at the detailed
source program level on the Subsystems as defined by
the following drawings:

2.2 Software

The Sneak Software Analysis shall include the computer programs for, the
• The program consists of

(number) lines of jHigher Order) Code/Instructions and numberL lines
of (Assembly) Code/Instructions.

3. CHANGE ANALYSIS (Optional)

3.1 The hardware change analysis shall include identified changes to the
design data baseline received within months after the project
start date. The design data baseline is-Zefined in paragraphs 2.1,4 and 2.2.
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3.2 The software change analysis shall be limited to percent of the
design data baseline. All changes submitted after the mo-nth deadline
above will be evaluated and subject to separate negotiat--in, depending upon size
and complexity.

4. TASK DESCRIPTION
Specific tasks to be performed as part of this analysis contract shall

consist of the following:

4.1 Hardware

4.1.1 Receive and set up files for wiring diagrams, schematics, wire lists
and other in ut data defining electrical continuity, operation and functions of
the system(s) to be analyzed.

4.1.2 Convert circuit data for entry into computer-generated, manually
drawn network trees. Apply existing analysis techniques to the network trees, to
identify all continuity paths.

4.1.3 Perform a sneak circuit analysis on the resulting network trees to
identify potential Sneak Circuit Conditions, Design Concerns and Drawing Errors.
Design Concerns are defined in paragraph 5.2.1, Drawing Errors in paragraph 5.3.
Sneak Circuit Conditions include:

a. Sneak paths, which may allow current or energy to flow along an unexpected
route.

b. Sneak timinnj, which may cause current or energy to flow or to inhibit
or inittate a function at an unexpected time.

c. Sneak indications, which may cause an ambiguous or false display of
operating conditions.

d. Sneak labels, which .iy cause incorrect stimuli to be initiated.

4.2 Software

4.2.1 Receive and set up files for the software program, design specifica-
tions, logic flow diagrams, and any design and program documentation defining
the operation and functions of the software to be analyzed.

4.2.2 Convert software instructions for entry into computerized algorithms
which reduce a software program into topological network trees identifying all
data and logic continuity paths.

* 4.2.3 Perform a sneak analysis on the resulting network trees to identify
potential Software Sneak Conditions, Sfotware Design Concerns, and Software
Document Errors. Software Design Concerns are deifned in paragraph 5.2.2, the

, Software Document Error in paragraph 5.3, Software Sneak Conditions include:
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a. S kaths, which may allow data or logic to flow along an unexpected

b. Sneak timing, which may cause data or logic to flow, or to inhibit or
initiate a function at an unexpected time.

c. Sneak indications, which may cause an ambiguous or false display of
system operating conditions.

d. Sneak labels, which may cause incorrect stimuli to be initiated.

4.3 Hardware/Software Integration

In order to provide visibility of interactions of the system's hardware and
software, an Integration Analysis shall be performed. The effect of a control
operation initiated by a hardware element shall be traced through the hardware Z,

until it impacts the system software. Similarly, the logic sequence of a
software initiated action shall be followed through the software and hardware until A
its eventual system impact is assessed.

5. REPORTS

All reports described below shall be prepared and submitted in accordance with
the periodic status report requirements shown in the attached project schedule.
The reports shall be delivered incrementally with the activity report discussed
in paragraph 5.4.j

5.1 Prepare Sneak Circuit Reports (SCR) and Sneak Software Reports (SSR) on
all potential sneak conditions found. Each report shall describe the sneak
condition in detail. The SCR shall include a sketch of the suspect circuit, and
the SSR shall include a listing of the suspect software instructions, where
appropriate. Recommendations for corrective action shall be given, along with
reference to supporting documentation. The report forms shall include a section
for the customer to indicate the action taken to resolve the reported condition.
All reports shall be appropriately dated, titled and numbered for indexing and
tracking.

5.2 Prepare Design Concern Reports (DCR) and Software Design Concern
Reports (SDCR).

5.2.1 The DCR shall describe certain undesirable circuit conditions found
during the analysis which do not qualify as sneak circuits. Conditions to bereported include:

a. Single failure points.
b. Unnecessary circuitry or components.
c. Improper implementation of redundancy.
d. Improper application of components.
e. Lack of transient suppression or improper suppression for inductive loads.
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5.2.2 The SDCR shall describe certain items of concern with specific design

implementation. Conditions to be reported include:

a. Questionable design practices.
b. Unnecessary software instructions.
c. Unused software instructions.
d. Specifications not met or not clear.
5.3 Prepare Drawing trror Reports (DER) and Software Documen' Error Reports

(SDER) on discrepancies found in the input data for the analysis. Each report

shall identify the discrepant document and explain the error relative to
referenced supporting documentation.

5.4 Prepare and submit activity reports to describe the work accomplished
during the reporting period. The reports will include analysis progress, problems,
recommendations, and results of meetings. The reports shall be submitted in
accordance with Figure 1. The SCR, SSR, DCR, SDCR, DER, and SUER reports
generated during the reporting period shall be attached. A tabulation of all
previously submitted reports (SCR, SSR, DCR, et. al.) including status, shall be
attached to each activity report. The status of each report shall be based on
the contractor's action taken to resolve each reported condition.

5.5 Prepare and submit a Final Report containing a summary of the analysis
effort, including the general analysis method used, the extent of the analysis,
conclusions drawn and recommendations based on the analysis. All SCR, SSR, DCR,
SDCR, DER, and SUER reports written shall be included. The report shall be
prepared and submitted in accordance with Figure 1.

6. DATA REQUIREMENTS

6.1 Hardware

The analysis shall be based upon data defining details of electrical
continuity and components. The information will be supplied in the form of
manufacturers detail electrical schematics, wire lists, wiring interconnect
diagrams, and component specifications. The data will be supplemented with
available functional flow or integrated schematics, interface control documents,
and design criteria specification. The above information and data shall be
furnished prior to the project start date. The required data are listed in
Attachment 1. Requests for additional data after the baseline masterfiles have
been established will be made only for data absolutely essential to the completion

: of the analysis. These additional data must be delivered within 30 days after
the project start date, to enable a timely and accurate analysis.

6.2 Scftware

The analysis shall be based upon the software source code as described in
paragraph 2.2. All reference manuals for the computers, languages, and operating
systems will be made available. Specifications for the software, and for the
interface between th. software and hardware, are required for the integrated
analysis. Also, it is highly desirable that other program documentation be
provided such as module descriptions, flow diagrams, and data structure
definitions so that potential system impact for problems found can be more
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accurately assessed. These data will be furnished prior to the project start date.
Any additional duta must be delivered 30 days after the project start date, to
enable a tiiely and accurate analysis.

6.3 Schedule Impact

Delay in receipt of either hardware or software data shall result in a
day-for-day slide in the schedule. The contract price shall be equitably
adju ted to reflect additional costs, if any.

7.0 PERIOD OF PERFORMANCE

The period of performance for the Sneak Analysis of the system shall be
months after contract start date (see Figure 1).
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•ATA ITEM DESCRIPTION a OC R •, -..t,

ANALYSIS, SAK CIRCUIT jt-R-22594
The sneak circuit a Malsidocslu entS the results of analyses 6 Jiuariy 1971
performed to verify the absence or presence of hidden flow -' . .
paths% unexpected outputs or undesirable functions of
equipment or software. The analysis will document the _
analyses to identify. and corrective action proposed, which .. em , .te
can eliminate any latent flow paths that could cause un-
expected operations during the life of the haredare or soft-
war@. It details the methodology used In, and the extent ..... m.. •. ,...n

and depth of. the analysis.

7.1 The sneak circuit analysis provides doc•m•ntation fIm

which the Goveriment procuring activity can make t. ow....
detarminations concerning systm and equipment unwanted
functions or inhibition 'f desired functions In the MIL-STD-7358
absence of component failure. .iottce 1 tEC)

7.2 Sneak circuit analysis Is applicable to mission
critical hardware and software system and equipment.

10.1 The Snek Circuit Analysis shall Include, but is not limited to, thefollowing data.

a. contract umber. exhibit line Ite maemr and this 01D number
b. equipment specification mfter and pejagraph nuwmber if applicable
d. dascriptiin of the mithodol oy and procedures used to satisfy the

requirments for sneak circuit analysis as stipulated In .IL-STD-7Ud1A
Notice I (IC)

e. recommendations for corrective action with sufficient detail to
demonstrate that the sneak path will be eliminated.

10.2 Analyses shall be in the contractor's am format,

FIGURE 10. Contract data requirementsl (Continue)

DO -=".01664 ,-
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PROPRIETARY INFORMATION
NONDISCLOSURE AGREEMENT SAMPLE

(THIRD PARTY AGREEMENT)

Proprietary agreements. (Company Name) _Dtvision)
(Address) and tomn9 Name) (Division)
(Address) have initiated a coordinated exchange of

data relating to (Name of Proram) program. To maximize the
effectiveness of tWe program it appears that information exchange Is or may become
necessary between the two companies. Accordingly, it is proposed that the
following letter agreement be entered into between these two companies to cover
all transmittals of information in connection with the program (or any subsequent
programs or contracts resulting from the program) between (First Compari• Name)
and (Second Company Name) , and by the United States Government to

(First Company Name) or (Second Company Name) .

1. Each party, to the extent of its right to do so, shall submit to the other
party technical information at times dnd of kinds and in forms which
in the judgement of the party originating the information are appropri-
ate to fulfillment of the obligations assumed by that party under its
respective portion of the (Program Name) program. This agree-
ment shall not be construed as itself creating any obligation on either
party to furnish information to the other.

2. Any technical information of (First Comn Name) which
is submitted to Second om-aU Name) and any technical
information of Second Coman Name which is submitted to

First Comrna ame un er t s agreement, either directly
or through the nied tates Tovernment, which information is
designated as proprietary to the submitting party by an appropriate
stamp, legend or other notice in writing shall be subject to the
provisions as to disclosure and use hereinafter set forth. Information
initially disclosed orally shall not be deemed proprietary unless
such information is confirmed as such in writing by the submitting
party within thirty (30) days after the initial disclosure thereof
to the recipient party. During the 30-day period, such orally
disclosed information shall be protected as if it were proprietary
information. Any such information which is not accepted by the
recipient party shall be promptly returned to the submitting party.
All such information which is accepted by the recipient party shall,
for a period of _ years from the date of transmittal of each
item of informatTi- covered by this provision:

a. Be used, duplicated and disclosed by the recipient party solely
for the purposes of performance of its portion of these
joint activities.

b. Not be used, duplicated or disclosed for purposes of manufacture
or procurement of the equipment to which the information
pertains.
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c. Be disclosed only to personnel of the recipient party and of
the United States Government with appropriate restrictive
legends authorized by ASPR: and

d. If reproduced in whole or in part, shall carry a proprietary
notice similar to that with which sumbitted to the recipient
party.

3. Information shall not be deemed proprietary or confidential, and
the recipient party shall have no obligations as to any information
which:

a. Is already known to the recipient party.

b. Is or becomes publicly known through no wrongful act of therecipient party.

c. Is rightfully received from a third party without similar
restrictions and without breach of this agreement.

d. Is furnished to the United States Government or other third
party by the submitting party without similar restrictions
of use and disclosure.

e. Is approved for release or use by written authorization of the
submitting party.

Provided, however, that information not deemed proprietary by
the recipient party in accordance with the above, but nevertheless
marked proprietary by the submitting party, will not be disclosed by
the recipient party without markings revealing the name or
interest of the submitting party.

4. The recipient party shall not be liable for inadvertent, accidental,
mistaken disclosure or use by its employees, of information obtained
under this governent, provided that:

a. The recipient party shall use the same degree of care as used to
protect its own proprietary information of like importance.

b. Upon discovery of such disclosure or use, the recipient party
shall endeavor to prevent further disclosure or use.

5. With respect to any exchange of proprietary or confidential information
which may occur as a result of this Agreement, it is ex ressly
understood and agreed that the below listed employees sNall, on
behalf of the respective parties, be the sole and exclusive individuals
authorized to receive and/or transmit prop.'ietary or confidential
information under this Agreement:

(First Company Name) (Second Company Name) q
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6. As regards the individuals identified In paragraph. 5 above, aich party
shall have the right and power to redesignate tuch persons within
their organizations as are authorized to receive or transmtt
proprietary or confidential information exchanged under this Agreement.
Any such redesignations which are made by either party shall be
effected by tendering wrttten notice of such change to the other party.

7. Nothing contained in this agreement shall be construed as granting

or conferring any rights by license or otherwise, expressly or
implied, for any invention or discovery, or any patent covering
such invention or discovery, which is made or acquired prior to or
after the date of this Agreement.

8. Any informttion not designated as proprietary in accordance with
Paragraph 2 shall not, unless otherwise specifically agreed upon in
writing by the recipient party, be deemed to be proprietary or
submitted in confidence and shall be acquired by the recipient party
free from any restrictions of use or disclosure (other than a claim
for patent infringement).

9. This Agreement, and all rights andobligations established hereby
except those specified in Paragraph 10, may be terminated by either
party on sixty (60) days written notice to the other. Unless thus
earlier terminated, termination will occur upon the first of the
following events;

a. Completion or termination of these joint activities by either party,

b. The expiration of years from the effective date of this
Agreement.

10. Termination of this Agreement shall not relieve the recipient party
of the obligations imposed by Paragraph 2 hereof with respect to
proprietary information exchanged prior to the effective date of
the termination; those obligations shall continue for the periodapplicable to each item of information as specified In said paragraph.i

ACCEPTED:

(First Company Name and Address) (Second Company Name and-Address)

Individual: Individual:__
Title: Title:
Date: Date: __
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EXAMPLE SNEAK ANALYSIS PROJECT SCHEDULE

SUBTASK 19.,!MAR APR M4AY JUN

1. ESTABLISH DATA FILES 100% DATA RECEIVED

ACCUMULATE DRAMINGS
AND DATA

2. ENCODE DATA FOR
COMPUTER PROCESSING

3. GENERATE NETWORK TREES - I
4. ANALYZE NETWORK TREES =

S. UPDATE NETWORK TREES
BASED ON ANALYSIS
RESULTS & CHANGES *

6. REPORTS

A. BI-lEEKLY ACTIVITY ' l.
AND STATUS REPORTS

B. SCRs, OCRs, DERs

C. FINAL REPORT i ,

• IF CHANGE OPTION SELECTED
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PERFORMANCE/DESIGN/INTERFACE
SPECIFICATION

FOR
SNEAK ANALYSIS

1. SCOPE

1.1 Scope- This specification covers the design requirements for application
of Sneak Analysiis (SA) to electrical/electronic and software systems.

1.2 Purpose - The Sneak Analysis (SA) technique described herein establishes
a standard procedure for performing the analysis and reporting the results. The
analysis identifies and reports all sneak paths, sneak timing, sneak labels,
and sneak indicators which may exist In the design. All areas of design concern
and document errors discovered during the sneak analysis are also reported. Such
sneak, conditions and design concerns that are discovered are assessed for their
impact on system performance.

1.3 Intended Use - This specification is intended for use as a design
requirement for inclusion in contract end item (CEI) specifications, system
specifications, document procedures, and/or contracts as applicable.

2. APPLICABLE DOCUMENTS

2.1 Documentation - The following documents of the issue noted or, if not
noted, the issue in effect as of the date of the contract as shown in Department
of Defense Index of Specifications and Standards, and Army Missile Command
Index of Purchase Descriptions and Standards, form a part of this specification
to the extent specified herein.

MILITARY SPECIFICATIONS

MIRADCOM EXHIBIT QR-800-J Reliability Program for Systems and
(15 June 1978) Equipment Development (Para. 5.2.5)

MICOM-PAM-385-4 Safety, Ignition Systems for Army Rockets
(23 March 1973) and Missiles (Para. 8.b, 8.c)

MIL-STD-822A System Safety Program Requirements
(28 June 1977) (Para. 5.5.1.2.c)

MIL-STD-781C Reliability Design Qualification and
(21 October 1977) Acceptance Test Standard (Appendix A,

Para. 40.7)

MIL-STD-785B Reliability Program Plan for Systems
(21 Aug 1978) and Equipment (Para. 5.2.1.2)
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3. REQUIREMENTS

3.1 Definitions

3.1.1 Sneak circuit. A sneak circuit is a latent path which causes an un-
wanted function to occur, or inhibits a desired function, without regard to
component failure.

3.1.2 Software sneak. A software sneak is a combination of conditions,
causing unplanned events, that exhibit unapparent cause/effect relationships,
which may escape detection during system testing and occur without regard to
hardware failure.

3.1.3 Kinds of sneaks. The four kinds of sneaks are:

a. Sneak path - initiates an undesired function or prevents a desired
function.

b. Sneak timing - is an energy, data, or logic flow which causes or
inhibits desired functions at an unexpected time.

c. Sneak indicetion - is an ambiguous or false display of a condition
or data which could result in an undesired action being taken.

d. Sneak label - is an ambiguous or false name or function title which
could result in the application of the wrong stimuli by an
operator.

3.1.4 Sneak Analysis (SA). SA is a type of engineering analysis performed
on an electrical or electronic hardware system, or computer software program.
SA is a unique technique which involves accumulation of detailed circuit diagrams,
wirelists, and software; arrangement of circuit/software elements into topological
nodal sets (network trees) and the examination of these nodal sets for sneak
circuits.

3.1.5 Assumptions. Assumption3 are made when performing SA to establish the
analysis boundaries, define terminology, and keep the scope within cost effective
bounds. Tables I and II list the more common assumptions for hardware and soft-
ware respectively.

TABLE I. HARDWARE SA ASSUMPTIONS

a. A Sneak Circuit is not dependent on a component or circuit failure.

b. Unless otherwise specified, signals which cross analysis boundaries
(out of scope) are assumed to be correct in voltage, polarity, and
time for the circuit being analyzed.

c. The data base for the analysis represents the "as built" configura-
tion of the system.

d. Parametric calculations are performed only to the extent necessary
to understand true circuit operations.

e. Environmental affects are not normally considered in the analysis.

I-3
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TABLE I1. SOFTWARE SA ASSUMPTIONS

a. The software specification is the design intent of the software.

b. The assembler or compiler does not introduce errors into the software.

c. Assembled or compiled software is free of syntax errors, ie., typo-
graphical errors.

d. The data provided represents the complete software program under
consideration.

e. Hardware induced problems are not considered.

3.1.6 Design concern. A design concern is a hardware or software condition
which is identified during the Sneak Analysis process which could cause or result
in a failure, a marginal operation, or a hazardous situation. The following are
kinds of design concerns:

a. Unnecessary logic, components, or circuits.
b. Improper sequence of software instructions.
c. Single failure points.
d. Unnecessary power consumption.
e. Improper or marginal application of components.

3.1.7 Drawing or document error report (DER). A DER is one prepared during
the Sneak Analysis process which notifies the procuring activity of a discrepancy
found in the furnished data. The discrepancy can be within a single document or
between two or more documents.

3.2 Scheduling SA in a System's Life Cycle - The typical life cycle for
production programs or systems is shown in Figure I-I. A detailed component level
SA shall be performed when good engineering documentation and drawings are released
to manufacturing. The time period prior to and just after the Critical Design
Review (CDR) milestone is typically the best time in the life cycle to start the
analysis. Performing SA from CDR to any later development phase i.ncludi'ng the
unlimited production and deployment phases is usually justified because problems
occur which were not evident during full scale development. Each program or
system shall be evaluated for its documentation maturity, and schedule forcing
functions, to determine when to start SA in the most cost-effecti.ve manner.

3.2.1 Scheduling of Software Sneak Analysis. The performance of a detailed
software Sneak Analysis also requires mature data. Although software Sneak
Analysis does not require the execution of the code, the code shall he debugged,
as a minimum, and the normal development validation and verification process
initiated when starting the software SA. Like hardware SA, the time period CDR is
typically the best time to start a detailed software sneak analysis. Usually
several versions of the software program are developed to-agree-with the needs
of hardware factory testing, field testing, and operational use. The software
Sneak Analysis techniques used shall be adaptable to'handle these program
changes.
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Figure 1-1. Program Life Cycle
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3.3 Sneak Analysis Performance. The following elements and procedures are
required to perform a valld and cost-effective sneak analysis.

a. Collecting the data base.
b. Partitioning of the system.
c. Organizing and structuring of the data base.
d. Application of SA techniques.
e. Reporting of the analysis.
f. Quality control (QC) review of data and the analysis.
g. Control of data management and change.
h. Technical interface with the procuring activity's representative.
I. Delivery and debriefing of final report.

3.3.1 Collecting the data base. The performance of SA requires the
organization of the data and certain other sequential steps required to process
the data for analysis. The data furnished for the analysis shall be reviewed for
completenessand an overview block diagram prepared. The data shall be further
organized, logged, and filed for use. Data requests shall be processed for any
missing data or information deemed necessary to support the analysis.

3.3.2 Partitioning of the system. The hardware or software system shall be
partitioned, subdividing it into modules, functional circuits, subroutines, or
manageable size pieces. A properly partitioned system will result in functional
modules in a topological network tree format. All network trees shall be
functionally oriented, providing an easy application of clue lists. Partitioning
also provides an easily accountable and flexible system to analyze. Grounding
trees or power distribution trees shall be analyzed separately. (Typical areas
of partitioning are busses, both power and ground; cross ties between redundant
circuitry; fuses; circuit breakers; and software functional modules.)

3.3.3 Organizing the data. The data selected for the analysis shall be
organized to provide a complete search of all paths in the software or hardware
system. All information about this system shall be completely and accurately
structured. Structuring is the input which establishes the data base masterfile.
This masterfiTe represents the complete data necessary to describe the system to
be analyzed. The structuring technique permits the analysts to accurately and
uniquely link the components and circuit segments together to form a complete
electrical path. In the case of software, it shall be a complete logic and data
path. All paths shall be uniquely identified. These paths shall be used to draw
the network trees. The network trees shall contain all of the necessary informa-
tion to apply the SA technique, and represent the system accurately.

3.3.4 Application of SA technique. The network trees shall be drawn so as
to form one or more of the five basic topological patterns shown in Figure 12.
Recognition of these patterns is an important step in the analysis. Using these
patterns, analyst shall apply sneak condition criteria, or "clues," to the
circuitry. When all the sneak condition criteria applicable to a particular
pattern have been considered, a high degree of confidence is established that
all possible sneak conditions resulting from that portion of the circuitry have
been identified. SA training shall be provided the analyst, to allow the analyst
to quickly evaluate all modes of circuit operation, including the functional
interfaces with other circuitry. A detailed analysis of each identified condition
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Figure 1-2 Topological Patterns

shall be performed to determine the cause and effect of that condition. This
evaluation shall result in the reporting of sneak circuits, design concerns, and
drawing errors to the system designer for verificationi and resolution. Design
Concern and Drawing Error Reports are incidental outputs of the application of
the SA technique.

3.3.5 Reporting of the analysis. Periodic reports shall be generated. The
report shall be written using standard formats and delivered to the contracting
agency. Forats for Sneak Circuit Reports (SCR's), Sneak Software Reports (SSR's),
Design Concern Reports (DCR's), Software Design Concern Reports (SDCR's),
Drawing Error Reports (DER's), and Software Document Error Reports (SDER's) are
shown in Figures 3 through 8. The "potential impact" and "recommendation"
parts of the reports reflect the SA analyst's assessment of the findings. The
"explanation" part of the report contains references to attached figures and
tables and describes the total intent of the report and analysis findings. A
status sheet reports the verification and resolution activity performed by the
contracting agency in response to the sneak analysis reports until they are closed
out. A final report shall be prepared at the conclusions of the analysis and shall
contain a description of the analysis activity, copies of all reports generated
during the analysis, a current status sheet, and other pertinent information
related to the analysis and its findings.
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3.3.6 Quality control (QC). Throughout the analysis period a QC engineer
shall review the network trees, proposed reports of conaitions found, and the
master data file. The QC engineer shall be thoroughly trained and highly skilled
in the techniques and methods of performing an SA. Near the end of the analysis,
and before writing the final report, senior SA engineers shall review all nodal
sets, network trees, completed reports, and related data to establish that a
complete and thorough analysis has been accomplished.

3.3.7 Data management and change control. The initial data establishes the
baseline data file (masterfile). The masterfile represents the data base for the
complete analysis. Data changes received after this time shall be added into
the masterfile and incorporated into the applicable network trees. Those trees
shall be reanalyzed to determine that the change accomplished its intent and that
no new sneaks were introduced.

3.3.7.1 Configuration management. The data base established for SA
represents the system "as-built" or "as-coded" source. This data base shall be
used for configuration management of the design. Changes made to the design or
block modifications shall be incorporated into the data base. This provides a
continuing management tool to control each configuratioit.

3.3.7.2 SA- change control. Projects having block configuration changes
shall require SA to be performed on each configuration. This is possible because
the SA masterfile and all related documentation shall be stWred for a minimum of
3 years, per ASPR 7-104.15. A contractual request for SA on a block update shall
be implemented by incorporating the drawing changes or new documentation into the
stored masterfile. Old network trees shall be modified or replaced as necessary
for analysis.

3.3.8 Interfaces with the Technical Monitor. A government contract for
performing SA usually specifies a contracting officer and a technical monitor.
The technical monitor provides a day-to-day contact for information and data
transmittal as necessary. The technical monitor shall receive the SA reports
for investigation, resolution, and feedback.

3.3.9 Final Report Delivery and Debriefing. The final report as described
in Section 3.3.5 shall be prepared near the end of the analysis period after
the QC effort is complete and satisfactory. Sufficient time after delivery of the
report shall be allowed for the contracting agency to review it and prepare
comments for the debriefing meeting. The debriefing meeting shall resolve the out-
standing open reports or establish a report date for closeout.

4. QUALITY ASSURANCE PROVISIONS

4.1 Accountability.

4.1.1 General. To assure a valid Sneak Analysis, provisions must be
established to insure that: (1) all paths within a system have been analyzed;
(2) each path is directly traceable to the network tree in which it was analyzed;
(3) each component/statement is directly traceable to the path in which it was
analyzed; and (4) each component/statement is directly traceable to the ,specific
documentation used to establish the data base masterfile.
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4.1.2 The following provisions shall be used to assure a valid SA:

4.1.2.1 Network trees analyzed for sneak circuits shall be traceable to the
system's manufacturing drawings or source code. The network trees shall contain
all the wiring, components, or statements used to generate the tree. Further,
all paths necessary to initiate and complete a given function shall be shown or
referenced on one network tree.

4.1.2.2 Each network tree shall be independently numbered.

4.1.2.3 An index shall be developed to show in which network tree each
component or statement appears.

4.1.2.4 Each path shall be traceable to the network tree in which it appears.

4.1.2.5 Each path shall be independently numbered, and its wire segments,
components, or statements traceable to the system's manufacturing drawings or
source code in which they appear.

4.1.2.6 Each path shall be independently analyzed as to its effect on
system operation, and records maintained Indicating analysis results and analyst.

ii

I

I
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APPENDIX J

EXAMPLE SNEAK ANALYSIS REPORTS



MinI

MM CIRCUIT REPORT -'

TITLE SNEAK CURRENT PATH RESULTS IN UNINTENTIONAL MASTER ARMING OF
bIN RELEASE SQUIB FIRING CIRCUITS

kEFIERECES
1. Groandrush AVI% wig. No. 501741, Rev. A. "Schematic Dl•agre-ArmAment Panel
2. Aroundrush AVI Dg. No. 501606, Rev. C, "Interconnect List. Wi• C•trlrM
3. Groundrush AViN Owg. No. 501476, Rev. A, "Circuit Card Assy - Release-A2,A3"
4. Grouidrush AVIN Owg. No. S01233, Rev. A, "Circuit Card Assy-Wpn Interface"
S. Groundrush AVIS Dig. No. rMdS010O-30, Rev. A, "Wiring Harness, W302"
6. Groundrush AVI Dog. No. OD50129-401, Rev. S, "Wiring Harness, W401"
7. Coil Winders Inc. ODg. No. 66R-8-41. Rev.-, "Box, Relay WPN-9421AI"

MOULE/EQUIPMENT
WEAPON CONTROLLER (9431A2)

EXPLANATION

As sham in Figure 1, when the Nester Aim switch is off. e Jetti•son
has not bee selected, and the Weapon Select switch Is left in the Center
Station position. a snek path xists from the MVDC Weon Control power

he •alpn Select Switch (2417A353) through 9431MA RI to tharge
c~aac ton ICI endthen through transistor 9431I2AIQI to the fitrion,
circuit. This bypasses the Mester Arm 'A' function. Similar paths exist
for Raster Am 'VS' end the Left and Right Wing SUtions.

POTENTIAL IMPACT

1. Unexpected Nester Am powue may contribute to inadrtent wupon
release.

2. The function of the Weapon Release 'A' and 'V circuit breakers

RECOMINSFA 611" 245GA1C2 myb bypassed.

Ad a blocking diode as shown. in Figure 2.

IMPORTEDSY 3. V. DATE¥octobe)16.

CUSTOMER ACTION

* i

o. -, -. .. . . .. •,•..' ,>.:• .,.. .. •-

'' ' ' '' i i



I4

SNEAK CIRCUIT REPORT - I

' tIVOC FR•O1 .SVDC A'

It STATION S$LECTC S2 9422AI

No JL.WING OFF ARMED

I, il clr~ ,irr

"R. WI t m

'-,'- ,, , TO O'THER, CENTET STATJOET

PYLO 4 17 RE03

S~TO SQUI3
RI FIRING CIRCUIT
____ ---,, QI WPNili ( PI•COUTROU.ER

TO WIEAPON NOTE:
SELECT CIRCUIT ---,, D ENOTES SNEAK PATH

FIGURE 1 SNEAK PATH TO SOUIn FIRlING CIRCUIT
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PIOJECT F-2 W9. PAWL± O

DESIGN CONCERN REPORT - 2

TITLE SHARMED +V I +28V RETURN PATHS MAY RESULT IN ERRONEOUS WEAPONOtSASLEO SIGNAL

REPERENCES
1. Groundrush Avn Own. No. 0W50199-401. Rev. 5, "Wiring HaeeS, W401.0
2. Groundrush Avn On., No. 0WS0199-603, Rev. A, "Wiring Hones, WE03."
3. Groundruth Avn Dug. No. 501733, Aev. D, "Interconmet List, Stomea Cntlr."

MOOULE/•QUIPMENT

WIRING HARNESS (W401)
EXPLANATION

As shown tn Figure 1. the +28 volt return for the release enable relays
(K1 and K2) and the wepon release squibs in the pylon share the sam
return path through cable W401 with the +5 volt return for the Weapon Disabled
buffer (U2) in the weapon. The high +28VDC return current may mise the
potential at the ground pin (pin 7) of U2 to cause its output to be falsely
seen as a logic 'high' at the input of U9.

POTENTIAL IMPACT
A false indication of WPN DISABLED may be seen by the Stores Controllera
when Weapon Release Enable or Weapon Relebs. is commnded.

I
RECOMMENDATION

Provide a separate return path for the +28 volt and +5 volt returns through
cable N401 and the Stores Controller.

REPORTED NY -. - . V-aa ' DATE . ,2,,

CUSTOMER ACTION
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PROJECT F-99 WC, pAG,.Z 2 O2OF

DESIGN CONCERN REPORT - 2
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Lfl
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PROJECT F-99 (C AE.LO*F2

DRAWING ERROR REPORT -2

kDOCUMENT NUMBER REV VENDOR jMOOULrAOUIPMENT
501233 A I GOtNDRUSH AMR-I PYLON

DOCUMENT Timh

CrRCUIT CARD ASSY - WPM INTERFACE

REFERENCES

MtL-R-83401/2 (USAF). 2 February 1973.

DISCREPANCY

On the subject document (schematic). device U2 Is listed as ?S340102-
M102FD and shown as in Figure IA. Hfowever, Reference 1 shows the
internal connections for this device to be as shown in Figure 10.

ASSUMED CORRECTION

On the subject document (501233). change pin 14 to pin 16.

.-J1ORTED BY C. A. Halley D.( A/fi, ATE October 16. 1950

CUSTOMER ACTION
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ptj~EC F- WCM P"E-._. OF._

DRAWINGI ERROR REPORT - 2

tii4

.L .L•

FIGURE IA - EXTERNAL CONNECTIONS AS SHOWN ON SCHEMATIC (501233)

14 12 11 10 9

3 4 2 6 7

FIGURE IS - INTERNAL CONNECTION AS SHOWN ON MIL-R-83401,2
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PROeCT F-g W1H PAGEI_ LOF 2

SNEAK SOFTWARE REPORT -1

TITLE INCORRECT TEST TO RETARGET WEAPON

REFERENCES
1. Groundrush Document No. 40198. Rev. C. Program Specifications
2. Groundrush Program Source Code. Release 19.1, F-99
3. Groundrush AVN Owg. No. 501741, Rev. A, "Schematic Diagram - Armament Panel"

MODULE/"QUIPMENT
TXBCP M00ULE - TEST-BIT COMPARE

EXPLANATION
When the operator selects the weapon retargeting function from console switches,
a value is passed from the RETARGET module to the TEST-BIT COMPARE module. Per
Reference 1, the value is stored in variable UART1 and tested in the TEST-BIT
COMPARE module. If the value of UART1 - 0, 1, 2. or 3, then program processing
continues through the TRUE branch and the selected weapon is retargeted. If the
value of UART1 is N3, the software is expected to transfer control to the FALSEbranch, display "RETARGET ERROR" on the operator's console, and interruptprocessing. Restart is contingent on operator response.

The Reference 2 program source code configuration shown in Figure 1 will not
generate the "RETARGET ERROR" message and program interrupt for all values of
UART1>3. For example, in an error condition where UART1-8, the test will inhibit
the error display and subsequent program interrupt and then incorrectly allow
program processing to continue through the TRUE condition into the retargeting
logic.

POTENTIAL IMPACT

1. Mission failure due to Incorrect targeting of weapons
2. "RETARGET ERROR" display and program interrupt are Inhibited for particular

conditions.
RECOMMENDATION
Modify the Reference 2 computer program to accomplish the intent of the Reference 1
specifications. Change the branch instruction to check for a numeric value
O4UARTI<3. If JART1 is in this range, branch to the TRUE condition and retarget
weapon.
REPORTED SY DATE

CUSTOMER ACTION
Program source code has been changed per DCN 1010 to Reference 2. Correction
of error reduced Incidence of equipment maintenance and RETEST-OKAY dispositions.

"J-9
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POJ rcT F-99 WCN P.. Q,_ o L

SNEAK SOFTfARE REPORT -1

ARP4A4ENT PANEL 9417A3

5 S

4 6 4 6

2 92 $ 8

WEAPON
SELECT SELECT

(FROM RETARGET NOJULE)

TXBCP/43 TEST-BIT COMPARE NODULE
ENTRY POINT

UARTI/R OPERATOR INPUT FROM
RETARGET NODULE

UARTIIF LSB ('2W])f a 0

FALSE NZ Z TRUE
UARTI RANGE Z4 UART1 RANGE <4

CONSOLE DISPLAY
"RETARGET ERROR" )

PROGRAMI RETARGET
INTERRUPT PROCESSING

FIGURE I - INCORRECT TEST TO RETARGET WEAPON

J-10

I.



POET F- 99 WCM PAG O 2

SOFTAR DESIGN C'YICEPM REPOR -i

TITLE INCORRECTLY ESTIMATED UTILITY ROUTINE PROCESSING T114ES

REFERENCES
1. Groundrush Program Source Code, Release 19.1.* F-99
2. Groundrush Document No. 42577. Rev. *, Assembler Manual

MOOULE/IQUIPMENT

Refer to Table I
EXPLANATION
The time to process the Reference 1 software program utility subroutines does not
agree with the actual execution timns as calculated by a worst-case path summs-
tion of the individual instruction execution times listed in the Referance 2
Assembler Nanual. These discrepancies are described In Table 1.

POTE141AL IMPACT
1. Possible timing problem5
2. Possible unauthorized or undocumented software code changes

I.OM EUTO1.CmaesfwrItlt uruiecd oteRfrne2dcmn n
identify~J difrecs

2.~~~~~~ ~ -Udt oeaddcmetto sncsay



PROJECT F-99 WCI4 PAW -2 OPLF

SOFTWARE DESIGN CONCERN REPORT -1

STATED ACTUAL STATEMENT
TIME LOADING TIME LOADING NO.

SUSgUTINE IN MICROSECONDS IN MICROSECONDS LOCATION

1. START A/D CONVERSION 12.93 7.39 solo

SUBROUTINE

2. A/D SIG1NAL STORAGE SUBROUTINE 20.20 15.51 5240

3. 0/A SIGNAL FORM SUBROUTINE 5.56 7.23 5415

GENERAL 1ST 6 2ND ORDER
FILTER SUBROUTINE

4. 6 1ST ORDER 60.00 76.60 5675

5. 6 2ND ORDER 110.00 120.60 5680

6. 1 ADO FOR OUTPUT GAIN 20.00 15.30 5685

PURE INTEGRATION SUBROUTINE

7. 0 FORM 1 66.12 64.62 6275

8. 0 FORM 2 60.78 57.95 6280

9. O ADO FOR ASYMMETRICAL 18.59 12.84 6285
LIMITS

10. SPECIAL FIRST ORDER 122.10 72.05 6565
SUBROUTINE

11. LIMIT, GAIN, SHIFT, 18.90 13.90 6795
SUBROUTINE

12. ASYMMETRICAL LIMIT 16.09 17.20 6945
SUBROUTINE

13. FILTER START SUBROUTINE 12.71 14.21 7070

TABLE 1. STATED AND ACTUAL PROCESSING TIMES FOR UTILITY SUBROUTINES

J-12
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P20ECT F-99 WCM ,, , .op_,.L
SOFTWARE DOCUMENT ERROR REPORT -,i

DOCUMENT NUMC,9R IREV VENDOR T ' MOUE' IPMEN
43290 A GROUNORUSM I SUBROUT114E CUT

DOCUMENT TITLE F-99 WEAPON CONTROL SOFTMARE DESIGN

REFERENCES
1. Groundrush Program Source Code, Release 19.1, F-99

IDISCREPANCY

The computer program design document, page 32, contains a branch in subroutine
CUT to BITS. However. page 33 of the software design document provides a flow
chart of subroutine CUT with a branch to BYTES. The software listinT, Reference 1.
lists a branch to BITS at instruction 1100-

ASSUMED CORRECTION

Change BYIES In the software design document flow chart, page 33, to BITS.

KEPOSTED 11Y -- ___b _______________ATE-ýL Y

CUSTOMER ACTION
J-I3
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